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Is your data center 




prepared for disaster? ^^^^^ 




What do you need 




to be doing to 


prepare in terms k. 




of storage and |^ 




backups, power 




and fuel, remote ■ 




sites, and more? 
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Products, News & Information Data Centers Can Trust. Since 1979 

Keeping Mobile 
Devices Up-To-Date 



Careful Management 

& Diligent Maintenance Are Key 



by Carmi Levy 

Before the age of wireless, employ- 
ees worked together in common build- 
ings, their computers connected over 
wired networks and supported by IT pro- 
fessionals who usually sat down the hall. 
As mobile technology makes it more cost- 
effective to work from home — or from 
anywhere — the very definition of "office" 
is being rewritten. 

And for good reason. Mobility potential- 
ly accelerates the pace of business, drives 
productivity and competitiveness, and re- 
duces overhead associated with physical 



Key Points 



Ensure a consistent, infrastructure-based 
connection between the organization and 
its mobile users and devices with remote 
management. 

Identify and understand your needs before 
deciding what makes the most sense for 
your organization. 

Train your employees to follow appropriate 
mobile use processes and ensure account- 
ability for equipment and data. 




infrastructure. But it comes with a cost: 
Now that more workers are separated from 
the home office by miles or, possibly. 



oceans, keeping their systems updated with 
the latest updates, patches, and fixes has 
Go to Page 6 



Blade Trends 

Convergence & Efficiency 
Increase In A Tight Economy 



by William Van Winkle 

• • • 

Money changes everything. Several 
months ago, Gartner was trumpeting run- 
away growth for blades, predicting a com- 
pound annual growth rate of 19% through 
2012. Then economic changes hit hard in 
the second half of 2008, altering the 
dynamics of IT spending. The trends pro- 
pelling blade adoption remain, but shifting 
conditions are influencing how businesses 
consider and act on those trends. 

Trend Trifecta 

According to the Blade.org consortium, 
three "mega-trends" are now reshaping the 
landscape of enterprise computing. The first 
of these is network convergence of all 



storage and data communications onto 
Ethernet, thereby eliminating today's diver- 
sity of connector and switch types. This 
plays well in a down economy because a 
unified Ethernet infrastructure bringing tech- 
nologies such as iSCSI and eventually FCoE 
(Fibre Channel over Ethernet) onto a single 
fabric will reduce total operating cost. Also 
consider that many blade chassis need a 
Fibre switch to fit into an existing Fibre- 



based SAN environment. If data centers can 
leverage 10 Gigabit Ethernet in this role, it 
will reduce overall complexity and lower the 
barrier costs on blade adoption. 

Next, look for increasing consolidation 
of hardware resources, particularly when 
done in conjunction with virtualization. Up 
to present, this has mostly been done with 
legacy server systems, but look for the 
trend to expand so that blade deployments 
will fuel server, workstation, and network 
device systems throughout the enterprise. 

"We're seeing an increase in traction 
between blades and virtualization," says 
Barb Goldworm, president and chief ana- 
lyst at Focus Consulting. "The last informa- 
tion we have says that people looking 
to virtualize were 50/50 split between 
Go to Page 6 



I If data centers can leverage 10 Gigabit 
Ethernet, it will reduce overall complexity and 
lower the barrier costs on blade adoption. 
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Upcoming 



Are you looking to learn more about data center 
or IT topics? Network with some of your peers? 

Consider joining a group of data center 
professionals. If you don't see a meeting listed in 
your area, visit www.afcom.com, www.aitp.org, 
or www.issa.org to find a chapter near you. 



- MARCH - 

Comptel Pius Spring 2009 Convention & Expo 
IVlarch 2-5 
Dallas, Texas 
www.comptel.org 



AITP Central Idaho 
March 11, 1 1 :45 a.m. 
Owyhee Plaza Hotel 
1109 Main St. 
Boise, Idaho 
www.boisestate.edu/dpma/dpmaci/centida.html 



AITP Research Triangle Park 
March 12, 5:15 p.m. 

University Club 
4200 Hillsborough St. 
Raleigh, N.C. 
www.rtp-aitp.org 



AITP Washington D.C. 
March 12, 6:30 p.m. 
Alfio's Restaurant 
4515 Willard Ave. 
Chevy Chase, Md. 

aitpwashdc.ning.com 



AITP Pittsburgh 
March 16, 6 p.m. 
Sokol Ciub-Southside 
2912 E. Carson St. 

Pittsburgh, Pa. 
www.aitp-pgh.org 



AITP Southwest Missouri 
March 1 7 
Springfield, Mo. 
www.swmo-aitp.org/index.html 



ISSA St. Louis Chapter 
March 1 7 
St. Louis, Mo. 
stl.issa.org 



Oklahoma City 
AITP Chapter 
March 1 7 
Oklahoma City, Okla. 
www.aitp.org/organization/chapters 
/chapterhome.jsp?chapter=40 



AITP Northeastern 
Wisconsin Chapter 
March 18, 4:15 p.m. 
Holiday Inn Select 
150 S. Nicolet Road 
Appleton, Wis. 
new.aitp.org 



ISSA Oklahoma City 

March 1 8 
Spaghetti Warehouse 
101 E. Sheridan Ave. 
Oklahoma City, Okla. 
www.issa-okc.org 



AITP Omaha 
March 19, 5:30 p.m. 

Seraph Corp. 

Omaha, Neb. 
www.aitpomaha.org 



News 



I Global Virtualization Software 
Revenue To Rise 43% In 2009 

Research firm Gartner is calling for global virtu- 
alization software revenue to reach an estimat- 
ed $2.7 billion in 2009, a growth of about 43% 
over last year's $1 .9 billion value. Gartner also 
predicts global virtualization penetration will 
reach 20% this year, up from 1 2% penetration 
in 2008. Among the factors driving growth are 
the needs to reduce total costs of ownership, 
enhance the flexibility and speed of deploy- 
ment of IT needs, and lessen carbon footprints. 
Gartner separates the virtualization market into 
three sectors, including hosted virtual desk- 
tops, which the firm expects to reach $298.6 
million in value this year, a more than triple 
gain from 2008's value of $74.1 million. The 
server virtualization management software sec- 
tor is expected to reach $1 .3 billion this year, 
up about 42% from 2008's $913.9 million 
value. The server virtualization infrastructure 
sector is estimated to grow about 22.5% this 
year to $1.1 billion, up from 2008's $917 million 
estimated value. 

I Group Works On Universal Charger 

Cell phone makers plan to introduce a univer- 
sal micro-USB handset charger by 2012, 
according to the GSM Association, which rep- 
resents more than 750 cell phone operators 
wortdwide. The GSMA says it expects that 
producing a universal device will cut use of 
raw materials, reduce emissions from manu- 
facturing and transport, and service custom- 
ers more conveniently. About 1.2 billion cell 
phones were sold last year, according to the 
GSMA; between 50 and 80% were handsets, 
requiring the equivalent of about 51 ,000 to 
81 ,000 tons of new chargers to be manufac- 
tured and shipped. Those currently on board 
for the plan include 3 Group, AT&T, KTF, LG, 
mobilkom austria. Motorola, Nokia, Orange, 



Qualcomm, Samsung, Sony Ericsson, Telecom 
Italia, Telefonica, Telenor, Telstra, T-Mobile, 
and Vodafone. 

I Chinese Firm To Be 
Investigated For Abuse 

The EICC (Electronic Industry Citizenship 
Coalition), a self-regulating tech organiza- 
tion whose members include Microsoft, Dell, 
Lenovo, IBM, HP, and others, has begun inves- 




tigating the Meitai Plastics and Electronics firm 
in China following reports that the company is 
abusing its workers. This follows a National 
Labor Committee report that detailed maltreat- 
ment at the Chinese firm, which supplies key- 
boards. According to the report, the employees 
of Meitai were subjected to mandatory over- 
time, minimal time off, low pay, and constant 
monitoring by their employer. 

I Kaspersky Hacked; 
No Sensitive Data Leaked 

Antimalware vendor Kaspersky Lab has 
admitted that its usa.kaspersky.com domain 
was breached by an SQL injection attack 
apparently originating in Romania. However, 
the hackers weren't able to access any cus- 
tomer data, activation codes, or other sensi- 
tive information, according to the company 
and an independent security expert. The 
support site had received an update at the 



WATCH THE 

This information provides a quick glimpse of current and historical stock 
j^^^^^ J^j^ prices and trends for 14 major companies in the technology market 



Company 


Symbol 


Year Ago 


Feb. 13$ 


Feb. 19$ 


previous week 


AMD 


AMD 


$6.50 


$2.38 


$2.12 


T 10.92% 


CA 


CA 


$23.47 


$18.69 


$17.12 


T 8.4% 


Cisco Systems 


CSCO 


$23.20 


$16.24 


$15.04 


T 7.39% 


Dell 


DELL 


$19.75 


$9.22 


$8.12 


T 1 1 .93% 


Google 


GOOG 


$509 


$360.19 


$342.64 


T 4.87% 


HP 


HPQ 


$47.44 


$35.97 


$31.39 


T 12.73% 


IBM 


IBM 


$107.85 


$94.39 


$88.93 


T 5.78% 


Intel 


INTO 


$20.38 


$14.10 


$12.68 


T 10.07% 


McAfee 


MFE 


$33.39 


$31 .49 


$29.59 


▼ 6.03% 


Microsoft 


MSFT 


$28.22 


$19.25 


$17.91 


T 6.96% 


Oracle 


ORCL 


$19.43 


$17.85 


$16.83 


t5.71% 


Red Hat Software 


RHT 


$18.08 


$15.33 


$14.08 


T8.15% 


Sun Microsystems 


JAVA 


$17.32 


$5.20 


$4.72 


T 9.23% 


Symantec 


SYMC 


$17.88 


$14.96 


$14 


▼ 6.42% 



end of January that included an undetected 
vulnerability. When notified of the breach, the 
company took down the server. Kaspersky 
says it is auditing its sites and beefing up 
internal procedures to avoid such attacks in 
the future. 

I Gartner Offers Money-Saving Advice 

According to a report from analyst firm Gart- 
ner, IT departments can help their companies 
pare down costs in several areas. Regarding 
procurement, partnerships with IT vendors 
have great potential to spread the gain in fat 
times and spread the pain when the market 
turns lean. Baseline costs can be reduced 
in the IT department, too, Gartner says. IT 
should be counted with the overall business 
regarding operating expenses so that sav- 
ings can be shared. Finally, cost optimization 
(spending wisely, not necessarily less) should 
help enterprises move forward with improve- 
ments that will be the most beneficial in the 
long term. 




NOTE: This information is meant for reference only and should not be used as a basis for buy/sell decisions. 



I Los Alamos Lab Loses Computers 

Three computers were stolen from the home 
of a Los Alamos National Security employee 
in January, and 13 computers have been 
stolen from Los Alamos in the past 12 months. 
That's according to a letter sent by the 
Department of Energy's National Nuclear 
Security Administration and made public by 
industry watch group Project On Government 
Oversight. As many as 67 Los Alamos com- 
puters are missing. The letter states that the 
lab's security could be at risk. Little information 
is known about the potential exposure and 
risk to the laboratory from the missing 
laptops because the thefts were treated as 
property management, rather than cyber se- 
curity, issues. 

I Palm To End Palm OS 

Palm will not be introducing any new devices 
with the Palm OS, according to CEO Ed 
Colligan. Instead, the company will focus its 
efforts on creating products and applications 
for the company's webOS, which it unveiled 
earlier this year. Colligan made the state- 
ments at a recent investor conference. Palm 
reportedly has released the webOS applica- 
tion framework and software development 
kit and has some development partners in 
place. Moving forward, Colligan says Palm 
intends to take on a "less is more" approach 
and develop "fewer really innovative, break- 
through products." 
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News 



I Microsoft Faces Vista-To-WinXP 
Downgrade Debacle 

Microsoft may be going bacl< to court to 
defend itself against another antitrust suit, 
tliough tliis time it's regarding tlie firm's Vista 
downgrade practices. Los Angeles resident 
Emma Alvarado filed a lawsuit in a Seattle 
federal court that claims she was forced to 
pay $59.25 last year when she asked that her 
Lenovo system be downgraded from Windows 
Vista to XP Professional, a fee on top of the 
fee she was charged for a version of Vista 
that she didn't want in the first place. The 
suit, seeking class-action status, goes on to 
claim that it's IVIicrosoft's unfair domination of 
the operating system market that leaves con- 
sumers with no recourse but to pay the fees. 
The suit alleges that Microsoft breached the 
Washington Unfair Business Practices Act, 
the Washington Consumer Protection Act, and 
the Washington Business Practices Act. 
Microsoft has responded to the suit by point- 
ing out that Lenovo and other vendors may 
charge extra fees, not Microsoft. A spokesper- 
son for Microsoft claims the company has no 
downgrade program per se, but rather includ- 
ed downgrade rights with some Windows 
Vista licenses, including Windows Vista Busi- 
ness purchased from an OEM. 

I Symbian Foundation 
Gets New l\/lembers 

Fourteen companies, including HP, Qual- 
comm, MySpace, and Bank Of America, 
joined the Symbian Foundation. The founda- 
tion, created by Nokia last year after it pur- 
chased the remaining shares of Symbian for 
$410 million, was established to turn the 
Symbian mobile OS into an open-source tool. 
The group expects to have an open-source 
official version of the OS available by 2010. 
The addition of the 14 new companies, which 
also include SanDisk, VirtualLogix, and Om- 
ron, bumps the total of supporting members to 
78. Software assets contributed to the founda- 
tion include Symbian OS and S60 from Nokia, 
as well as UIQ technology. 

I Tosliiba To Acquire Fujitsu 

In an agreement that will close in the April-to- 
June quarter, Fujitsu will be turning its hard 
drive business over to Toshiba for a yet-to-be- 
dlsclosed price. Fujitsu plans to combine its 
hard drive operations and hand them over to 
Toshiba, which will hold an 80% share. Fujitsu 
will remain owner of the remaining 20% for a 
period until Toshiba becomes owner of the full 
business. Toshiba and Fujitsu are both in the 
hard drive business, though Toshiba's drives 
are made for PCs, laptops, and other con- 
sumer electronics, while Fujitsu's are geared 
for the enterprise space. Toshiba hopes to 
enter the server and data storage market 
through the acquisition. 

I Google & Others File Lawsuit 
Against SRA 

Major Internet search companies Google, 
Yahoo!, lAC, AOL, and Lycos have filed a 
lawsuit in order to force the SRA (Software 
Rights Archive) to disclose who is responsible 
for a two-year-old patent suit against them. 
The SRA sued the companies in 2007 for vio- 
lating some of its patents, including one titled 
"Method and Apparatus for Indexing, Search, 
and Displaying Data." Then, last July, the 
major Internet search companies together 
filed a countersuit alleging that the infringe- 
ments were invalid. The SRA says that a 
stakeholder made the lawsuits but will not 
disclose the identity of the stakeholder. 





I SEC Fines RIM Executives 

Research In Motion executives have entered 
into settlements with the U.S. Securities and 
Exchange Commission, weeks after being 
fined by the Ontario Securities Commission. 
Former CFO Dennis Kavelman, former Vice 
President of Finance Angelo Loberto, and Co- 
Chief Executives James Balsillie and Mike 
Lazaridis have all been accused of backdating 
stock options between 1 998 and 2006 and ille- 
gally awarding undisclosed options to employ- 
ees over the eight-year period. Although none 
have admitted to or denied the allegations, they 
have agreed to pay penalties 
and fines totaling $1 .43 
million. Shares of 
the Ontario-based 
company (which 
manufactures 
BlackBerrys) fell 
almost 8% following 
the announcement. 

I Salesforce Shakes Up Its Staff 

Steve Cakebread, president and chief strategy 
officer of Salesforce, has resigned for personal 
reasons, and the company has also laid off two 
executive vice presidents. Cakebread was the 
CFO of the company for six years before be- 
coming president in late 2007. His resignation 
is not wholly unexpected, as he had planned to 
retire in 2006 but instead stayed on for a few 
more years. The letting go of the two execu- 
tives, on the other hand, has led to speculation 
that the economy is catching up with 
Salesforce and that customers may be can- 
celling their SaaS and CRM subscriptions. 

I Heartland Data Breach 
Potentially Affects Millions 

Heartland Payment Systems has announced 
that a piece of malware was planted in the 
company's computer system and recorded 
credit and debit card transactions for many of 
the company's 250,000 clients. The data 
breach affected banks in 40 states, two in 
Bermuda, and one each in Canada and Guam. 
Heartland Payment Systems processes about 
100 million transactions every month. Accord- 
ing to the company, only data encoded onto 
the backs of cards was stolen; no Social 
Security numbers, PINs, addresses, or tele- 
phone numbers were pilfered. 

I Microsoft Plans 
To Launch Retail Chain 

Microsoft announced that it is planning to 
open a worldwide chain of company-branded 
retail stores that will sell computers installed 
with Microsoft software and other products. 
The software giant says the stores' purpose is 
to engage consumers and to learn more about 
their wants and buying habits. The stores will 
also serve as platforms to promote Microsoft's 
new Windows 7 operating system, as well as 
updates of Windows Live and Windows Mo- 
bile. David Porter, a former Wal-Mart execu- 
tive, will head the new retail division. Microsoft 
hasn't announced when or where it will open 
the stores. 

I Microsoft, Red Hat 
Establish Interoperability 

Microsoft and Red Hat have joined forces to 
establish interoperability between their virtual 
technologies. As part of the agreement. Red 
Hat Enterprise Linux will support Windows 
Server guests, and Microsoft will support Red 
Hat Enterprise server guests on Windows 
Server 2008 with Hyper-V and Microsoft Hyper- 
V Server. Additionally, users supported by the 
agreements will get corresponding technical 
support. The agreement does not include any 
patent covenants. 

I Recession Hits Silicon Valley 

Joint Venture: Silicon Valley Network, an orga- 
nization that assesses the region's social, eco- 



nomic, and environmental health, released a 
report with gloomy recession news for Silicon 
Valley. According to the report, Silicon Valley's 
social services network is outdated, and the 
area's per-capita income fell slightly last year, 
down 0.8% from 2007, which likely means 
more bad news for local social services. The 
report also indicates that the state of educa- 
tional and social programs will not meet the 
needs of the area, even after it surfaces from 
the recession and prepares workers for new 
kinds of jobs. 

I HP To Cut Wages 
Following Profit Loss 

The results of the fiscal first quarter for PC 
maker HP are in, and they show earnings of 
$1 .9 billion — a 9.5% loss compared to a year 
ago, which the company attributes to the glob- 
al economic crisis. HP's notebook revenue 
was down, dropping 13% on the whole, and 
desktop PC shipments also suffered a 4% 
decrease. In response to the lackluster results, 
HP CEO Mark Hurd will take a 20% pay cut, 
while the executive council members will 
receive a 15% decrease in base pay. In addi- 
tion to other company cuts, HP will reduce 
401 (k) matching. 

I Mozilla To Support EC's 
Campaign Against Microsoft 

The European Commission will allow Mozilla to 
join its antitrust charge against Microsoft in 
January. The Internet Explorer distributor is 
accused of manipulating Web browser compe- 
tition by packaging IE along with its Windows 
operating system. Eventually, the European 
Union might require Microsoft to include a 
selection of browsers instead of just one. Mi- 
crosoft will have the right to request a formal 
hearing next month when it responds to the 
EC's allegations. 

I Lenovo Announces Layoffs, 
Restructuring Moves 

Lenovo, the world's fourth-largest PC manufac- 
turer, announced plans to lay off 500 employ- 
ees in Europe. The cuts are part of a larger 
restructuring effort the company announced in 
January to eliminate 2,500 positions worldwide 
(about 1 1 % of Lenovo's global workforce) in an 
effort to cut $300 million during the 2009-2010 
fiscal year. The restructuring effort follows a 
reported $97 million in losses during last year's 
third quarter, marking the China-based compa- 
ny's first loss in three years, and the resigna- 
tion of CEO William Amelio. Former CEO and 
current Lenovo board chairman Yang Yuanqing 
has replaced Amelio, while Lenovo co-founder 
and current board member Liu Chuanzhi will 
take over as board chairman, a position he 
held from 2001 to 2004. Chuanzhi stated in 
February that Lenovo doesn't expect to return 
to profitability until 2010. About 350 North 
American positions are included in the cuts, 
according to reports, including 250 positions at 
Lenovo's Morrisville, N.C., call center. Lenovo 
reportedly plans to create 150 jobs at the call 
center, however, through the relocation of 
operations from its Toronto-based call center. 





TIPS & HOW TO 

■ Sometimes, an SME can improve its IT operations by 
improving technology. But oftentimes, improving people 
skills can be just as valuable page 28 

■ Network and data center managers at small to mid- 
sized enterprises are very familiar with the hazards associ- 
ated with either overspending or under-spending when it 
comes to capacity planning page 28 

■ Many IT managers still think SANs are too expensive 
for their small or midsized companies, but that's not the 
case anymore, experts say page 30 

■ Optimal cleanliness starts with a well-planned lay- 
out and continues with policy enforcement and a regular 
cleaning schedule page 30 

COMPANIES 

■ Pittsburgh-based Black Box is a recognized global 
provider of voice communications and data infrastructure 
solutions page 39 

■ AFCO Systems provides a complete product lineup 
of green data center solutions designed to help enter- 
prises keep their energy costs under control page 39 

■ With the use of IT 

WatchDogs' monitoring 
systems, data center 
managers can sleep 
better at night knowing that there are sensors in place 
that will trigger real-time alerts to a PC or BlackBerry or 
other smartphone before disasters can happen. .page 42 




I Fairway Consulting is a multipurpose consulting 
company that can help 
small to medium-sized 
companies get more out of 
virtuallzation page 43 



Fr q: 




PRODUCTS 

■ Stallard Technologies receives ongoing shipments 
of Dell PowerEdge 1950 64-bit 1U servers, then inspects 

the servers, powers them 
on, tests them, configures 
the hardware to order, 
updates the BIOS and firmware, and ships them with a 
one-year warranty page 20 

■ Enterprises today need an environmental monitoring 
system that is 

compehen iS^AVTECH 
sive, reliable, 

and easy to use. Such a solution is what AVTECH aims to 
offer with its Room Alert 26W page 21 

■ When Henry Neeman, director of the OU 
Supercomputing Center for Education & Research, 
needed an interconnection network for a new supercom- 
puter, he chose InfiniBand Networks powered by QLogIc 
because of the product's low latency, high bandwidth, 
and high reliability page 22 

■ After researching several unified communications 
solutions, Joe Vavpetic, IT advisor for Teahan & 
Constantino, was advised to buy edgeBOX from Critical 
Links if he wanted to be able to do a lot of detailed con- 
figuring and tweaking of the system, as the edgeBOX 
allows IT administrators more freedom with the settings .. 
page 22 

TECH & TRENDS 

■ Before moving to an all or mostly wireless infrastruc- 
ture, enterprises need to consider what impact It will 
have on critical business applications page 35 

■ Despite the plunging economy and precarious 
business climate, demand for IT services continues 
unabated page 36 

■ Apple has been experiencing something of a revival 
in the consumer space, but has this translated to suc- 
cess in the enterprise, where Microsoft Windows and 
Office dominate? page 37 

■ Many server rooms across America are set for a 
temperature between 68 and 71 F, not because the 
manager has necessarily researched the right tempera- 
ture, but because he knows it's safe page 38 



The Processor.com home page is updated each week with 
new articles and hardware news to help you keep current. 
Visit www.processor.com today. 
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Black Box 
Networks 

Showcasing The Alert Werks II 



As the world's largest Independent provider of voice jlS^ B I MLftf D 

communications services, data Infrastructure, and net- 

NETWORK SERVICES 

working products and support, Black Box offers com- mmvrtn. wi.nw>wi.0 

plete communications solutions. Whether you're ready 

to move In to unified communications, build a data center, or upgrade the hardware In your exist- 
ing Infrastructure, Black Box can design, build, and maintain your voice and data networks. 

For the absolute latest In voice technologies. Including VoIP, unified communications, messaging, 
mobility, contact centers, and traditional telephony, call Black Box. It can offer an unmatched portfo- 
lio from leading manufacturers, such as Cisco Systems, NEC, Nortel, ShoreTel, Siemens, and more, 
along with an extensive offering of maintenance solutions for clients of every size and industry. 




Black BoxAlertWerksll 

Real-time environmental and video monitor- 
ing system that monitors items such as tem- 
perature, humidity, airflow, motion, water 
infiltration, security, smoke, and voltage 
Allows data center managers to monitor one 
item or everything 

Features include event logs and graphing; 
encrypted IP access; and sound, voice, fax, 
email, SNIVIP, and SMS alert capabilities 
Available in different iterations, beginning 
with the basic Sen/Sensor Junior 
SNMP-enabled and Web-based technology 



Talk to Black Box for end-to-end data net- 
works. From guaranteed-for-life structured 
cabling systems and wired/wireless net- 
works to data centers and digital signage. 
Black Box offers a single-source solution for 
new installations, upgrades, and 
moves/adds/changes. 

Shop smart at the Black Box networking 
superstore. You'll find what you need to ex- 
pand, upgrade, and maintain your network 
with more than 1 18,000 technology prod- 
ucts; a best-price guarantee; and free, live 
24/7 tech support. From simple cables to 
complex switches, count on Black Box for 
the latest technologies and hard-to-find and 
legacy products. With 175,000 clients in 141 
countries around the world, Black Box can 
bring all your communications together. 





Cyber Switching 



Specializing In Power Distribution 
& Management 



With customers ranging 
from small businesses to 
large global enterpris- 
es — including Google, 
HP, and the Department 
of Defense — Cyber 

Switching knows what power distribution tools are needed to power cycle and manage power for 
data center equipment. Cyber Switching has been developing products since 1994, and it has 
pioneered new technologies such as the CS Series Switches that provide remote access and 
reboot relay without the need for special software. 

Cyber Switching's PDUs can be used to distribute power to blade servers, routers, switches, 
SANs, and other rack equipment. The PDUs provide unique advantages for your data center. 
For instance, Cyber Switching's intelligent line of PDUs include individual current monitoring, so 
you can monitor each outlet individually and control and wisely protect your IT equipment. 

Cyber Breaker, Included on Cyber Switching's Dualcom Plus product, provides individual current 
monitoring, as well as supplemental circuit breaker protection on an individual outlet basis. The 
Dualcom Plus with Cyber Breaker allows IT staff to configure unused outlets to trip when a mini- 
mum current is drawn, which prevents someone from plugging in a device that would trip the 
branch circuit. With the ability to set current limits and time delay, the Cyber Breaker feature 
ensures that only the outlet whose current went over the preset limit will trip, rather than all of the 
hardware connected to the PDU. 

Cyber Switching's lineup of products also includes its ElVIC (Enterprise IVIanagement Console) 
software that provides a single, secure, and Web-based interface for managing your data center 
or test environment. Cyber Switching's Galaxy Sehes PDU is for enterprises using three-phase 
power, and its PIVI8 series lets IT staff remotely monitor and control an infrastructure's power 
consumption. Whatever your enterprise's PDU needs. Cyber Switching has the tools for the job. 



CYBER@SWITCHING 



® 



(888) 225-6921 www.blackbox.com 



(888) 311-6277 www.cyberswitching.coni 





or, 



Subscrib® Online! 
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Cut Cooling 
Costs With Simplex 

AirBlock Data Center Curtains 
Separate Cool & Warm Air Aisles 




AirBlock'^'^ Data Center Curtains from Simplex 
Isolation Systems save your company money. 
These vinyl curtains allow you to physically sepa- 
rate the cool and warm air aisles in your data 
center. That allows your cooling system to run 
much more efficiently, which translates into 
greener, leaner operation. 



Simplex is a 30-year veteran of isolation system technology. The company's extensive experi- 
ence in the aerospace, medical, semiconductor, and pharmaceutical industries have paid divi- 
dends in the data center market. AirBlock curtains have a clip-style mounting, so you won't have 
to do any drilling to hang them in your server room. As for fire safety, Simplex offers special fuse 
link hangers that melt if there's a fire, letting the flame-retardant curtains drop out of the way of 
overhead water sprinklers. These vinyls also meet the requirements of the California State Fire 
Marshall, ASTIVI, and the NFPA fire retardancy requirements. 

Simplex's product line includes hard and soft barriers for every application. Optional curtain mate- 
rials include static-resistance and low-outgassing vinyls. Simplex's modular walls can be installed 
in a variety of ways, in data center rooms that include configurations such as raised-floor plenum 
rooms, deck-to-deck applications with ducted air from above, and top-of-rack cooling units. 

"Simplex has been involved in a number of data center projects in the last few years," says Duane 
McKinnon, president of the firm. "Our clients report saving hundreds of thousands of dollars in 
energy costs." 



With innovative designs, quality materials, and a 
comprehensive understanding of the airflow needs 
of its customers. Simplex Isolation Systems is pre- 
pared to meet or exceed your organization's 
requirements. 



(800) 854-7951 www.simplexstripdoors.com 



^SIMPLEX 

' ISOLATION SYSTEMS 



Snake Tray ^ 
Management 
Systems 

Designed To Cut Installation Costs 



OA 




Snake Tray products offer efficient installation of 
cable management, power distribution, and air- 
flow management systems and are designed to 
save organizations substantial money on the 
cost of installations. 

• Snake Tray cable management requires no 
onsite fabrication and has built-in mounting 
features to install quickly. Snake Tray is the 
only hand-bendable cable tray, and Mega 
Snake is a prefabricated high-capacity cable 
tray system for overhead, wall, and under- 
floor installations. 



Snake Canyon is a modular cable tray system for access floors that integrates with the floor and 
can be configured with power modules to offer power under access floors. With Snake Canyon, 
there is no additional hardware or mounting legs required to purchase, engineer, or ship. 

Snake Bus is a prewired power distribution system that uses bus bar technology to distribute 
power in an access floor. Snake Bus' fast track system allows for changes and moves. 

Snake Air airflow managers for access floors, equipment racks, and network switches help to 
conserve energy and prevent equipment from overheating. 



Snake Tray is committed to producing products that have 
green features to contribute to building LEED-certified build- 
ings. Snake Tray products are made of recycled materials, 
can be moved and reused, stack together for lower cost ship- 
ping, are made in the United States, and are energy efficient. 




(800) 308-6788 www.snal(etray.com 



A Show 
Of Power 



Eaton To Display A Range Of Products 




Eaton is designing and engineering innovative power 
management solutions to meet the demands of the 
most power-intense environments in the industry. 
Eaton is showcasing several products, including the 
Eaton BladeUPS®, 9130 UPS, and ePDU® products. 

BladeUPS 




Powering Business Worldwide 





The Eaton BladeUPS is the industry's most energy-efficient rack-based 
UPS designed and optimized for today's high-powered blade servers 
and high-density computing environments. This modular, three-phase 
system delivers the features needed most in data and network centers 
and represents the first truly scalable three-phase system that fits into a 
standard 19-inch rack enclosure. With 12kW in only a 6U form factor, 
the BladeUPS has twice the power density of any comparable product in the marketplace. 

9130 UPS 

The Eaton 9130 features a high-efficiency design in an online dou- 
ble-conversion UPS that operates at 95% efficiency or greater, in 

high-efficiency mode. The increased power rating, 0.9 power factor, 

sleek 2U chassis, ABM® technology, external battery cabinets for 

extended runtimes, and intuitive power management software make the 9130 700 to 3000 VA 
models the perfect solution for users needing an energy-efficient yet robust power solution. 

ePDU 



Eaton's ePDU products complement UPSes by distributing up to 23kW of 
power in high-density rack environments or other applications requiring 
conditioned power distribution. These ePDUs allow users to effectively 
measure power usage and temperature at the system, chassis, or rack 
level to provide a complete understanding of power distribution in the 
data center. Offering the unique advantage of providing a tiered set of PDU 
product families on two dimensions — power capacity and functionality — Eaton ePDUs let users 
select the precise combination of features and power ratings needed for specific applications. 




Power-Related 
Decisions 

Use Server Technology Per-Outlet Power Sensing 
To Monitor & Manage Power At The Device Level 




Sen^ fower Manner 
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Sentry POPS: Switc^i'&d CDU 
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Making better power- 
related decisions, reduc- 
ing power usage, and 
maximizing every cabinet 
installation requires intri- 
cate data concerning a 
facility. Monitoring the 
power that individual out- 
lets in a cabinet PDU 
draw, for example, cre- 
ates opportunities to 
monitor and maximize 
power efficiency, plan 
future installations, and 
pinpoint locations to allo- 
cate additional cooling resources. Monitoring device-level kilowatt and kilowatt-hour power pro- 
vides more data than monitoring the UPS, floor PDU supplying power to racks, or breaker panel. 

Combining Server Technology's Sentry Power Manager with POPS (Per-Outlet Power Sensing) 
provides this information, as well as the ability to monitor and manage device-level power. When 
integrated with an enterprise's building management system, Sentry Power Manager provides facili- 
ty and data center managers with vital information per outlet, device, groups of devices, cabinet, 
groups of cabinets, and facility. With this information, enterprises can; 

• Calculate PUE and DCiE from the Green Grid 

• View kilowatt-hour data for power billing in a data center or colocation facility and log, graph, 
and export that data to third-party building management systems 

• Determine where power and/or cooling is 

available for new equipment installations tK!^^ 

• View power utilization data to locate hot Server Technology 

spots and determine where more dynamic ^^^^P "^""^ ^^"^^ iquim^i Cabinet 

cooling is needed 



(800) 356-5794 www.eaton.com/powerquality 



(775) 284-2000 (800) 835-1515 www.servertech.com 



February 27, 2009 



Top Problem: 
Scheduling 
Mobile Updates 



Mobile workers don't always work a 9-to-5 
day, and they can't conveniently leave their 
computers powered on and logged in to the 
corporate network 24/7 for easy patch man- 
agement and software and update distribu- 
tion. Consistently delivering the latest updates 
to these devices can be challenging, but fail- 
ure to do so can result in greater security vul- 
nerabilities on mobile devices. 
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Keeping IVIobile Devices 
Up-To-Date 



Continued from Page 1 
become a much more involved process. 
We've summarized some of the key chal- 
lenges and their solutions below. 

Know What You Have 

Keeping an updated inventory of all 
computing equipment is relatively straight- 
forward when everything is plugged into 
the same physical network. The target 
machines — desktops, printers, scanners, 
peripherals, and other network devices — 
are almost always on and connected. Reg- 
ular scans to refresh the inventory database 
are easy to configure and execute. 

Wireless devices, on the other hand, may 
never connect via the corporate LAN. They 
may also work completely disconnected 



says, "it puts you much further ahead than 
throwing up your hands and saying you 
don't know what to do, which is what most 
companies do right now." 

Michelle Warren, president of Toronto- 
based MW Research & Consulting, says a 
number of vendors are already offering 
remote-focused device management solu- 
tions. Still, she says the ideal solution often 
depends on which devices need to be moni- 
tored and updated. One size does not fit all. 

Keep Track Of Disparate Mobile 
l\/lanagement Activities 

Moving corporate resources off of tradi- 
tional LAN-connected desktops and onto 
laptops, smartphones, and other mobile 
devices makes life more complex for any 



I 



Implementing remote asset management 
tools and processes is a great first step 
toward regaining control over haphazardly 
deployed mobile devices. 



■ J. Gold Associates' Jack Gold 



from any network for extended periods of 
time. For traveling employees or telework- 
ers, conventional inventory management 
tools and processes won't cut it. Mobile 
workers require flexible solutions that 
adapt to life on the road. 

Jack Gold, president and principal ana- 
lyst of J. Gold Associates, says implement- 
ing remote asset management tools and 
processes is a great first step toward regain- 
ing control over haphazardly deployed 
mobile devices. 

"Even if you did nothing [other] than 
deploy asset management tools so you 
know who's got what and where it is," he 



IT shop. Some functions, such as data 
synchronization and remote wipe, are 
completely unique to mobile devices. 
Others, such as antivirus and firewall solu- 
tions, may look familiar, but they require 
specific setup and management for mo- 
bile deployments. 

To ensure that your support organization 
has everything it needs to keep remote 
users up and running, break down your 
management requirements into specific cat- 
egories and make sure appropriate tools 
and processes are available in each case: 

Remote asset management. This capabil- 
ity includes inventory control and proactive 



management of all remote devices over a 
wide range of network types. It also pro- 
vides the basis for remote control of mo- 
bile devices — a critical capability for help 
desk analysts. 

Security. This can encompass a range 
of needs, from encryption and remote 
wipe/kill to firewalls and antivirus and anti- 
malware solutions. 

Software distribution. Document your 
processes for both installing software 
remotely and patch management. 

Data synchronization. Ensure that any 
data generated or modified in the field is 
replicated to corporate infrastructure 
either in real time or within a reasonable 
time frame. Automate data backups and 
syncing to minimize the potential for 
human error. 

Help desk. Make sure external users 
can connect to your support network just 
as easily as those located in the office. 
To better accommodate teleworkers and 
road warriors, consider adjusting operat- 
ing hours and implementing Web-based 
help resources. 

When Technology Alone Isn't Enough 

Although successfully managing remote 
devices and users typically requires specific 
tools. Warren warns against forgetting to 
include process, as well. 

"Process is a critical component to mo- 
bile device management," she says, "as it 
provides the framework for strategically 
managing it." 

Organizations that fail to implement 
holistic mobile management processes run 
the risk of inconsistent use of the solution. 
Machines won't be consistently updated, 
and they'll expose organizational data — as 
well as clients and suppliers — to unneces- 
sary risk as a result. 

Basically, every time that help desk 
phone rings, it's costing your company 
money, time, and productivity. However, 
relatively small up-front investments in 
training users to ensure their equipment is 
properly connected, monitored, and man- 
aged pay off in significant reductions in 
support activity. Thanks to improved online 



Blade Trends 

Continued from Page 1 
virtualizing on blades and virtualizing on 
rack servers. Add to this that half of the 
blade and rack servers sold in 2008 were 
sold as platforms for virtualization." 

Goldworm notes that the blade trend itself 
is changing how manufacturers build their 
products. Whereas blades have historically 
been in line with or trailed behind their con- 
ventional 1U/2U counterparts in terms of 
horsepower, vendors are now purpose-build- 
ing their products specifically for virtualiza- 
tion, loading configurations with more CPU 
cores, memory, network adapters, and host 
bus adapters. 

The third mega-trend working for blades 
is energy efficiency. HP (www.hp.com) 
Technologist Christian Belady argues that 
energy costs exceeded the cost of data cen- 
ter servers last year, meaning that the annu- 
al cost of a typical lU server's energy con- 
sumption now outweighs its amortized 
price tag. By 2014, he maintains, infra- 
structure and energy costs will be 75% of 
the total cost, while IT is only 25%. 

Blade architecture is inherently more 
power-efficient owing to its shared power 
supplies and cooling subsystems. The ques- 
tion going forward is how to cool blade 
systems more efficiently in order to save 
more money. Blade.org indicates that in- 
row cooling, which would tackle server hot 
spots at their source rather than the room 
perimeter, will gain in popularity. 

The Blade Alternative 

Blades are often viewed as a denser alter- 
native to stacking lU systems in a rack. 



The trouble is that blades often entail a 
steeper up-front purchase cost, primarily 
due to their highly integrated enclosure sys- 
tems. Debate continues on whether or not 
blades are cheaper when purchased with 
the enclosure at least half-populated, but 
real-world sales may decide the matter. 

"Blades were strong all the way through 
third quarter of last year, but demand signifi- 




This shot of a 2U "twin-quad" server illustrates the 
design's blade-like qualities, including a shared N+1 
power supply configuration and four hot-swappable 
compute modules. 



cantly dropped in the fourth quarter," says 
David Bryan, co-founder of server manufac- 
turer Silicon Mechanics (www. silicon 
mechanics.com). "Interestingly, though, 
while blade demand declined, requests for 
twin systems stayed constant." 

Twin systems pack two motherboards 
into a single rackmount case, typically a lU 
or 2U. Their advantages include having two 
servers share one power supply, the poten- 
tial for same-chassis redundancy, and often 
higher processing density. The oft-cited 
downside is that if one piece of the chassis 
fails, two servers go down. However, a new 
trend in twin design may remedy this — the 
"twin-quad." 



"In a 2U space, you have four systems," 
explains Tau Leng, general manager of mar- 
keting and HPC for server manufacturer 
Supermicro (www.supermicro.com). "We 
call those kinds of systems the poor people's 
blades. You're sharing the power supplies 
and the cooling system, and with the latest 
generation of systems, you can hot-swap. So 
basically it's a blade, only costed down and 
in a different form factor. Instead of 10 or 14 
units in an enclosure, you get four." 

Naturally, blades, twins, and twin-quads 
can all leverage the benefits of more energy- 
efficient components. The latest processors 
based on 45nm fabrication are natively more 
watt-friendly, and some companies offer 
low-voltage models within this group that 
don't significantly sacrifice computing per- 
formance. Similarly, some memory manu- 
facturers are better than others at designing 
lower- voltage DIMMs. Also expect power 
supplies that adhere to top-caliber 80 PLUS 
(www.80plus.org) qualifications to become 
increasingly popular. Already, 80 PLUS 
GOLD is becoming the desired specification 
in blades and rackmount servers. GOLD cer- 
tification requires 87% efficiency under 20% 
load, 90% efficiency at 50%, and 87% at 
100% load. Of the 1,203 power supplies cer- 
tified by 80 PLUS as of this writing, only 18 
are GOLD-certified. 

The Management Factor 

Remote management is a common part 
of enterprise server deployments, but how 
this management gets used is also likely to 
change in the near future. Expect power 
management, virtualization management, 
and system management software to all 
operate in tandem. For example, an enter- 
prise's workload levels may plummet dur- 



Michelle Warren, president of MW Research & 
Consulting, says IVIicrosoft's practice of distrib- 
uting updates on a particular day of the week 
offers one possible solution for companies try- 
ing to make it easier for users to comply. 

"When the organization or the department in 
question is large, establishing a 'standard' 
day is more popular," she says. "If your orga- 
nization doesn't have too many updates, con- 
sider updating on an 'as required' basis and 
push out the updates as they arise." 

collaboration and training tools, it's easier 
than ever to distribute training content to 
even the most far-flung users. 

Warren recommends using tools such as 
webinars to build rich, interactive training 
sessions that employees can access when 
it's convenient for them. She also advises 
implementing a bit of oversight. 

"Set a control so that IT can monitor 
which employees logged in and when for 
the educational material," she recommends. 

Ensure that training encompasses the full 
range of issues facing remote users, includ- 
ing physical protection of a mobile device; 
password management; avoidance of unse- 
cured networks; and use of encryption, 
VPNs, and other data security best prac- 
tices. Finally, update performance manage- 
ment processes to ensure compliance. 



Blade Trends 
Then & Now 



In the early years of blades, hardware was 
beset by power and cooling problems, as PSUs 
were often too underpowered for a filled enclo- 
sure, and chassis airflow wasn't sufficiently opti- 
mized. In an era of single-core processors, 
blade compute capabilities were too slight for 
most enterprise virtualization tasks. Moreover, 
blades were typically used only for servers. 

Today, blades are more power-saving, in part 
because of improved PSU efficiency and also 
because of power-saving technologies built 
into processors that can turn off everything 
from whole cores to individual transistors 
when not needed. Dual-, quad-, and soon 
eight-core CPUs deliver ample horsepower in 
modern blades while memory densities per 
module continue to climb. These improve- 
ments not only enable the full gamut of virtu- 
alization tasks but have also let blades extend 
into workstation and storage applications, as 
well as traditional server roles. 

ing night hours, requiring only 50% of the 
physical resources needed during the day. 

"Virtualization management software can 
consolidate many systems onto, say, two 
physical boxes, shut down those other 
boxes, and set the group on a schedule to 
resume daytime workload configuration an 
hour before the start of business," says 
Focus Consulting's Barb Goldworm. 
"We're starting to see the beginnings of that 
get implemented. All of the pieces aren't 
available from all of the vendors yet, but 
that's the direction things are going." 
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Security & Encryption 
For Portable Devices 



Keeping Data Secure Is Even More Challenging 
When It's Walking Out The Door 
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News 



by Elizabeth Millard 

Portable devices are now pervasive at 
nearly every company, and keeping them 
secure through encryption and other means 
can be a challenge, particularly as new 
threats keep popping up. Here are some 
common problems that can stymie any data 
center manager and some solutions that can 
keep a small to midsized enterprise's 
mobile devices safe. 

Get Creative With Security Training 

Despite admonishments from the IT 
department and scores of media articles 
about data security and identity theft, some 
users still engage in unsafe behavior such as 
circumventing security protocols or down- 
loading suspicious-looking attachments. 

"The first thing to recognize when doing 
security for portable devices is that the peo- 
ple inside the company have to be consid- 
ered," says Michael Greene, vice president of 
product strategy and business development 



adding a dash of fun to the training, it will 
seem less like a chore. 

Beyond training, SMEs can also take a 
large chunk of responsibility out of the 
hands of their employees, says Eric 
Skinner, chief technology officer at Entrust 
(www.entrust.com). One example, he 
notes, is the use of time-based tokens that 
allow employees to only be online for a 
certain amount of time before they have to 
authenticate their identity again. 

"You don't want a complex policy," says 
Skinner. "They tend to get in the way, and 
it won't be followed unless there's constant 
enforcement. Instead, keep it simple and 
use other tools." 

Resolve Poor Interoperability 

Being able to do upgrades and tech support 
for smartphones and laptops often requires a 
number of applications, including those that 
offer remote access and diagnostic capability. 
Adding in more products such as antivirus 
and antispam software, authentication and 




at PC Tools (www.pctools.com). "Simply 
going to a bad Web site could be enough, 
or they open emails that they shouldn't. 
They're always attracted by some neat little 
download that could be a major headache for 
your company." 

Employees are familiar with policies and 
procedures, but for training to be mean- 
ingful, it also has to be memorable. Get 
creative with online resources by adding 
humor to online quizzes, setting up a reward 
program for whoever gets 100% of the 
questions correct, and posting the results 
of the top winners in the lunchroom. By 



CC1 



encryption tools, and optimization and per- 
formance tools can create a mix that makes 
security challenging. 

Having a number of applications can be 
tricky because they might not layer over 
each other very well, or they could leave 
security gaps. Instead, some experts believe 
it's better to stay lean but full-featured by 
opting for a management package that 
includes many layers of security, including 
encryption and authentication. 

"Security is always a cat-and-mouse 
game," says Greene. "The trick is to put lay- 
ers in place so that if someone is targeting 



The trick is to put layers in place 
so that if someone is targeting one area 
of defense, there are numerous other areas 
keeping the system secure." 



Key Points 



Design creative, user-friendly training 
materials and periodically check on the 
effectiveness of the education efforts. 
Opt for a management package that 
includes many layers of security, includ- 
ing encryption and authentication. 
Have a remote data wipe capability to 
augment security efforts. 



one area of defense, there are numerous 
other areas keeping the system secure." 

A well-layered program can consist of 
security controls such as encryption com- 
bined with policy enforcement that can be 
tweaked according to changing needs. Even 
if a company doesn't require numerous 
security controls, just having them in place 
can be a deterrent, Greene adds. 

"Think of a thief who looks at a house that 
has a barking dog out front and an alarm 
system, and then he sees that the house next 
door has a big, unprotected plate glass win- 
dow," he says. "Which one would he break 
into? The dog and that alarm system might 
not be used, but they'll be noticed." 

Implement Remote Data Wipe Capabilities 

Implementing robust encryption on a 
portable device is ideal, but if the machine is 
lost or stolen, it's often advisable to be able 
to delete as much data as possible. Even if a 
thief can't get into some of the sensitive data 
because of the encryption, there's still the 
chance that it can be hacked. 

Being able to wipe away data, even if 
there's no clue as to the location of the 
device, is a powerful security measure, says 
Cam Roberson, director of marketing com- 
munications at data security firm Beachhead 
Solutions (www.beachheadsolutions.com). 

The only drawback to relying on remote 
data wipe tools is that the device often 
needs to get onto a network in order to be 
cleaned. If a thief downloads information 
without going online, there could be some 
danger, but even in this case, there are 
some applications that can be used. 

"An IT department can create a set of 
triggers, such as input of the wrong pass- 
word a certain number of times followed by 
an attempted download of files," says 
Roberson. "This would invalidate the 
encryption key or even destroy all of the 
data. It might seem extreme, but when you 
hear about compromised data because of a 
single stolen laptop, you begin to see that it 
makes sense." 



■ PC Tools' Michael Greene 



Top Problem: 
Implementing 
Standardization 



Security is easier when devices are standard- 
ized so that IT departments don't have to learn 
the latest vulnerabilities for several brands of 
products. But employees and executives often 
have preferences in terms of usage, and it's 
tough to get them to budge. 

Creating a system where more tech support is 
offered to those who use IT-approved devices is 
one way to steer employees toward standard- 
ization, notes Ahmed Datoo, vice president of 
marketing at Zenprise (www.zenprise.com), a 
developer of mobile management software. IT 
can develop a list of sen/ices it offers to those 
on the approved platform, making it more attrac- 
tive to employees to go with IT suggestions. 



Study Shows 
The Rising Costs 
Of Data Breaches 

On average, companies that experienced 
data breaches in 2008 paid $202 for every 
customer record that was compromised, 
which translates to about $6.65 million per 
case, according to a study by the Ponemon 
Institute. The largest cost came from losing 
customers over a breach. Companies that 
handle particularly sensitive data, such as 
healthcare and financial services, saw the 
highest customer turnover rate, with a com- 
bined average of 3.6%. 

The "U.S. Cost of a Data Breach" study 
examined the cost of data breaches in 43 
organizations from various industry sectors 
such as finance, retail, healthcare, educa- 
tion, technology, and communications. 




Larry Ponemon, chairman and founder of the 
Ponemon Institute, recognizes the correlation 
between a data breach and customer loss 
and suggests that open communication is key 
in decreasing the percentage of customer 
churn. "Consumers have shown that they are 
sensitive to the way they are treated after a 
breach. If the consumer feels disrespected, 
they are more likely to look for a new relation- 
ship, so it is important to be as open with the 
affected customer as possible and demon- 
strate appropriate contrition and empathy 
rather than be evasive or clinical." 

Insider Negligence 

The study also found that 88% of all breach 
cases involved insider negligence, such as 
losing a laptop or system failure. In addition, 
44% of breach cases were the fault of a third- 
party source, such as a contractor. Breaches 
such as these are the most costly to address 
because of extra fees for investigation and 
consulting. 

Implementing some form of risk management 
practice, such as training and awareness pro- 
grams, decreases the per-capita cost of rec- 
ords to an average of $189. "We've found 
consistently over the years that a data breach 
often results in increased spending on things 
like training and awareness and security tech- 
nologies like encryption, but if these measures 
were taken in advance, the breaches might 
have been avoided, or the severity lessened 
as a result," Ponemon says. 

Ponemon suggests that in order to avoid or 
lessen the cost of security breaches, organi- 
zations should adhere to risk management 
programs. "Any organization, regardless of 
size, should take steps to understand their 
level of risk by identifying and addressing vul- 
nerabilities. Lost and stolen equipment and 
employee negligence account for the lion's 
share of data breaches, and these causes 
can be addressed through simple vigilance 
and a reasonable expenditure on encryption," 
he says. 

by Kris Glaser 



Page 8 



Processor.com 



February 27, 2009 



News 



Technology Group 
Creates Full-Disk 
Encryption Standard 

The Trusted Computing Group has finished 
the final touches on a new standard that will 
deliver full-disk encryption that can be used 
across all hard drives, solid-state drives, and 
encryption key management applications. 
With this new standard, users need a pass- 
word just to boot the system; without the 
password, the hardware is rendered useless. 

According to Robert Thibadeau, chief tech- 
nologist at Seagate Technology and chair- 
man of the TCG Storage Work Group, this 
new standard surpasses the level of protec- 
tion and ease of use of full-disk encryption 




software, which is what many organizations 
have come to rely on to beef up their protec- 
tion of data at rest. 

"What'll happen is people will stop using [soft- 
ware-based encryption] because it's so hard 
to use. So, one of the biggest benefits of this 
drive is the encryption into the device level so 
that it is transparent and easy to use. People 
really don't mind using it," Thibadeau says. 
"With these encrypted-drive laptops, all you 
really have to do is close the top and now the 
laptop essentially becomes a brick and no one 
can read or write data on the laptop, period." 

Final Specs 

The final specifications are called the Opal 
Security Subsystem Class Specification For 
PC Clients (outlines minimum requirements 
for storage in PCs and notebooks), the En- 
terprise Security Subsystem Class Specifi- 
cation For Data Center Storage (for data 
centers and high-volume applications), and 
the Storage Interface Interactions Specifica- 
tion (how these and other specifications 
should work together). This trio of specifica- 
tions that makes up the new standard is 
already supported by drives made by ven- 
dors such as Seagate, Fujitsu, and Hitachi. 

"This will allow for multivendor support, and 
this truly will allow protection of data at rest, 
such that drives can be swapped out of 
secure boxes," says IVIike James, senior 
director of advertising development at Fujitsu 
Computer Products of America. "So it allows 
for actual deployment of the encrypting drives 
and encryption to data centers." 

Full-disk encryption also allows organizations 
to repurpose drives without the added hassle 
and costs associated with erasing ail the data 
on the drive. 

"This [technology] could end up saving orga- 
nizations tons of money in the long run, espe- 
cially with all the data breach laws that are 
going into effect," says Darren Lasko, princi- 
pal engineer of the Advanced Development 
Group, Storage Products at Fujitsu. 

The new standard also allows enterprises to 
be sure data will be inaccessible and that a 
drive is virtually new when administrators 
change the key on it. 

by Tessa Warner Breneman 



Mobility Management 



How To Avoid Speed Bumps 

When Establishing Mobile Usage Guidelines 



by Christian Perry 
• • • 

Immeasurable value lies in an organiza- 
tion' s ability to grant its worlcers remote 
abilities, particularly as employers and 
employees alike continue to feel the econo- 
my's crunch. But with those abilities comes 
a boatload of risk-related problems that can 
be difficult to identify and control. Elim- 
inating and preventing these problems has 
become a top priority for managers with 
mobile employees in their ranks. 

Secure Data 
Stored On Devices 

Mobile devices have be- 
come essential tools for 
employees, and for some 
employees, their notebooks 
are now more essential 
than their in-office comput- 
ers. "The biggest problem 
[with employees using mo- 
bile devices] is the sheer 
amount of data that can be 
stored on these devices, 
usually without thinking 
about the risks associated 
with that storage," says 
Bryan Thornton, director 
of information security 
planning for idBUSINESS 
(www.idbusiness.com). 
"Companies routinely al- 
low users to store intellec- 
tual property, customer 
information, and other sen- 
sitive data on a portable 
device that can be lost, 
stolen, or misplaced. Or, 
they unknowingly allow those users the 
same access through the lack of policy 
and controls. This represents a huge risk." 

Mort Rosenthal, CEO of Enterprise 
Mobile (www.enterprisemobile.com), 
explains that people tend to view what they 



Top Problem: 
Unaware Mobile Users 



IVIobile employees need mobile devices to 
effectively connect and communicate with the 
company's home base. However, the primary 
concern of most mobile employees is simply 
the connection itself, not the risks associated 
with that data in transit, or even the data as it 
resides on the laptop or other device. 

"People start storing sensitive information on 
these devices, be it contacts or even docu- 
ments, and then when the device is mis- 
placed or stolen, the information on it is also 
gone," explains Rene Poot, international sys- 
tems engineer for NCP Engineering (www 
.ncp-e.com). "Who knows what happens to it? 
In essence, the mobile device is like a USB 
storage key; it can be a major threat for data 
leakage within a corporate environment." 

Poot says that it is critical to understand 
the needs of users and also maintain the 
awareness of dangers involved in using 
mobile devices. He advises finding a mid- 
dle ground between completely locking 
down devices and allowing users full con- 
trol over their devices. Further, although 
security awareness is essential, he says 
users don't need to know every detail of 
a mobile policy, but administrators should 
still provide them with a general education 
about security policies and mobile usage 
guidelines. 



carry in their pockets as theirs, even if the 
data on those devices transcends personal 
information. "Many mobile devices are 
used to access company data and informa- 
tion, so companies need to control access to 
that information. The problem isn't just the 
result of leaving devices behind. . . . The 
main concern is the fact that sensitive data, 
like confidential patient information, pre- 
sents security risks," Rosenthal says. 

Thornton recommends using a policy that 
disallows information on employees' 



Key Points 



Remote workers must understand the risks 
involved with the use of notebooks and 
other mobile devices, and well-defined 
policies can help guide both administrators 
and employees. 

Organizations must deploy appropriate 
security measures to prevent use of mobile 
devices by unauthorized parties. 




mobile devices that doesn't have a specific 
business need. When there is a specific 
business need, he recommends using 
whole-disk encryption with passphrases 
and passwords that are appropriately strong 
and never compromised. For devices such 
as smartphones, he recommends enabling 
their remote kill functions to wipe data if 
the device is lost. 

Regulate Non-Employee 
Use Of Mobile Devices 

When mobile devices leave the office, 
the chances of them being used by non- 
employees skyrocket. According to Chris 
Witeck, director of product marketing at 
SonicWALL (www.sonicwall.com), this 
problem is less severe when the mobile 
device in question is an IT-managed asset 
(rather than a personal device that's used to 
access company data), but even in this situ- 
ation, there are challenges. For example, 
what if the employee hands over the 
device's password to his kid? 

He suggests using a layered security 
approach that ensures the device is secured 
when the user attempts to access informa- 
tion on the network. These layers will pro- 
vide several methods for determining the 
access level the company wants to grant the 
device user. 

"First, we would recommend some sort 
of strong method to determine user trust," 
Witeck says. "This is based on how the 
user authenticates. We always recommend 
some sort of second-factor authentication 
for any remote user, regardless of device 
type. This can include tokens, one-time 
passwords, certificates installed on the 
device, or biometric authentication options. 
. . . Secondly, we would recommend some 
method to determine device security. Some 
sort of way to scan the device to make sure 
it has an appropriate security profile." 



Witeck adds that all remote access traf- 
fic — again, regardless of device type — 
should pass through a firewall or UTM 
(unified threat management) device to 
examine the traffic for threats 
and abnormal usage patterns. 
Finally, he says that access 
control policies should be 
based off of these security 
layers, which limits access 
based on the level of trust for 
the user and device. In turn, 
this lets IT grant less access 
for personal devices and 
greater access for IT-man- 
aged devices. 

Strengthen Existing 
Mobile Usage Policy 

■9 For many organizations, 
mobile usage policies don't 
suddenly materialize. In- 
stead, they're assembled over 
time as more employees find 
the need (and desire) to use 
mobile devices for work- 
related purposes. However, it 
can be necessary to step back 
and look at the big usage 
picture to ensure that the pol- 
icy is covering all bases. 
idBUSINESS' Thornton rec- 
ommends that the policy answers the fol- 
lowing questions: 

When and where will the device be used? 
For what purposes? Who may use the 
device? What information may be transmit- 
ted from remote connections? What infor- 
mation may be stored on devices? What 
additional controls are necessary for secur- 
ing the device? How must the device be 
physically secured when not in use? What 
needs to be done, and who needs to be con- 
tacted if the device is lost? 

Establish Policies For Personal 
Use Of Devices 

The problems with personal usage come 
in two flavors: when employees want to use 
company-given devices for personal use 
and when employees want to use personal 
devices to access company resources. 
Witeck says that, based on a well-defined 
security policy, it's reasonable to limit cor- 
porate access to personal (employee- 
owned) devices, if access is to be allowed 
at all. On the flip side, he says it's reason- 
able to limit personal usage of IT-managed 
(company-given) devices, if personal usage 
is to be allowed at all. 

"There are various ways to enforce 
this," he continues. "With employee- 
owned devices, you can restrict access 
based on trust levels [as discussed in the 
family member problem], and that can 
vary by user and device. With IT-managed 
devices, you can do things like lock the 
devices down so only those with appropri- 
ate device permissions can change set- 
tings. Or you can require that when a 
device is connected, all traffic is redirect- 
ed through the remote access device and 
the UTM/firewall device — even if the traf- 
fic is personal browsing. That allows you 
to control what they do when the device is 
connected to the network." 
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Providing Tech Support For Mobile Workers 
Is Not As Easy As It Used To Be 



by Chris A. MacKinnon 

Mobile workers, either traveling or 
working from home, create special chal- 
lenges for IT support staff with respect to 
several problem areas. Until recently, the 
focus was mainly on laptop and PC sup- 
port; however, travelers today are leaving 
their laptops at home and taking only their 
mobile devices on the road. No matter what 
the situation, providing technical support 
for telecommuters can be a full-time job. 
Here are a few tips that will help support 
staff along the way. 

Provide Ample Security Protection 

Security issues usually rank at the top of 
the list when it comes to supporting mobile 
workers. Jim Swartz, chief information 
officer at Sybase (www.sybase.com), says 
security is a top concern for mobile work- 
ers because the hardware and the data 
are outside the protective perimeter of 
the brick-and-mortar company. Swartz 
notes, "Although the machines have a sig- 
nificant asset value, the implications of 
lost or stolen data can 
be much greater. All 
machines taken out- 
side the company wall 
should have both pass- 
word protection and 
encryption. Best prac- 
tice should also require 
that each connection to 
the company network 
include a review of the 
machine to assure that 
this software is up-to- 
date and functioning." 

Swartz says that his 
company, for example, 
requires that the own- 
er of a lost or stolen 
machine contact the 
company help desk 
immediately to disa- 
ble access from that 
machine. He contin- 
ues, "Personally owned 
computers are not al- 
lowed direct access to 
our network and cannot 
download information. 
. . . We allow personal- 
ly owned machines to 
access a data center- 
hosted virtual desktop that contains an 
image of the machine's data and applica- 
tions." Swartz suggests restricting the abili- 
ty to download data to the local machine. 

Greg Davis, vice president of sales for 
Enhanced Services at MegaPath (www 
.megapath.com), agrees that security is a 
top issue, so IT support staff must push 
encryption for staff working at home. Davis 
comments, "Unless employees use a WPA2 
encryption with a strong password, no 
access via Wi-Fi should be used. A surefire 
way to increase Wi-Fi security is creating a 
strong password that consists of letters plus 
numbers or symbols that are unrelated." 

Davis says that, like any staff, mobile 
workers must avoid passwords that include 



employee names, addresses, birthdays, 
Social Security numbers, or any sequence 
of numbers and letters that can be tied back 
to them. "It's also imperative that they do 
not name their Wi-Fi access point anything 
that would allow a passerby to identify it 
with their home, such as their first or last 
name or address identifier," he points out. 
"For maximum security, restrict access to 
only the employee's computer." 

Additionally, Swartz says it's critical to 
get time-sensitive updates, especially secu- 
rity software, to company-owned machines 
in the field. One solution is to provision 
mobile machines with an agent that checks 
for compliance with the SME's security 
software and performs the appropriate 
updates in the background. 

Spend Wisely & Use Caution With VPNs 

Swartz says that when it comes to con- 
nectivity on the road, cost control is one of 
the most significant issues he sees around 
device connectivity. "[Consider adopting] a 
policy [in which] home users pay for their 
own Internet connections [and] travelers 



Key Points 



• Employees should not access information 
via Wi-Fi unless they use WPA2 encryption 
with a strong password consisting of let- 
ters, numbers, or symbols. 

• Choose your VPN solution carefully, keep- 
ing a wary eye on router- or client-based 
VPNs. 

• Make sure to keep security software up-to- 
date with the latest software and protection 
updates. 




are given instructions to use one of two Wi- 
Fi aggregators," Swartz says. "Also, roam- 
ing costs, especially overseas, are still a 
challenge [because] both voice and data 
roaming are expensive and require vigi- 
lance around cost management." 

As for connecting virtually to the com- 
pany network, MegaPath' s Davis advises 
against trusting router-based VPNs. He 
explains, "Do not use a router-based IP- 
sec connection, as this assumes that 
everything connected to that router is 
trusted when actually it may not be. Using 
a router means there's no tracking of who 
or what is connecting to the network 
because each device or user doesn't need 
to authenticate — they simply plug in. For 



Unless employees use a WPA2 encryption 
with a strong password, 
no access via Wi-Fi sliould be used." 



■ MegaPath's Greg Davis 



example, the employee's family could 
connect using their own PC or laptop and 
introduce a virus. Or they could connect 
using an unsecured Wi-Fi access point 
and enable intruders to access the net- 
work." 

Similarly, Davis warns against relying 
on client-based VPNs. He elaborates, "Do 
not use an IPsec or SSL client-based VPN 
for non-corporate-owned and -managed 
PCs. Again, this assumes that the PC is 
trusted when actually it is not. Instead, 
use a clientless SSL VPN, which spot- 
checks the connecting PC to make sure 
it has up-to-date firewall and antivirus 
software before allowing it to access 
the network." 

Rebound Quickly 
From Technical 
Difficulties 

According to Swartz, 
every traveler or tele- 
commuter at some time 
or another will face the 
often frustrating situa- 
tion of being up against 
a deadline, only to have 
the machine crash. He 
notes, "Being remote 
from the technical 
staff, the only solution 
is to ship or take the 
machine to a repair site 
and hope data can be 
restored or the machine 
can be put back in 
working order." Swartz 
suggests giving mobile 
workers the option 
to use any Windows- 
based machine with 
network access to get 
to their virtual desk- 
top. Another emergen- 
cy solution is to go to 
the nearest computer 
store with a company credit card (and prop- 
er authorization, of course) to purchase an 
inexpensive commodity laptop. 

Swartz says these solutions can put 
mobile workers back in business in a mat- 
ter of hours, minus any data loss. He adds, 
"If mobile workers are working from 
home, they can use a personal computer 
instead of a company machine. [This 
approach is] agnostic with respect to the 
operating system." 



Oheok Out PC Today 



PC Toe/ay (www.pctoday.com), Processoi's 
sister publication, offers mobile tech and 
business travel information you can use any- 
where — at work, at home, or on the road. PC 
Today covers tips and troubleshooting for such 
topics as wireless technologies, the Web, 
notebooks, mobile phones, PDAs, Windows, 
and office and home software. Plus, if you're in 
need of mobile tech help, you can reach the 
technical support center at (800) 414-3491 to 
get answers to your computing questions. 



Study: Budgetary Cuts 
& Employees Present 
Security Concerns 

The good news contained in the Sixth Annual 
Global Security Survey from Deloitte is that 
overall security attacks against financial institu- 
tions decreased last year. The bad news is that 
complacency related to that decrease, com- 
bined with reductions in security budgets and 
heightening concerns over internal security 
breaches because of low employee morale, 
could make global financial institutions more 
susceptible to data breaches this year. 

According to IVIark Steinhoff, principal and 
leader of the Deloitte financial services 
Security & Privacy group, it's important for 
SMEs to realize that security risks associated 
with larger organizations can find their way to 
smaller institutions. 

"A risk-based approach, tailored to the size, 
complexity, and scale of the business, is an 
important first step," Steinhoff says. "It is 
important to note that the risks identified for 
large global organizations can manifest them- 
selves in small and midsized enterprises, par- 
ticularly in the absence of thorough threat 
and vulnerability assessments." 

Data Security Budgets Increase 

Deloitte interviewed senior security officers with 
private and public institutions in 32 countries for 
its sun/ey. Of those sun/eyed, 60% say their 
organization's data security budgets increased 
in 2008 (most between 1 and 5%). Steinhoff, 
however, expects that efforts to contain costs 
will drive down this year's security budgets. For 
example, 56% of respondents cite budgetary 
constraints and/or a lack of resources as pri- 
mary obstacles in ensuring data security. One- 
third cite lack of resources as the top reason for 
data security projects failing. 

When it comes to root causes of data-securi- 
ty failures, 86% of respondents cite human 
error as a leading cause, while 36% note 
insider misconduct as a concern vs. 13% cit- 
ing external threats. Additionally, 58% cite a 
concern for their ability to protect their com- 
panies against internal attacks. 

"A key first step is to understand the nature 
of the assets that need to be protected, be 
that Pll (personally identifiable information), 
intellectual property, or strategic information," 
Steinhoff says. "Small and midsized busi- 
nesses benefit by recognizing that this is, first 
and foremost, a business issue that requires 
support from the board of directors and sen- 
ior management. The absence of this top- 
down level of support may result in an ab- 
sence to committing the appropriate level of 
resources to mitigate the threats and vulnera- 
bilities facing these organizations." 

According to Deloitte, the top security priori- 
ties among respondents include security reg- 
ulatory compliance, access and identity man- 
agement, and data protection and data leaks. 
The top motivators for protecting clients' pri- 
vacy are regulatory privacy requirements 
(79%) and concern over the organization's 
brand and reputation (70%). 

In the future, Steinhoff says, the continuing 
stress on IT and related security budgets 
could hamper organizations' "ability to com- 
mit resources to more strategic initiatives" 
that require more funding and resources. 
Steinhoff cites identity and access manage- 
ment and data-protection solutions that 
"require close coordination between the busi- 
ness community and the IT organization" as 
particular areas of concern. 

by Blaine Fiamig 



Page 10 



Processor.com 



February 27, 2009 



Physical Infrastructure 




Under-Floor, High-Capacity Cable Trays 



Snake Tray Mega Snake's floor mounting system 
requires no costly bridge and brace hardware, and it can 
be easily moved and reused. 

(800) 308-6788 

www.snaketray.com 




Snake Tray Mega Snake Floor Mounting System 



Designed to decrease the time it takes to install cable manage- 
ment and power distribution systems, Snake Tray's offerings 
include under-floor, on-wall, and overhead trays with built-in 
mounting systems. Snake Tray's IVIega Snake High Capacity 
Cable Trays — trays that feature UL-classified grounding con- 
nections, as well as premanufactured turns, tees, and cross- 
ings — can now be installed under floors. You can install the 
Mega Snake both prior to and independent of the access floor 
installation. The floor mounting system is so easy to use that 
you can install the support brackets in 15 seconds per foot of 
cable tray. 

Mega Snake allows crews to complete installations faster and 
reduce installation costs because the built-in suspension sys- 



tem eliminates brackets or struts. Using Mega Snake's pre- 
manufactured turns, tees, and cross sections, you won't need 
to make cuts or work around any sharp edges. Additionally, the 
nesting, stackable design reduces shipping and handling costs. 
Mega Snake trays can support up to 1 ,500 cables, and you can 
choose from 4- to 6-inch load depth and 12-inch, 18-inch, or 
24-inch tray width. 

Mega Snake also comes with an accessory rail that lets you 
mount other Snake Trays, patch panels, strain relief, and fiber 
optic pass-over devices. A Power Module offers empty or 
prewired modules, which can attach directly to the accessory 
rail to provide power in client-designated locations and reduce 
electrical construction costs. 



Networking & VPN 




KACE's enhanced KBOX Systems 
Management Appliance saves small and 
medium-sized enterprises money and 
time through the integration of automat- 
ed vulnerability- and patch-management 
technology from Lumension. 

Pricing starts at $9,900 
and includes first 100 nodes 



(877) 646-8366 
www.kace.com 



Integrated Systems Management & Patch Remediation 

KACE KBOX Systems Management Appliance 



Systems managers in small and medium-sized enterprises 
routinely juggle multiple time-consuming IT-related balls in 
the air, including managing company PCs and servers, 
assessing vulnerabilities, remedying those vulnerabilities, 
and managing patch deployment. KACE's recently updated 
KBOX Systems Management Appliance — the industry's 
first appliance to integrate security and systems manage- 
ment — offers relief to taxed system managers by consoli- 
dating these and other tasks into one appliance. 

The Systems Management Appliance also provides auto- 
matic device discovery and inventory; broadcast alerts; 
reports; dashboards; a self-service portal for users to exe- 
cute preapproved tasks; help desk and iPhone 



Management abilities via add-ons; and support for 
Windows, Mac, and Linux agents. Additionally, the appli- 
ance's enhanced support for remote offices gives system 
managers power to perform remote replication of patches, 
scripts, and software, thus protecting the company's sys- 
tems no matter where they're physically located. 

The KBOX Systems Management Appliance saves enter- 
prises considerable money and time by reducing the peri- 
od needed to deploy the appliance to just one day and the 
time needed to train managers to just hours. This ease of 
use comes partially from a tabbed, Web-based interface 
console that gives managers control of scanning and distri- 
bution schedules. 
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Caplan™ Web console and 
dashboards are designed to 
make capacity planning as 
easy as possible. 

+39 02 2399 7105 

www.neptuny.com 



Capacity Planning: Critical For Reducing Costs, Avoiding IT Infrastructure Risks 



TM 



Neptuny Caplan 



Caplan™ is the business-aware capacity plan- 
ning solution for data centers and networks, 
enabling an enterprise-wide, industrialized, 
ITIL-aligned capacity management process. 

Caplan™ allows companies to optimize their 
infrastructures, safely virtualize and consoli- 
date their data centers, and evaluate change 
scenarios with respect to forecasted business 
demands, while being automatically notified 
about critical capacity and demand trends. 

Caplan™ provides performance and workload 
analysis, time forecasting, what-if scenario sim- 
ulations, and advanced reporting capabilities for 
multiple domains (such as physical/virtual 
servers, storage, networks, and facilities). 

Caplan™ makes capacity planning easy: analy- 
ses and reports can be automated, capacity is- 
sues can be identified, and data can easily be 



accessed through Web interfaces and dash- 
boards tailored to user-specific roles. Caplan^" 
has zero impact on production environments 
because of its agentless architecture, its out-of- 
the-box connectors to major management plat- 
forms and native tools, and its ability to easily 
integrate custom (IT and non-IT) data sources. 

Caplan™ has helped many customers reduce 
both operating and capital costs of their IT infra- 
structures and avoid SLA violations and risks 
due to the inability to cope with business de- 
mands. By correlating IT with business metrics, 
Caplan™ has also helped organizations realize 
the real value of their IT investments. 
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SeriousBit NetBalancer Is an 
Internet traffic control and 
monitoring tool designed for 
Windows XP/2003/Vista. 

+373-7945-3294 

www.seriousbit.com 



Internet Traffic Control 

SeriousBit NetBalancer 



How do you combine required network activi- 
ties without getting slowed by bandwidth- 
hogging activities? Most traffic-shaping tools 
set speed limits for applications and processes, 
though it is not very convenient. For example, 
you limit your downloading speed and surf your 
favorite Web site. When you are done with surf- 
ing, the bandwidth is free, yet your downloading 
speed is still limited. Dealing with limits implies 
constant tuning of your traffic-shaping program. 

With SeriousBit NetBalancer, such problems 
are obsolete. In addition to traffic limits, you can 
set download and upload priorities for all appli- 
cations. Applications with higher priority get 
more bandwidth than those with lower priority 

Unlike other traffic-shaping software, NetBal- 
ancer does not limit low-priority applications 
when high-priority ones don't use the network. 
The limits are changed automatically according 



to priorities, giving NetBalancer an advantage 
over other similar tools. 

NetBalancer lets you: 

• Set download and upload network priority 
for any process. Current priorities include 
High, Normal, Low, Block Traffic, Ignore 
Traffic, and Limit Traffic 

• Set download and upload speed limits 

• Show all system processes with their in 
and out network traffic speed 

• Show current connections for any process 

• Show downloaded and uploaded traffic for 
any process since NetBalancer's start 

• View overall system traffic as a graph 

• Show last 1 5 seconds of traffic 

• Fine-tune priorities with Level Severity 

SeriousBit 

Performance and Reliability 
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Barracuda Backup Service 
Integrates Local & Secure Offslte 
Backup For Disaster Recovery 

Starts at $99 per month 

(888) 268-4772 
www.barracudanetworks.com 




MRAEUBA 

NETtVaRKS 



Get Onsite & Offsite Backup 

Barracuda Backup Service 

The Barracuda Backup Service is an affordable, integrated 
local and offsite data backup and disaster recovery solution 
that combines an onsite appliance with a monthly subscrip- 
tion that replicates data to two offsite locations. Combining 
local and offsite storage provides the best of both worlds — 
onsite backups for the fastest restore times and secure, off- 
site storage for disaster recovery 



Designed for organizations of any size, the Barracuda Backup 
Server creates a local copy of data and efficiently transfers the 
data offsite without any additional burden on production serv- 
ers. Offsite storage is monitored and managed by Barracuda 
Central as part of the Barracuda Backup Subscription, and tech 
support and emergency restores are included, as well. 



Deployed in varied, complex IT environments, the Barracuda 
Backup Service protects mission-critical business information, 
utilizes industry-standard networking protocols to access data 
for backup, and is compatible with all major operating systems. 

The Barracuda Backup Service Web control panel makes 
it easy to manage and back up data to multiple units at 
one or more locations — from anywhere. It also provides 
control of settings, reports, restores, statistics, and ac- 
count information in order to manage Barracuda Backup 
Servers and Barracuda Backup Subscription plans. In ad- 
dition, customers receive automated alert notifications via 
the Web control panel when conditions affecting backup 
service are detected. 
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The versatile Nexsan SASBeast can 
fit up to 18.9TB In 4U of rack space. 

$38,800 (typical starting system; 14 x 
300GB SAS drives) 

(866) 463-9726 

www.nexsan.com 



High Capacity, High Throughput, High Value 

Nexsan's SASBeast 

Nexsan isn't kidding when it describes its SASBeast enter- 
prise storage system as having "Tier 1 features at Tier 2 
prices." Despite a price-per-terabyte of as little as $4,200, 
the SASBeast's goal Is to give you more for your money. 

The SASBeast provides high performance and high capacity In 
a small footprint. Its Fibre Channel and iSCSI interfaces are 
usable simultaneously to boost throughput for transactional 
applications. The 4U SASBeast can hold up to 42 SAS drives at 
once and can scale to hundreds of terabytes in one rack. Each 
chassis accepts both SAS and SATA drives at the same time. 

The SASBeast Is green, too. Using Nexsan's innovative 
AutoMAID technology. It can power down unused parts of 



the system to save up to 60% on energy costs. Yet the 
SASBeast's data is still rapidly accessible because of the 
device's quick wake-up capability. 

Cutting energy consumption even more is the SASBeast's 
new horizontal midplane design. It facilitates airflow through 
the system, slashing cooling requirements and stretching 
your operating expense dollar. The SASBeast is founded on 
the same Nexsan architecture that has seen use in more 
than 21 ,000 devices in more than 60 countries. 

With the flexibility of a versatile SASBeast, you can simplify data 
center complexity by eliminating one-trick devices. Boosting per- 
formance while you're going green doesn't hurt, either. 
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1365 E-Dlscovery MetaLINCS E-Dlscovery Suite 5 is 

available as software, an appliance, or as a managed ser- 
vice. 

Appliance-based offering starts at $50,000; managed ser- 
vice starts at $250/GB 

i365 offers its MetaLINCS E-Discovery Suite 5 

(877)901-3282 

www.i365.com 



Offering Handles e-Discovery Process 

i365 MetaLINCS E-Discovery Suite 5 



When faced with litigation, finding pertinent 
information among an organization's text com- 
munications, documents, databases, files, Web 
sites, and any other electronically stored infor- 
mation is the digital equivalent of trying to find a 
needle in a haystack. The next time you need 
an e-dlscovery solution, try the software, man- 
aged service, or appliance-based equivalent of 
a metal detector: i365's Meta-LINCS E- 
Discovery Suite 5. 

The offering is capable of handling all aspects of 
the e-discovery process, including early case 
assessment, search, processing, review, analy- 
sis, and production. New features include Full- 
Function Review, fully integrated Redaction, 
improved analytics-driven Early Case 
Assessment, and defensible Pinpoint Search. 
The Pinpoint Search viewer displays search 
results for matching keywords, as well as key- 
words that closely matched but were culled 



using wildcards. Users can then click once to 
either include or exclude each result as neces- 
sary. The offering also utilizes a single user 
interface for everything from Early Case 
Assessment to the full review stage. MetaLINCS 
E-Discovery Suite 5 fully supports the Search 
Specification standard, giving it the ability to 
both parse and generate XML searches. 

Suite 5 is available for an annual or perpetual 
software license. First Pass Processing is avail- 
able as a preloaded, easy-to-integrate appli- 
ance. The 1365 E-Discovery secure hosting 
center also offers the Full Suite or First Pass 
Processing capabilities to customers as a man- 
aged, hosted service. 



id 1365 

^ A Seagate Company 
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Novell Storage Manager 2.5 lets 
IT staff configure policies to 
automate the transition of 
home directories for employees 
that leave the organization. 

$12 per user 

(800) 529-3400 

www.novell.com 



Automate Your Storage Tasks 

Novell Storage Manager 2.5 



Busy IT departments can't waste time manag- 
ing storage space for each user and group on 
the enterprise network. With Novell Storage 
Manager, network administrators can automate 
the full life cycle of network user and group stor- 
age, including provisioning storage for a new 
user; ongoing management; and deleting, 
archiving, and forwarding storage when a user 
leaves. Storage actions are automated using 
identities and policies stored in either Microsoft 
Active Directory or Novell eDirectory. 

A significant enhancement in Version 2.5 Is 
enhanced cataloging, which maintains a history 
of file movements of archived data over time. 
In the event of an audit — or even a disaster — 
older data can be easily located and restored 
with the original access and trustee rights. 

Version 2.5 includes collaborative storage 
enhancements that let the software extend its 



user storage management capabilities to 
groups. Rather than having to first create a 
Group object in eDirectory, an administrator 
can now use collaborative storage based on 
the Organizational Unit object itself. Path 
Analysis allows administrators to browse 
down a file path from any server and volume 
to a particular folder and perform an analysis 
of both access rights. Path Analysis can also 
report file types that are being stored and all 
subfolders based on file extension. 

Network administrators In the process of con- 
solidating servers will benefit from Novell 
Storage Manager 2.5's ability to migrate colla- 
bor- ative storage by changing the storage loca- 
tion path within the collaborative storage policy. 

Novell. 
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NTP Software® puts employees 
in cliarge of storing and archiv- 
ing unnecessary fiies, content, 
and emaii. 



) 226-2755 
www.ntpsoftware.com 



Alleviate Archiving Costs & Complications 

NTP Software UDA™ 



Data archiving is no doubt an important 
aspect of business operations for most orga- 
nizations, but it's a tneadactne for many IT per- 
sonnel, and it can be a pricey and complicat- 
ed process. To help lessen these IT con- 
cerns, NTP Software® has introduced NTP 
Software UDA™. 

NTP Software UDA is designed to engage 
end users in storage cleanup and archiving 
data, and it lets them make their own archiv- 
ing decisions. Users receive a message when 
their recent activity has resulted in the need to 
remove or archive some files from primary 
storage. NTP Software UDA then asl<s them 
to take action, or it acts automatically. 

NTP Software UDA closes the gap between 
NTP Software QFS® and Symantec 
Enterprise Vault to provide On-demand 
Archiving''"'^, which eliminates the need for 



file scans, and saves organizations time and 
money. Additionally, the automated archiving 
is concentrated on the storage policies of 
organizations, so each organization can uti- 
lize the tool's features in a way that best suits 
their policies. 

NTP Software UDA has a combination of 
Quota-Driven Archiving™ (customary actions 
elicit storage policies that move files without 
the user taking action) and User-Driven 
Archiving"'''^ (the end user archives data on 
their own without being told to do so), which 
offers organizations and their employees a 
variety of options when it comes to archiving 
data. 
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Unitrends Recovery-300 Desktop Storage 
Appliance addresses the performance needs 
of small businesses. 

Starts at $4,500 

) 648-2827 

/.unitrends.com 



Small Form-Factor Storage 

Unitrends Recovery-300 
Desktop Storage Appliance 



Every company needs high-performance 
storage, but depending on the size of the 
business, the form factor and amount of 
storage capacity can vary widely. Unitrends' 
Recovery-300 Desktop Storage Appliance 
addresses the performance needs of small 
enterprises in a small desktop configuration. 

The disk-to-disk storage appliance is designed 
to deliver reliable, high-performance data back- 
up and recovery for up to 1 .1 25TB of data, 
fi/lanagement, protection, and restoration are 
designed to be done easily with the Web-based 
Rapid Recovery Console, which features a "sin- 
gle pane of glass"-type interface. Through the 
Rapid Recovery Console, users can also moni- 
tor and configure data protection policies and 
actions. 

Other features include software-based data 
compression and data encryption capabilities, 
as well as support for up to 1 client systems 



and more than 40 operating systems and appli- 
cations. The Recovery-300 Desktop Storage 
Appliance is equipped with a quad-core 
processor, 4GB of memory, and four 1 .5TB dri- 
ves set up in a RAID 1 configuration. 

The Recovery-300 Desktop Storage Appliance 
is part of Unitrends' Rapid Recovery System, 
which is designed to be a complete protection 
solution for operating systems, applications, 
and user data on all of a company's laptops, 
desktops, and servers. The entire system can 
be managed through a single user interface. 

Another primary component in the Rapid Rec- 
overy System is the local DPU (Data Protection 
Unit), which provides D2D (disk-to-disk) high- 
speed data backup and disaster recovery. 



Unitrends 
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Procedo Archive Migration Manager 
Is a tool designed to support data 
migration across virtually all types 
of storage systems. 

Pricing starts at $5,000 per 
terabyte of migrated data 

(651)259-6464 

www.procedo.com 



Easy Data Migrations 

Procedo Archive Migration Manager 



With so many storage, archive, and cloud com- 
puting platforms available, it can be difficult to 
migrate data among them. There is a host of 
potential issues to think about. Procedo has 
introduced PAIVIM (Procedo Archive Migration 
IVIanager), a potential solution to this problem. 

PAMM is an "any-to-any" data-archive migra- 
tion tool designed to automatically move data 
between any storage systems, including 
between on-premise systems, as well as on- 
premise to cloud computing platforms, while 
maintaining regulatory requirements for chain of 
custody. 

Automated, scalable, and flexible, PAMM lets 
users optimize primary email archive and 
WORM infrastructures by performing migra- 
tions with user-defined policies. Other features 
include a centralized management and report- 
ing system designed to reduce complexity with 
enhanced granular reporting and analysis and 
clustering capabilities that reduce system bot- 



tlenecks and eliminate points of failure. 
The Core application, PAMM Core, uses an 
SOL server database to both track object 
information and maintain the chain of cus- 
tody throughout the migration between sys- 
tems, and the ATMs (Archive Transfer 
Modules) take care of the extraction and 
ingestion processes. 

PAMM supports Symantec Enterprise Vault, 
NetApp, EMC EmailXtender and Centera, Dell, 
Hitachi Content Archive Platform, Autonomy 
Corp/Zantaz EAS, Mimosa Nearpoint, 
CommVault, HP's Integrated Archive Platform 
and NTFS-based file systems, sen/ices such 
as LiveOffice and Dell's MessageOne, and his- 
torical tape recovery and .PST migrations. 
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Apani EpIForce 3.5 Is unl- 
platform Identity-aware 
virtual and physical 
network protection 

Starts at $10,000 

(714) 674-1600 

www.apani.com 



Protect Your Virtual & Physical Networks 

Apani EpiForce 3.5 



With the increased use of VPNs, Web- 
based applications, and remote workers and 
contractors, traditional network defenses 
can leave a network open to attack. Apani's 
EpiForce security solution creates an identi- 
ty-aware network rather than a location- 
based network. The software-based archi- 
tecture creates logical security zones based 
on identity, which control access to 
resources by grouping users, servers, and 
clients based on factors other than location, 
and uses policy-based encryption of data in 
motion based on identity, which safeguards 
user, server, client, and VM communication. 

EpiForce 3.5, Apani's latest version of the 
single-platform network solution, is an 
alternative to network firewalls and VLANs 
that adds identity-based access control and 
encryption by delivering identity-aware 
networks. The software can be installed, 
deployed, and configured without making 
changes to the existing network 
infrastructure. 



EpiForce 3.5 works at the network layer, and it 
deploys logical security zones that are transpar- 
ent to network infrastructure, users, and appli- 
cations, providing quick deployment. 
Management of the zones is centralized on a 
singular console, and the identity-based net- 
work delivers security to both physical and virtu- 
al data centers, regardless of the user's physi- 
cal location or IP address. Security activities 
reports — for system status, configurations, and 
software alerts — are available via open soft- 
ware and tools. 

The software can support more than 50 plat- 
forms and legacy machines with high avail- 
ability and fault-tolerant configurations, and 
administrators can secure legacy applications 
without recording or requiring additional user 
intervention. 



Apani 
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Fairway Consulting Group is a Premier Channel 
Partner for DataCore Software, with products 
focusing on storage virtuallzatlon, management, 
and networking. 

www.fairwayconsulting.com 

(866)516-5491 
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Best-Of-Breed Storage Virtualization 



DataCore Software From Fairway Consulting Group 



Is your company considering or already imple- 
menting virtualization technologies? Planning 
your budget for new hardware? If so, you might 
be concerned about where to begin or whether 
your strategy is the best one for your enterprise. 

Fairway Consulting Group offers a combination 
of much-needed services based on "best-of- 
breed" virtualization technologies, including 
storage, server, desktop, and disaster recovery. 
As a channel partner with several leading virtu- 
alization product manufacturers. Fairway 
Consulting helps small to enterprise-level com- 
panies focus on issues of sustainability, explo- 
sive data growth, increased performance 



demands, end-of-life hardware, and disaster 
recovery. 

Fairway Consulting Group is a Premier 
Channel Partner for DataCore Software, with 
products focusing on storage virtualization, 
management, and networking. DataCore prod- 
ucts, including SANmelody, SANsymphony, 
SANmaestro, and Traveller CPR, offer a com- 
bination of features and functionality to suit 
any enterprise's needs. 

DataCore SANmelody overcomes the high 
cost barrier and complexity of traditional SAN 
storage. SANmelody converts standard 



Intel/AMD servers, blades, or VMs (virtual 
machines) into fully capable storage servers 
that virtualize disks and serve them over iSCSI 
or Fibre Channel to an existing network of 
application servers. 

Why DataCore Over Virtual Hardware 
Platforms? 

DataCore is intelligence only, allowing the 
flexibility that conventional hardware virtual- 
ization cannot provide. Why buy all new hard- 
ware or buy more hardware than you really 
need? DataCore allows you to use your cur- 
rent hardware to its maximum utilization while 



giving you increased utilization with your new 
hardware. 

Here are a few of the features you can expect 
from DataCore: 

• Completely hardware independent 

• 65% increased storage utilization 
on average 

• World-record performance I/O 

• True HA with active/active paths 

• AIM (asynchronous mirroring over IP) 

• Snapshot (pointer-based or image) 

• 100% investment protection on upgrades 

• iSCSI or Fibre Channel-ready 
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Cisco's new family of SIlilB solutions addresses the 
importance of multifaceted IT support, covering spam, 
viruses, storage, and business communications. 

Cisco Spam & Virus Blocker: $2,599 to $5,399, varies 
depending on region 

Cisco Network Storage Systems: $595, varies depending on 
region 

Cisco SBCS 1 .4: $430, varies based on user's requirements 

(408) 526-8890 

www.cisco.com 



Backing SMBs 

Cisco Security & Storage Products 



Cisco has spearheaded the development of 
small business solutions with the release of 
four new products designed to provide three 
essential IT requirements: security, connectivi- 
ty, and productivity. The company has released 
the following collaboration solutions: Cisco 
Spam & Virus Blocker; Cisco NSS2000 and 
NSS3000 Network Storage Systems; and 
Cisco SBCS (Smart Business Communications 
System) 1 .4. Each offering provides support for 
a particular division of IT administration, includ- 
ing critical data protection, network-attached 
storage, and enhanced connectivity for both 
employees and customers. 

The Cisco Spam & Virus Blocker appliance 
blocks malware and protects email users from 
security threats. The four-step installation 
wizard allows for quick network assimilation. 
Additionally, the Spam & Virus Blocker 
includes the Cisco Software and 
Support Subscription. 



Both the Cisco NSS2000 and NSS3000 
prevent data loss disruptions. Incorporated into 
the Cisco Small Business series, each system 
uses Cisco Small Business Continuous Data 
Protection to back up and restore PC and server 
data. The NSS2000 supports a 2-bay 
Gigabit Storage System Chassis for 2TB of stor- 
age, while the NSS3000 supports up to 4TB. 

Cisco's SBCS 1 .4 connects and enables collab- 
orations between telecommuters, mobile users, 
and customers. This release features the first 
wireless desktop IP phone with Bluetooth — the 
Cisco SPA525G. SBCS 1 .4 also offers the user 
the Cisco 520 Secure Router and the Cisco 
Configuration Assistant (Version 1 .9). 

CISCO„ 




Finjan Secure Web Gateway 
v9.2 is an all-in-one Web 
security, productivity, and 
compliance solution that 
saves on power 
consumption, space, 
and hardware costs. 

Starting at $18,000 

(866) 434-6526 
(408) 452-9700 

www.finjan.com 



Web Security & IVIore 

Finjan Secure Web Gateway v9.2 



Due to the rising concern about virus, mal- 
ware, and Trojan attacks, Web security has 
become a top priority for companies world- 
wide. Finjan's Secure Web Gateway v9.2 
offers a complete, single-appliance solution to 
Web security concerns, as well as the addi- 
tional productivity, compliance, and bandwidth 
concerns associated with Web use. 

Secure Web Gateway v9.2 features multilay- 
ered Web security that can prevent the infil- 
tration of malware and viruses through real- 
time inspection of Web content, Adobe 
Acrobat Flash, and PDFs. Data Leakage 
Protection, which scans outbound communi- 
cations, ensures that sensitive and confiden- 
tial data isn't leaked by employees or Trojans. 

With URL filtering and application control. 
Secure Web Gateway v9.2 helps enterprises 
manage productivity and prevent data leak- 
age by controlling the use of common applica- 
tions such as instant messaging, Skype, and 
P2P (peer-to-peer). 



In addition to security and productivity. 
Secure Web Gateway v9.2 allows companies 
to easily address compliance issues with 
comprehensive logging and reporting capa- 
bilities that can be used to avoid legal and 
financial repercussions. Finally, secure con- 
tent caching helps speed up Web productivity 
while saving on bandwidth costs. All cached 
content is scanned by Finjan's real-time con- 
tent inspection. 

All of Secure Web Gateway's v9.2 features 
are centrally controlled through an intuitive 
Web-based console and can be easily inte- 
grated into various network types through 
support of Cisco WCCPv2, ICAP, Syslog, 
and SNMP v3. 
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We Buy Excess & Used Data Tapes! 
/all types 
/all brands 
/all versions 



Enterprise / Mid-Range 
Entry Level / Personal Media 



I 



rands: HP, IBM, FUJI, SONY, M 



Most Wanted-.SUPER DLTIt / LT02,3,4 / MTl, 2,3,4 /AME2 
9940 / 3590J / 3590E / MLR,SLR / TR5, 7/VXA/ V23 



SECURE DATA DESTRUCTION! 



SHRED THE DATA, 
NOT THE CARTRIDGE! 

Our data eradication processes meet and/or exceed all laws, acts 
and compliance standards such as HIPPA, Sarbanes-Oxley, D.O.D., 
Gramm-Leach Bliley along with all other concerns pertaining to secure data eradication. 





We Pay freight 
from anywhere in the WORLD! 



949-757-0100 

buyback@recycleyourmediaxom 



RecycleYourMedia 



SECURE END OF LIFE 
DATA SOLUTIONS 



L_ www.RecycleYourMedia.com ^ 




Red Condor 6.0 protects your company's reputation by 
preventing inadvertent outbound spam and malware 

Prices range from $162 per year for fiosted service for five 
mailboxes witii inbound and outbound filtering to $2,398 per 
year for tfie IVIAG 2000 appliance (for up to 500 mailboxes) 
and a 1 -year sen/ice pacl< 

(888) 966-7726 

www.redcondor.com 



^RedCondor 



Block Outgoing Spam 

Red Condor 6.0 



Even scarier tlian tfie idea tfiat your company's networl< has 
been infected is tine possibility ttnat it might be sending out 
spam, phishing email, or malware without your l<nowledge. 
Customers may implicitly trust messages from your organiza- 
tion, but that trust will suffer if you can't control what comes 
out of your company. 

Version 6.0 of the software behind Red Condor's hosted 
security service provides you with powerful, optional out- 
bound filtering of spam, viruses, and phishing attacks, as 
well as the inbound protection that built the service's reputa- 
tion. System administrators will be kept in the loop on net- 
work activity and can limit the number of messages each 
account can send per hour. 



You have more branding options with Red Condor 6.0, too. 
Enhancements to its Admin Dashboard let you customize the 
browser interface with your organization's own brand. In 
addition, the Admin Dashboard now offers configuration set- 
tings for authentication and advanced discovery. 

Version 6.0 also forms the foundation of Red Condor's MAG 
(Message Assurance Gateway) network appliances. The soft- 
ware lets you see current and historical traffic through an appli- 
ance cluster, including ones licensed for the company's Vx 
Technology. Vx lets your cluster failover to Red Condor's hosted 
service in case traffic surpasses peak load capacity, and is also 
key to your business's continued operation in case of a power 
outage, a malicious attack, or problems with the network. 
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CyberPatrol SiteSURV and SiteSURVplus from Software 
Security Solutions offer comprehensive Internet security 
that protects company networks without the need for 
additional hardware or software. 

SiteSURV starts at $11 9; 
SiteSURVplus starts at $999 

(303) 232-9070 

www.softwaresecuritysolutions.com 



Manage Internet Security 

Software Security Solutions 
CyberPatrol SiteSURV & SiteSURVplus 



Software Security Solutionsm 

Layered Sf^cifrity Roluliou^ - Simplified 



Software Security Solutions has two new services utilizing 
CyberPatrol products, which let you manage Internet activity 
and access: SiteSURV and SiteSURVplus. 

SiteSURV runs in the background and filters Internet access 
from all computers sharing a common access point, such as a 
router or server. SiteSURV is a subscription service that works 
by changing from your company's ISP-supplied DNS (Domain 
Name System) Internet access point to one provided by 
SiteSURV. Each time an Internet request is sent, it first goes to 
CyberPatrol's SiteCAT database of more than 22 million sites 
to be checked as good or undesirable. Sites blocked by 



SiteSURV include pages with adult content, alcohol and tobac- 
co, gambling, and spam, among others. 

SiteSURVplus adds network Web access management to the 
package, allowing companies to choose their own settings 
based on 1 3 blocked categories and an additional 30 categories 
for allowed or blocked Web sites. With SiteSURVplus, 
CyberPatrol's SiteCAT database is stored on a company's net- 
work server, so all Internet requests are filtered locally — quickly 
and with less bandwidth usage. The database is updated hourly 
to ensure the most up-to-date information possible. Site-SURV 
and SiteSURVplus work with both PC and Mac systems. 
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Recovery For OST Files 

DataNumen Advanced Exchange Recovery 2.0 



There are many hardware and software rea- 
sons, including server crashes or malicious 
software, that can mal<e offline storage 
(.OST) files inaccessible. But such files still 
contain your mail messages and other items 
of your mail account that you may need. With 
DataNumen's Advanced Exchange Recov- 
ery 2.0, you can recover as much data as 
possible and save it as Outlook files. 

Advanced Exchange Recovery 2.0 makes it 
easy to retrieve the contents of your mailbox, 
recovering mail messages, posts, folders, 
notes, appointments, contacts, and other 



mail account items from OST files and sav- 
ing them as Outlook .PST files. Message 
properties (subject, date, to, from, etc.) and 
subobjects (attachments, embedded objects) 
are also recovered. 

Because of a byte-level scan performed by 
an advanced algorithm, the program recov- 
ers all possible items in OST files. And it 
works where other similar solutions fail. 

Advanced Exchange Recovery includes the 
ability to recover password-protected OST 
files or deleted items in OST files and OST 



files on any corrupted media. Plus, it can re- 
cover mail messages in plain text, RTF, and 
HTML format. 

Other features include: 

• Ability to convert Exchange OST files to 
Outlook PST files 

• Support for Exchange Server 2007 and 
Outlook 2007 

• The ability to recover and split oversized 
OST files 

• Batch recovery 

• Search features to find OST files on the 
local PC 



DataNumen Advanced 
Exchange Recovery 2.0 
makes it easy to retrieve the 
contents of your mailbox and 
save them as Outlook files. 

$249.95 (single-user license) 

(800) 998-8826 

www.datanumen.com 
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Messaging & Telephony 




Dialogic Diva V-xPRI/Ein'1 PCI-E Analog and Multi Span 
boards serve as compact platforms for your enterprise's 
communication needs. 



(800) 755-4444 
www.dialogic.com 



Dialogic 



Unified IVIessaging For All Sizes 

Dialogic Analog & Multi Span E1/T1 PCI-E Boards 



If your organization is searching for a compact, unified mes- 
saging, modem, remote access services, fax, voice, speech, 
and conferencing platform capable of adjusting to your 
specific needs, then look no further. Dialogic just added the 
Diva V-XPRI/E1/T1 PCI-E Analog and Multi Span boards to 
its Media Board line. 

The Analog PCI-E boards are available in a low-profile 2-port 
variant and 4- and 8-port half-size variants suitable to small 
server enclosures and desktop PCs. The new Multi Span 
E1/T1 PCI-E boards feature a half-size form factor available 
in 1-, 2-, or 4- span options. The E1 interface boards support 
30, 60, or up to 120 calls simultaneously, while the T1 inter- 
face boards can handle 24, 48, or 96 simultaneous calls. 



Users can upgrade these boards to support fax, VoIP, and 
modem applications. 

The boards employ a PCI-E x1 lane capable enough to power 
four E1/T1 trunks and handle the interconnections between 
multiple boards or the host. Up to four boards can be installed 
in a single system. The Dialogic Diva V-xPRI/E1/T1 PCI-E 
Media Board features a 466MHz 64-bit RISC CPU with 64MB 
SDRAM and 12 DSPs. 

The three available variants include the one-span Dialogic 
Diva V-1 PRI/E1/T1-30, two-span Dialogic Diva V- 
2PRI/E1/T1-60, and four-span Dialogic Diva V-4PRI/E1/T1- 
120 PCI-E Media Board. 



Messaging & Telephony 




Tandberg Profile makes long- 
distance, face-to-face, HD-quality 
communication possible. 

$38,900: 42-inch LCD base price 

$44,900: 52-inch LCD base price 

(212) 692-6500 

www.tandberg.com 



TANDBERG 



Truly See Eye To Eye 

Tandberg Profile 

Enterprises are making difficult cost-cutting decisions, often 
turning to travel budgets first for reductions. This doesn't mean 
companies can eliminate face-to-face communications with off- 
site customers and partners, however. The cost-effective solu- 
tion is Tandberg's Profile, a lOBOp HD videoconferencing sys- 
tem that generates a telepresence-quality experience in a 
Scandinavian design that's adaptable to rooms of various sizes. 

Providing a widescreen LCD, PrecisionHD 1080p camera, inte- 
grated speakers and cabling, microphones, and a digital audio 
module housed in a stand constructed of aluminum materials, 
the Profile puts meeting participants in crisp, HD eye-to-eye 
contact. With 12X zoom and 0.3m-to-infinity focal range, the 
PrecisionHD camera projects 43.5-degree vertical and 72- 



degree horizontal fields of vision on one widescreen 42-inch 
flat-screen LCD or one or two 52-inch flat-screen LCDs. Clear, 
CD-quality stereo audio comes way of a four-port audio mixer 
with four acoustic echo cancelers, active lip synchronization, 
and automatic gain control and noise reduction integrated. 

At the Profile's core is the new next-generation Codec C60 
1080p/720p video-collaboration engine, which supports up to 
four simultaneous microphones and four HD sources. Initiating 
meetings is one-button easy from the Profile's user interface. 
The Profile ships with a remote control; integrated speakers 
and cabling; a digital audio module; three or four microphones, 
depending on the LCD configuration; and choice of a floor- or 
wheel-based stand or wall-mounting kit. 
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I Security Tips 




Short on time? 

Processofs print issue and Web site offer an unbeatable combination! 

When you're looking for product or buying information, turn to the print issue for a wide variety 
of current products from our iist of hand-selected manufacturers and reseilers, aiong with 
articles and information to help you stay on top of the industry. 



Ready to buy? Turn to our Web site to find companies 
offering the products and services you need. 
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Put the power of Processorlo work for you! 
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City, State, ZIP Code: 
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Email: 



Method Of Payment: 



□ Check 

□ Visa 
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Signature: 
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Model/Description: 
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L Fax: ( 
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_L 



state/Country: 



□ Money Order 

□ Discover 



□ Mastercard 

□ American Express 



Exp. 



Manufacturer: 



Price: 



Color picture 

Detailed product 
description 

. Web exposure 
. Only $176 an issue 
(12-issue minimum) 
• Proven publication 



Bund Your Brand 

Awareness! 



PROGESSORSHOWG^ 



See us on the 
internet at: 
Processor.coni 



J PROCESSOR 



Call Today: (800) 247-4880 



Physical Infrastructure 



CS-3AVY Sentry Smart CDU 

Provides reliable 3-Phase 
power distribution. Multiple out- 
let types distribute multiple volt- 
ages via 3-Phase 208V Wye 
power in-feed. 

• High Density 

• IVIultiple Voltage Outputs 

• Input Current IVIonitor 

• IP Access & Security 

• SNIVIP Traps 

• Environmental (Temperature 
& Humidity) IVIonitoring 

• Branch Circuit Protection 

• NEW! Linking for Smart 
CDU (Expansion Modules) 




Server Technology, Inc. 



Server Technology Inc. 

(800) 835-1515 
www.servertech.com 



Physical Infrastructure 





RS232 Access 
8 Rebootable Receptacles 

RPC14 

8 Receptacle Power Control and Monitoring 

Current, Voltage, Power, and Temp Monitoring 
LCD Screen displays power monitoring information 
RS232 interface, 120/208VAC 10,20,30A Models 
Turn On, Off, or Reboot any or All Receptacles 




BayTech 

(800) 523-2702 
www.baytech.net 



Physical Infrastructure 




Low Profile 19" Server Rack Cabinet 

Great for POS Applications or wherever you 
have small space requirements 

Available in variety of sizes: From 3U-25U 
Usable cabinet depth from 22.5"D to 34.5"D 
Universal rack rails fit all major brand servers 
TTSC Series shown 
Visit: www.iscdfw.com for the Processor special 
» 10% off all sizes with coupon #PMLPT09 



TB Information Suppori: Concspts.iwc 

Leading Infbniiation Technology Praducts Since 19S7 



Information Support Concepts Inc. 

(800) 458-6255 
www.iscdfw.com 



Physical Infrastructure 




4U\ 



MicroGoose Climate IVIonitor 

Low-Cost MicroGoose Climate Monitor with PoE 

• $1 99 — Low-cost Web server 

• Small, fits anywhere 

• Temperature & Humidity Sensor built-in 

• Power over Ethernet (PoE) 

• Multiple alarms per sensor 

• 1-Year Warranty/30-Day Money Back Guarantee 




IT Watchdogs 

(512) 257-1462 ext 537 
www. ITWatchdogs.com 



Physical Infrastructure 



Climate & Power IVIonitoring Book 



Server Room 
Climate & Power 
Monitoring 



Haw la Protect Coitiftiiter l^qiiipmenl 
Ag:iinst Damage & Dowittinis Using 
Loztf-cosi, Vleb-based Demces. 

the SlsffaftT WatADngs 




Server Room Climate 

Worries? 
GET OUR free BOOK 

• Read about the 
$150,000 thermostat 

• Useful information to 
protect your server room 

• Monitoring techniques 

• Heat: the big problem 

• Water and unwanted 
visitors 

• Where to place your 
sensors 

• Things to avoid 
freebook® itwatchdogs. com 



IT Watchdogs 

(512) 257-1462 ext 537 
www. ITWatchdogs.com 



Physical Infrastructure 



NETWORK Series Network Rack 



Prices starting at 

$1,042 




RACKMOUNT 

SOLUTIONS, LTD 

ISO 9001:2000 Certified 



Need a COMM rack with the 
rack rails moved to one side 
to accommodate large cable 
bundles? 

You have the option to slide 
your vertical rack rails hori- 
zontally as well as vertically. 
Set your rackmount width to 
1 9 or 23 inches. Talk about 
versatility! 

Slide the rack rails to one 
side of the cabinet, allowing 
for additional 4 to 9 inches, of 
space on the opposite side to 
run large cable bundles. 



Rackmount Solutions Ltd. 

(866) 207-6631 
www.rackmountsolutions.net 



Physical Infrastructure 



RS-4 Post Rack 



RACKMOUNT 

SOLUTIONS, LTD 

ISO 9001:2000 Certified 



• Unique adjustable 4- 
post rack 

• Includes FREE angle 
brackets 

• Bottom adjustable plates 
serve as shelf for towers 
or UPS 

• Adjusts from 21.2 to 35 
inches deep 

• Square, universal 
mounting holes 



Rackmount Solutions Ltd. 

(866) 207-6631 
www.rackmountsolutions.net 



Physical Infrastructure 



RS232 Port 



Transfer Switch 




4 receptacles 
per side 



RPC18 

8 Receptacle Power Control / IVIonitoring w/Trans Switch 

• Current, Voltage, Power, and Temp Monitoring 

• Automatic Transfer Switch 

• RS232 or Network Interface 120/208VAC 10, 20, 30A Models 

• Turn On, Off, or Reboot any or All Receptacles 



BayTech 

(800) 523-2702 
www.baytech.net 



Physical Infrastructure 



CS-27V Sentry Smart CDU 



Server Technolosy, Inc. 



Provides reliable power distri- 
bution. Use one IP address 
across different power circuits. 

• High Density 

• Multiple Voltage Outputs 

• Input Current Monitoring 

• IP Access & Security 

• Alerts for Power & 
Environmental Conditions 

• NEW! Fuse Retractors for 
Branch Circuit Protection 

• Environmental (Temperature 
& Humidity) Monitoring 

• NEW! Linking for Smart 
CDU (Expansion Modules) 



Server Technology Inc. 

(800) 835-1515 
www.servertech.com 
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SUPEl Uma YEAR SALE 



95-Z4238-000 
HergoZ4238-42U/38"D 
Enclosure Cabinet 



24-14900-006 
Wall Mount Enclosure 
6U - Single Section 



24-14900-002 

Wall Mount Enclosure 
12U - Single Section 





24-14700-002 

Wall Mount Enclosure 
12U - Double Section 




Only $749 

Complete Base Unit 




Only $199 



Hergo is a U.S. designer and manufacturer of Technica 
Computer Furniture, offering a wide range of solutions 
for your technical work space. Visit our Website at 
www.hergo.com to learn more about our products. 



Only $279 



888.222.7270 www.hergo.eom 




GSA Contract # - GS-29F-01 33G 

56-01 55th Avenue, Maspeth, New York 11378 



Physical Infrastructure 



Air Conditioned Server Cabinet 



Prices starting at 

$3,420 




RACKMOUNT 

SOLUTIONS, LTD 

ISO 9001:2000 Certified 



From 1 ,800 to 20,000 BTU 
Rackmount and Sidemount 
Three sets of L-shaped 
universal vertical rails 
Base, casters, and leveling 
feet standard 
Removable side panels 
Lexan front door (or solid 
steel) w/ lockable handle 
Steel rear door with lockable 
swing door handle 
Avail, in heights of 24u, 30u, 
35u, 40u, 42u, 44u, 48u; 
depths of 24", 30", 36" and 
42"; widths of 19", 23" & 24" 



Rackmount Solutions Ltd. 

(866) 207-6631 
www.rackmountsolutions.net 



Physical Infrastructure 



Snake Air® Airflow Managers for Data Centers 





Keep Your Cool 
in the Data Center! 

Proper airflow is critical in 
today's data center for pro- 
tecting sensitive equipment 
and conserving energy. 

Snake Airflow Managers: 

Manage proper airflow while 
allowing cables to easily 
pass through 

Compact and cost-effective 
design installs in minutes 
IVIodels available for access 
floors, network switches, and 
equipment racks 



Snake Tray 

(800) 308-6788 
www.snaketray.com 
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Switched CDU CW-24V2 




Power cycle individual or 
groups of outlets to remotely 
reboot network devices. 




• 208V to 240V Single or 3- 
Phase power at 20 or 30A 

• Access and Security: Web 
interface, SSL, SSH, Telnet, 
SNMP, LDAP, TACACS-h, 
and RS-232 access 

• Environmental Monitoring 

• Fuse Retractor 

• High-Density 24 lEC C1 3 


W 

Server Technolosy, Inc. 


Server Technology Inc. 

(800) 835-1515 
www.servertech.com 



Physical Infrastructure 



I 



I 

24 Receptacles 



LCD Display 



RS232 Access 

RPC 22 

24 Receptacle Remote Power Monitoring & Distribution 

Current, Voltage, Power, and Temp Monitoring 
LCD Screen Display 

RS232 Interface 120/208VAC 10,20,30A Models 
Power Distribution and Monitoring In One Unit 



BayTech 

(800) 523-2702 
www.baytech.net 



Storage 




ARAID 2200 SATA/USB/eSATA 

' Never lose data from a hard disk crash again 

' Easy to install and use on any server or PC 

' Keeps data mirrored on two drives at all times 

' No additional software or hardware is needed 

' Computer keeps operating even when one drive fails 

' Makes tape drives obsolete 

•$395 

A ACCORDANCE 

Accordance Systems 

(866) 334-4446 
www.accordancesystems.com 




Attention Manufacturers: 

Advertise Your Products 
In Processor's Showcase 
Product Directory! 



Proven publication in 
business since 1979 
Color picture 
Detailed, editorial-style 
product description 
Internet exposure via our 
Web site; Processor.com 
Only $176 an issue 




Call Us Today At 
(800) 247-4880 
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Product ^ Releases 



Clients 



■ Kofax Document Exchange Server 2.0 

Kofax has announced version 2.0 of its 
Document Exchange Server, which helps 
improve efficiency, speed up processing 
times, and reduce operating costs for docu- 
ment-centric enterprises. Version 2.0' s fea- 
tures include enhancements to the user 
interface, support for LDAP and Active 
Directory, and greater scalability for com- 
panies that use WebLogic application 
servers and Oracle lOg database software. 
Version 2.0 also allows for the use of 
TWAIN-based document scanners and 
includes a Web Services SDK. 

■ Oracle Hyperion Strategic Finance Fusion 
Edition 11 

Oracle has announced a financial model- 
ing application for executives, Oracle 
Hyperion Strategic Finance Fusion Edition 
1 1 . The application is designed to integrate 
with Oracle Crystal Ball, a spreadsheet- 
based application for predictive modeling, 
forecasting, Monte Carlo simulation, and 
optimization. Together, the products help 
organizations manage possible risk and 
uncertainty in not only capital investment, 
but also financing decisions. Part of 
Oracle's EPM system, Oracle Hyperion 
Strategic Finance Fusion Edition 11 also 
integrates with Oracle Hyperion Financial 
Data Quality Management. 

■ Oracle PeopleSoft Enterprise Workforce 
Communications 

Oracle's PeopleSoft Enterprise Work- 
force Communications provides HR orga- 
nizations with a comprehensive solution for 
planning and delivering HR programs and 
surveys to the workforce. The product 
allows HR to understand and assess perti- 
nent challenges by including benefits 
such as a reduced risk of noncompliance, 
improved productivity through increased 
employee engagement, an increased ability 
to identify over- and under-performing 
areas, and the capability to identify work- 
force segments requiring additional training 
or development while also reducing pro- 
gram costs. 



Networking & VPN 



■ Alcatel- Lucent Optical Network Terminals 

Alcatel-Lucent released a range of indoor 
eco-sustainable ONTs (optical network ter- 
minals), which are located on the customer's 
site and convert optical signals back into 
electric voice, video, or data, to complete the 
company's DSLAM (digital subscriber line 
access multiplexer) concept and series of 
passively cooled FTTB (fiber-to-the-build- 
ing) DSLAMs. The ONTs use 30% less 
power, require little space, are easy to install, 
and are ready to include residential gateway 
abilities. Alcatel-Lucent says its DSLAM 
concept lets service providers manage up to 
24 times fewer nodes in FTTB or FTTN 
(fiber-to-the-node) architectures for more 
cost-effective operation. 

■ Allot Communications & Camiant 
Integrated DPI & Policy Control Collaboration 

Allot Communications and Camiant have 
collaborated to offer what they call a com- 
plete DPI and policy control solution for 
fixed and mobile broadband networks. The 
companies expect the joint effort to foster 
the release of innovative applications and 
subscriber-aware tiered and premium ser- 
vices that control bandwidth utilization and 
enhance QoE (quality of experience). The 
partnership brings together Allot' s DPI- 
based application identification and PCEF 
(Policy and Charging Enforcement Func- 
tion) abilities with Camiant' s MPE 
(Multimedia Policy Engine). Camiant's 



AllQt 

communications 

MPE is compliant with 3GPP's PCRF 
(Policy and Charging Rules Function) spec- 
ifications. The companies say the joint 
effort lets operators better control and man- 
age their network usage, thus prioritizing 
time-sensitive applications, developing new 
service plans, and controlling peak and 
total bandwidth utilization based on various 
conditions. 

■ Archer Technologies SmartSuite 
Framework With Archer Data Feed Manager 
& Application Security DbProtect 

Application Security has partnered with 
Archer Technologies and announced the 
full integration of Archer SmartSuite 
Framework through the power of Archer 
Data Feed Manager and DbProtect. 
Available via Archer Exchange, users will 
be able to use the Archer SmartSuite 
Framework to identify risks, track vulnera- 
bilities, and reduce 
APPLICATION redundancies at the 
MgWJaiiMliglWI database level. The 
Data Feed Manager 
mediates between the Archer SmartSuite 
Framework and DbProtect. Other features 
include the ability to analyze vulnerability 
scans, proactive task assigning, scan 
request completion, and map scanning to 
business-critical devices. 

■ CRYPTOCard BlackShield ID 

CRYPTOCard has unveiled BlackShield 
ID, an authentication solution that helps 
reduce the burden placed on IT adminis- 
tration and help desk support. The Black- 
Shield ID architecture enables the delivery 
of real-time reports. The solution supports 
log-in activity monitoring and suspect 



CRYPTOCard 



alarms. The browser-based interface dis- 
plays automated reports to streamline reg- 
ulatory compliance for the reduction of 
total man hours. BlackShield ID supports 
the CRYPTOCard SMS token, as well as 
the CD-I token. 

■ ForcelO Networks Virtualization Framework 

Force 10 Networks released its Virtual- 
ization Framework designed to enable 
users to build, design, troubleshoot, and 
benchmark network and application per- 
formance in a virtualized environment. 
ForcelO Virtualization Framework, which 




consists of the ForcelO VirtualControl, 
VirtualScale, and VirtualView software 
components, lets users partition physical 
network assets to virtualize logical bound- 
aries, consolidate physical network fab- 
rics to virtualize physical boundaries, and 
inspect and automate network behavior, 
respectively. 

■ Juniper Networks & Nokia Siemens 
Networks Carrier Ethernet Solution 

Juniper Networks and Nokia Siemens 
Networks announced a fully interoperable 



^Juniper' 

S^^K NETWORKS I 



Carrier Ethernet solution designed to deliv- 
er resilient access and aggregation for ser- 
vice providers. The offering consists of the 
Juniper Networks MX-series Ethernet 
Services Router, Nokia Siemens Networks 
A-series Carrier Ethernet Switch, and the 
ASPEN "single click" network manage- 
ment system. The new Carrier Ethernet 
solution is set to be available in the second 
half of this year from the companies or 
qualified resellers. 

■ Librato Smart Suspend 

Librato has introduced Librato Smart 
Suspend, which uses Librato's operating 
system abstraction layer and produces safe, 
efficient, and proper suspension and 
resumption of applications to run higher- 
priority jobs. Librato Smart Suspend maxi- 
mizes server utilization by suspending run- 
ning applications in order to instantly free 
up critical resources, such as memory and 
application licenses. Additionally, Librato 
Smart Suspend permits SLA management 
by ensuring job priority without squander- 
ing time and computer cycles or forfeiting 
completion times. Application licenses are 
released when a job is suspended, which 
maximizes application license ROI. Librato 
Smart Suspend also features seamless 
integration with Platform LSF Session 
Scheduler. 

■ Raritan CommandCenter 
Secure Gateway 4.1 

Raritan released its CC-SG (Command- 
Center Secure Gateway) 4.1. New features 
include a flexible "neighborhood" configu- 
ration for managing IT equipment in data 
centers and branch offices. The neighbor- 
hood feature lets several CC-SG units and 
the IT equipment connected to them to be 
controlled via one portal. The neighbor- 
hood configuration is designed to deliver 
quick access and control across several 
local and/or remote data centers and to all 
types of IT equipment. Additionally, the 
neighborhood configuration boosts access 
performance by doling out IT access 
among CC-SG units. 

■ SAP AG Business Suite 7 

SAP AG introduced SAP Business 
Suite 7 software, which is designed to 
help organizations optimize performance 
and slash IT costs. The new SAP Business 
Suite is engineered to improve upgrades 
and help enterprises shrink IT costs with 
enhancement packages. Additionally, 
SAP Business Suite 7 lets users add 
durable insights with select analytics 
capabilities from the SAP Business- 
Objects portfolio and attain end-to-end 
process excellence via the modular 
deployment of industry best practices and 
SOA. The SAP AG Business Suite 7 also 
presents enterprises with industry-rich 
value scenarios. 

■ SolarWinds IP SLA Monitor 

SolarWinds has released a free down- 
loadable tool, the IP SLA Monitor, which 
the company describes as simple and 



solarwinds 



affordable network management software 
that lets network engineers unlock IP SLA 
(IP Service Level Agreement) technology 
for decentralized insight into device-to- 
device and remote-site performance. The 
tool lets users analyze specific transport 
metrics from Cisco IP SLA-capable 
devices to another Cisco router or differ- 
ent IP device through a graphical dash- 
board interface, which also allows for 




configuration of router IP SLA operations 
and the monitoring of statistics in real 
time. SolarWinds adds that integration 
with Orion Network Performance Monitor 
also lets users acquire more powerful net- 
work management capabilities. 

■ StrataScale IronScale 

StrataScale announced that its IronScale, 
a server hosting solution, now features 
on-demand control of servers, security, 
storage, and network management from 
a single turnkey server. The level of flexi- 
bility and control provided by IronScale 
lets clients dynamically manage infrastruc- 
ture and scaling based on business require- 
ments. IronScale addresses lack-of-re- 
source challenges for SMEs through a 
flexible, dynamic solution that offers relia- 
bility, security, and performance of its 
enterprise-class IT environment. 

■ Voltaire InfiniBand Switch Module 

Voltaire has announced that it will 
design a 40Gbps InfiniBand switch mod- 
ule for IBM BladeCenter, which will 
be 100% faster than current options. 
Designed to deliver additional benefits, 
the switch module will be for both the 
enterprise data center and HPC (high-per- 
formance computing) markets and will 
better support the performance require- 
ments of enterprise applications for virtu- 
alization and enterprise resource planning. 
Due to the high bandwidth and I/O 
throughput, the switch is designed 
to greatly simplify large-scale HPC 
deployments, and, by requiring very low 
power per port, it will contribute to the 
BladeCenter' s energy efficiency. 

■ Zoom Technologies Model 3035 PCI 
Express Modem 

Zoom Technologies announced its V.92 
data/fax modem for desktop computers. 
The Model 3035 PCI Express Modem is a 
low-cost dial-up modem that can be 

plugged into 
an available 
PCI-E slot on a 
Windows-bas- 
ed computer. 
Some of the 
included fea- 
tures are plug- 
and-play instal- 
lation, send and 
receive fax sup- 
port, and ZoomGuard lightning protection. 
The Model 3035 retails for $39 and is com- 
patible with Windows 2000, XP, and Vista 
systems. 



Physical Infrastructure 



■ GE Digital Energy GT Series 5-10kVA UPS 

GE Digital Engergy announced that its 
new GT Series 5 to lOkVA uninterruptible 
power supply provides high reliability and 
long uptime, despite its compact dimensions 
and low Ufecycle cost. The single-phase dou- 
ble-conversion unit has a maintenance 
bypass mode that can continue to provide 
power to the system during scheduled 
upkeep of the UPS. It can supply AC voltage 
of 240/120, 208/120, 230/115, 220/110, or 
200/lOOVAC. 




zoom 
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Product Releases 




■ RLE Technologies LD1500 

A new distance read panel from RLE lets 
you detect water leaks in critical areas, 





such as data centers and clean rooms. 
When used with RLE's leak detection 
cables or zone spot detectors, the LD1500 
can relay alarm status and allow settings 
adjustments over HTML, TCP/IP, TFTP, 
and a number of other protocols. The panel 
has adjustable thresholds for key indicators 
and can report the distance along a sensor 
cable to a leak. 

■ Tripp Lite Internet Office UPSes 

Citing the need to cut energy costs in 
these economically harsh times, Tripp Lite 
made its Internet 
Office UPSes even 
more power-effi- 
cient. The product 
line now boasts an 
efficiency rating of 
99%, which could 
save your compa- 
ny up to $125 in energy bills over a five- 
year period, according to Tripp Lite. 
Affected products in the Internet Office 
family include the 8-outlet (four with bat- 
tery backup) INTERNET550U (550V A) 
and INTERNET600U (600V A), as well as 
the 12-outlet (six with battery backup) 
INTERNET750U (750VA) and INTER- 
NET900U (900V A). 



Security 



■ nCircle Suite360 Intelligence Hub 2.1 

nCircle unveiled the latest version of its 
Suite360 Intelligence Hub, which is an 
advanced reporting and analytics solution 
for nCircle' s Suite360 agentless security 
risk and compliance management platform. 
Suite360 Intelligence Hub 2.1 lets users 
address security risks, configuration issues, 
and compliance requirements across the 
global IT network with dashboards and 
actionable reporting. The updated offering 
features granular, role-based access control, 
integration with Microsoft Active Direc- 
tory, flexible asset grouping, and automated 
asset value assignment. 

■ Oracle Reveleus ICAAP Analytics & 
Reveleus ICAAP Assessments 

Oracle announced Oracle Reveleus 
ICAAP Analytics and Reveleus ICAAP 
Assessments, tools designed to help finan- 
cial institutions comply with the ICAAP 
(Internal Capital Adequacy Assessment 
Process) requirements under Pillar 2 of 
the Basel II accord. Together, the two prod- 
ucts form the foundation of an integrated 
solution that lets financial institutions iden- 
tify, measure, and manage risk and capital 
across the entire organization. Features 
include risk assessment, risk monitoring, 
modeling, stress testing, risk aggregation, 
and allocation, as well as regulatory report- 
ing. 

■ Talis Data Systems Datagent 

Talis Data Systems launched Datagent, 
an NSA/NIAP-validated, hardware-based 
security system. When installed in a PC or 
workstation, Datagent controls user access 
to peripherals, preventing data migration 
across multiple secure networks and pro- 
viding protection against insider attacks. 
Independent of the PC's operating system, 
Datagent' s SmartCard-based interface pro- 
vides system administrators with a config- 



urable and auditable protection strategy to 
manage user access to components such as 
hard drives, USB ports, and network con- 
nections. Datagent is NSA/NIAP-validated 
at EAL level 4 and ensures physical separa- 
tion of up to three networks within a single 
desktop computer. It also preserves data 
integrity from internal attacks, minimizes 
IT hardware expenditure, and helps reduce 
energy consumption. 

■ Tenable Network Security Nessus 

Tenable Network Security announced 
that its Nessus vulnerability scanner now 
lets users audit the configuration of many 
different SQL databases. The checks 
are only available to Security Center 
users and ProfessionalFeed subscribers. 
Originally designed as a network vulnera- 
bility scanner, Nessus' capabilities have 
been extended to conduct agentless patch 
audits, perform system configuration analy- 
sis against industry best practices, audit 
applications, and examine other financial or 
confidential information. The new database 
auditing capability adds value to Nessus for 
a wide variety of corporate enterprise audi- 
tors and security consultants. The ability to 
perform a full security audit of the underly- 
ing operating system, as well as the SQL 
database configuration, ensures that appli- 
cations help prevent data loss from SQL 
injection attacks, direct attacks on the data- 
base, and inadvertent internal access to sen- 
sitive data. 

■ Voltage Security SecureData 

Voltage Security announced enhance- 
ments for SecureData, its information 
encryption solution. These include support 
for additional platforms, including end-to- 
end encryption across distributed environ- 
ments, and support for z/OS and HSMs 
(hardware security modules). Other fea- 
tures include the ability to manage several 
servers from a single point, direct encryp- 
tion of databases without building a sepa- 
rate encryption application or creating 
extracts, easy integration with existing 
appliances, and compliance through com- 
prehensive logging and audit reports. 

■ Websense Hosted Email Security 
& Hosted Web Security 

Websense unveiled Hosted Email Secu- 
rity and Hosted Web Security, on-demand 
security services that utilize Web threat 
intelligence from the Websense URL data- 
base and Websense ThreatSeeker Network. 
If an attacker tries to send a malicious link 



or spam through email, Websense Hosted 
Email Security will clean the message 
in the cloud before it reaches its destina- 
tion. Additionally, if a user clicks on 
a malicious link, Websense will prevent 
access to the Web site. Websense cloud- 
based security solutions feature a re- 
designed user interface and a single sign-on 
for both Web and email that IT managers 
can remotely access. Websense Hosted 
Email Security now also lets end users 
view blocked email, release messages, 
and whitelist or blacklist senders. 



Storage 



■ Enhance Technology StorPack T Series 

New backplane drive enclosures from 
Enhance include LED signal light pipes 
and rear cooling fans. The new StorPack 
S23T/S34T/S35T Series, intended for a 
variety of RAID and JBOD applications, 
uses Enhance' s removable, T-shaped tray 
design. The aluminum, high-density back- 
plane supports multiple disks with either 
SAS or SATA interfaces, and it has an indi- 
vidual key lock for each drive. 

■ LeftHand Networks SAS Starter SAN 
& SATA Starter SAN 

LeftHand Networks, an HP company, 
introduced its SAS Starter SAN, which is an 
entry-level storage-area network platform 
ideally suited to the virtualized server envi- 
ronments of midsized enterprises. The 
offering is capable of balancing data vol- 
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umes across all disk drives, network con- 
nections, and processors. Features include 
replication, thin provisioning, and snapshot 
management tools to help users maintain 
data availability. The SAS Starter SAN sup- 
ports up to 80 network ports and 320 hard 
drives. LeftHand Networks also released a 
higher-capacity SATA Starter SAN, which 
supports up to 12TB. The 4.8TB SAS 
Starter SAN starts at $35,000. The 12TB 
SATA Starter SAN starts at $30,000. 

■ Overland Storage NEO 2000E 
& NEO 4000E 

Overland Storage released two NEO E- 
Series scalable, automated tape libraries for 
long-term archival and data protection 
requirements. The NEO 2000E and NEO 



4000E include multiple embedded capabili- 
ties, such as enhanced processing power, 
integrated partitioning, improved mail slot 
functionality, remote diagnostic monitor- 
ing, and an updated library/drive interface. 
The NEO E-Series integrates with the REO 
Series, VTLs, Snap Server NAS appli- 
ances, and ULTAMUS RAID SAN storage. 
Additionally, the NEO E-Series supports 
LTO HH tape drive technology. The NEO 
2000E scales from 30 to 240 cartridges (per 
module), and the NEO 4000E scales from 
60 to 240 cartridges (per module). Both 
models start at $12,333. 

■ Rocsecure Rocsafe MX Mobile 

Rocsecure released the MX Mobile, a 
new generation of its line of secure, 
encrypted external hard drives, which the 
company says is the world's first encrypt- 
ed hard drive enclosure with FIPS level 2 
SmartCard protection. The 2.5-inch MX 
Mobile uses real-time hardware encryp- 
tion and is designed to encrypt data on the 
fly. Using the enclosure doesn't require a 
software installation, and the MX Mobile 
can function independently of a comput- 
er's operating system. The MX Mobile 
also includes an embedded keypad that 
lets users key a PIN directly into the unit, 
ensuring protection from key loggers. 
Designed as a bump-in-the-wire device on 
a SATA cable, the MX doesn't require 
mounting. Instead, it plugs between a 
motherboard SATA connector and a hard 
drive. Other features include preboot 
authentication, two-factor authentication, 
and up to 500GB storage support. 

■ Rocstor Guardian 

Rocstor announced the release of a line 
of RAID systems called The Guardian. 
The Guardian is available in tower/desk- 
top models with up to STB of hot- 
swappable hard drives. Other features 
include data transfer speeds up to 3Gbps, 
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store your future 

support for hot spare and automatic hot 
rebuild, password protection, and built-in 
NIST- and CSE-certified AES 256-bit 
hardware cryptographic processor. The 
Guardian is compatible with both Win- 
dows and Mac systems. 



Do you have a new product 
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in learning about? 
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I Tech Leaders Fund New University 

NASA, Google, and other technology leaders 
are helping fund a new university with a goal 
of preparing students to address "humanity's 
grand challenges." Singularity University will 
provide courses in health, nanotechnology, 
artificial intelligence, and other facets to face 
issues such as energy consumption and envi- 
ronmental problems. Courses at Singularity 
will consist of a single nine-week session of 
study every summer, where 120 students 
from a variety of disciplines will join together 
to discuss world problems. Singularity indicat- 
ed that candidates will be chosen mostly from 
graduate and post-graduate programs. The 
university will also be offering three-day and 
1 0-day courses for business executives 
throughout the year. 




I \BU To Build New Supercomputers 

IBIVI will be building two new supercomputers 
to assist the Department of Energy in re- 
search and simulation testing related to 
nuclear weapons, astronomy, energy, human 
genome science, and climate change. The 
first supercomputer. Dawn, will be deployed 
early this year and will serve as the founda- 
tion for the second supercomputer, Sequoia, 
scheduled for deployment in 2012. Sequoia 
will be capable of top speeds of 20 petaflops, 
making it 15 times faster than today's most 
powerful supercomputer and offering more 
processing power than all the supercomput- 
ers on the TopSOO list, according to IBM. The 
supercomputer will incorporate 1.6 million 
IBM POWER processors and 1 .6 perabytes 
of RAM in 96 refrigerator-sized racks. 

I Microsoft Receives 10,000th Patent 

Add another item to Microsoft's list of accom- 
plishments. Earlier this month, the software 
maker received its 10,000th patent. Bart 
Eppenauer, Microsoft's chief patent counsel, 
says, "Logging the 10,000th patent really is a 
testament to all the innovation that has been 
taking place." The 10,000th patent reportedly 
involves technology that ties together real- 
world objects with computer-stored images or 
data. Microsoft employee Curtis Wong is list- 
ed as an inventor on the 10,000th patent, just 
as he was on Microsoft's 5,000th patent. 
Overall, Microsoft ranked in the top five for 
total patents received in 2008, trailing leader 
IBM, which received 4,186 U.S. patents last 
year, marking the first time a company has 
received more than 4,000 patents in a calen- 
dar year. Microsoft, meanwhile, led for the 
second consecutive year a category the IEEE 
(Institute of Electrical and Electronics 
Engineers) maintains that measures the over- 
all impact of a patent portfolio. Microsoft 
reportedly files about 3,000 patents a year. 

I Venture Capital Investment 
Returns Drop 

Investors in venture capital funds lost about 
1 .6% last year, according to Thomson 
Reuters and the NVCA (National Venture 
Capital Association). That includes a quarter- 
over-quarter drop of 6.9% between June and 
September. Despite the loss, the NVCA 
notes that venture capital returns outper- 
formed the public markets, including the 
NASDAO and S&P 500. For all of 2008, the 
NVCA reports that venture capitalists invest- 
ed $28.3 billion in 3,808 deals. These figures 
mark an 8% drop in dollars and a 4% decline 
in the number of deals, marking the first time 
venture capital investments have declined 
since 2003. 



A Perfect Fit 

Stallard Technologies Custom- Configures 
Refurbished Dell PowerEdge Servers 
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by David Geer 

A lU SERVER IS COST-EFFECTIVE for a 

variety of applications. For example, small 
to midsized enterprises that cannot lever- 
age the density of blade centers due to 
price, power consumption, or cooling chal- 
lenges may choose lU servers. "A lU 
server does not draw a lot of power, espe- 
cially if it is not loaded up with a lot of 
internal disk drives that drive up power 
consumption," says Greg Schulz, principal 
analyst at StoragelO and author of "The 
Green and Virtual Data Center." 

Price, power bills, and cooling costs are 
not the only concerns that drive lU server 
popularity, however; according to Schulz, 
SMEs that look at tiered approaches to 
servers — similar to how they look at tiered 
storage — will find lU servers suitable for 
certain tiers. "SMEs should align different 
servers with differing performance, avail- 
ability, capacity, energy, and economic 
considerations," Schulz explains. Refur- 
bished lU servers address many of these 
issues — a concept that used equipment 
vendor Stallard Technologies (www 
.stikc.com) caters to with its refurbished 
Dell Power-Edge servers. 

Unique Configuration 

Stallard Technologies receives ongoing 
shipments of Dell PowerEdge 1950 64-bit 
lU servers in good working order. Cert- 
ified Stallard technicians then inspect the 
servers, power them on, test them, config- 
ure the hardware to order, update the BIOS 
and firmware, and ship them safely with a 
one-year warranty. 

Hardware configurations are customized 
to exact customer specifications using sin- 
gle or dual 5000 or 5100 series Intel Xeon 
CPUs. Customers can select 
from 1 to 64GB of RAM 
and any combination of one 
or two SAS or SATA hard 
drives up to 36GB for SAS 
and 1TB for SATA. The 
rack-mountable servers are 
available with single or 
dual power supplies. 

The units offer an option- 
al internal PERC 5/i RAID 
controller configurable for a 
mirrored RAID 1 set for 
redundancy or a striped 
RAID set for performance. An optional 
DRAG 5 (Dell Remote Access Controller) 
card is available for remote access. Rail 
kits and bezels are sold separately. 

Fine Details 

Stallard Technologies boots each prod- 
uct it builds or refurbishes. It updates the 




BIOS firmware on the RAID card, as well 
as the firmware on the motherboard. "We 
have written our own custom scripts to 
complete those operations," says Ryan 
Conlan, operations manager at Stallard. 

Stallard is also well-versed in the use of 
the free OpenManage software from Dell, 
which may be used to perform updates. 
Dell makes the OpenManage software and 
a continually updated SUU (server update 
utility) available on its Web site. 

By burning CDs of the software, techni- 
cians can boot from an OpenManage CD 
and then run the SUU CD. Upon selecting 
"firmware update," the software updates 
everything on the product's hardware. 
"Then we set up the RAID set and initial- 
ize the drives to make sure they are work- 
ing properly. The 1950 has an LED indica- 
tor across the front of the unit that tells us 
whether there is an issue," Conlan says. 

"By allowing our customers to cus- 
tomize their orders, we give them exactly 
what they need so they don't have to [set- 
tle] for an off-the-shelf solution," says 
Conlan. About 75% of the time, Stallard 
customers prefer their 1950s with 2.33GHz 
processors, two 73GB drives, and 4GB of 
RAM, Conlan estimates. Other commonly 
ordered configurations for the 1950 are 
available on Stallard' s Web site. 

Drive One Home 

Stallard' s servers are in exceptional 
shape. "The only thing that experiences 
wear on these servers is the hard drives. 
We wipe the data on those, make sure they 
are functional, and reconfigure them," says 
Phil Poje, Stallard' s CMO. The company 
provides a one-year warranty, which can 
be extended up to three years. 

The company keeps drives on hand to 
upgrade the SAS or SATA drive configu- 
ration onsite in order to fill the customer's 
order precisely. "The SATA drives are a 
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little less expensive and offer larger drive 
capacities. The SAS drives are more 
expensive but offer better performance and 
longevity. And the firmware update utility 
works on all the drives we supply, as 
well," Conlan says. The drives are made 
by Maxtor, Seagate, Fujitsu, and Hitachi. 
"Dell buys their drives from vendors like 



contact 



Stallard Technologies 
Refurbished PowerEdge 1950 
1 U Servers 

(877) 851-2260 
www.stikc.com 

Description: Two-year-old refur- 
bished Dell PowerEdge 1950 64- 
bit 1 U servers configured to order 
and shipped in large or small 
quantities. Configuration options 
include single or dual 5000 or 
5100 series Intel Xeon CPUs, up 
to 64GB of RAM, and any combi- 
nation of up to two SAS or SATA 
drives. 

Interesting Fact: Stallard 
Technol-ogies offers optional low- 
voltage CPUs for the product as 
one of its standard configurations. 
This option can positively impact 
an SME's electric bill. 



these and attaches their own model number 
to them," Conlan explains. 

"With the most recent firmware update, 
the 1950s can support up to 64GB of 
RAM, which is attractive for hot memory 
applications in VMware so customers can 
expand memory as they need it," Con- 
lan adds. 

Flex Appeal 

Price and flexibility make the product 
especially attractive for SMEs. "The 1950 
is a real workhorse," says Poje. Enterprises 
use them for simple X-servers, file servers, 
and on up to VMware virtualization appli- 
cations. "The customer can ghost several 
servers on it at one time," Poje 
explains. 

The product runs Windows 
Server 2003 or 2008 Enterprise 
or Standard editions, VMware, 
and any Linux OS. The units are 
good for clustering environ- 
ments, HPCC applications, and 
any 32- or 64-bit applications. 

Stallard Technologies can 
configure one or 200 units from 
existing inventory and ship them the same 
day. "If we get a call at noon today that 
someone needs three custom-configured 
servers in California tomorrow morning, 
we can do that. We can test, package, and 
ship them to the customer within 24 hours. 
We have the inventory and the technicians 
on hand to do it," says Poje. 
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Keeping An Eye 
On The Data Center 



AVTECH's Room Alert 26W 
Monitors Environmental Threats 



by Bruce Gain 
• • ■ 

A WATER LEAK from the next room causes 
an entire server rack to short circuit and go 
down. Temperatures skyrocket after an air- 
conditioner failure, and the server's 
processors overheat and hard drives fail. A 
disgruntled employee knows which disks 
to destroy that will cause the company the 
most harm. The list of what can go wrong 
in a data center can make the most sea- 
soned admin wince. If and when such dis- 
asters happen, the costs to fix and replace 
data center servers and infrastructure in a 
small to midsized enterprise can easily 
total a few hundred thousand dollars. 

Short of having someone on hand to con- 
stantly monitor and watch the data center 
around the clock, what is an admin to do? 
The solution is a monitoring system that is 
comprehensive, reliable, and easy to use 
and alerts the appropriate IT individuals by 
sending a message to PCs and mobile 
devices. Such a solution is what AVTECH 
(401/847-6700; www.avtech.com) aims to 
offer with its Room Alert 26W. 

"By taking a proactive monitoring 
approach to these threatening environment 
concerns, a business will save money over 
the long term by reducing risk and avoid- 
ing disasters," says Michael Sigourney, 
founder and senior product specialist for 
AVTECH. "Room Alert products repre- 
sent a type of proactive insurance that 
helps an organization avert critical risks 
that can strike at any time and often with- 
out notice until the damage has occurred." 

Important Alerts 

The Room Alert 26W is designed to mon- 
itor a data center's temperatures, power con- 
sumption, moisture, and humidity. Its sen- 
sors can also detect movement, which 
allows it to be used as an intrusion detection 
device. When sensor thresholds are detected, 
such as when temperatures rise to a certain 
point or humidity reaches a level that might 
signify that there is a water leak, emails or 
text messages are sent to PCs, cell phones, 
and other mobile devices. Alerts can also be 
sent to a list of people simultaneously. 

"Because the average temperature [in 
data centers] will rise from the standard 68 
[degrees Fahrenheit] to over 85 F in about 
8.6 minutes when a problem arises from, 
for example, a power outage or an air-con- 
ditioning failure, the staff in charge must 
be alerted and take immediate action," 
Sigourney says. "With the critical shut- 
down threshold for most equipment is uni- 
versally agreed to be at 85 F, the best 
response would be to use the automatic 
server shut-down capabilities included 
with AVTECH's PageR Enterprise soft- 
ware to eliminate risk by shutting down 
the most expensive and critical hardware 
when extreme conditions occur." 

Room Alert 26W, which is AVTECH's 
high-end system for IT monitoring applica- 
tions, also offers a Web browser interface 
for accessing current sensor data in real 
time. The Web interface also allows for 



changes to the system's settings to be made 
remotely with an Internet connection. 

Going Where Only Wireless Can 

A key feature that distinguishes the Room 
Alert 26W from the competition is its wire- 
less sensors. Instead of having to run cables 
from the system to where you need to place 
the sensors, the Room Alert 26W's Wireless 
Sensor Hubs, or WiSH, communicate data 
wirelessly — indoors and outdoors — up to 
250 feet away. This enables sensors to be 
more easily placed in hard-to-access places, 
such as inside server racks, on top of walls, 
or other areas where cable connections are 
difficult to access, Sigourney says. 

"Room Alert 26W's ability to moni- 
tor these environments wirelessly breaks 
the tradition where managers and staff 
sometimes spent hours running cables 
from remote sensors to a monitoring 
device [and creates] a less 
time-consuming 



contact 

AVTECH Room Alert 26W 

(401) 847-6700 
www.avtech.com 

Description: Monitors IT facili- 
ties for environmental factors, 
such as temperature, humidity, 
and movement, and sends alerts 
to admins' PCs and mobile de- 
vices if any factor reaches an 
unsafe level. 

Interesting Fact: The Room Alert 
26W's sensors use the low-power 
ZigBee wireless standard to moni- 
tor humidity, heat, power, and 
other data points. 
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and 
less costly 
installation, while 
also allowing monitoring in 
places where running cables would 
otherwise be impossible," Sigourney says. 

The wireless feature is an example of 
how AVTECH's engineers have adapted to 
the needs of data centers in a vendor market 
that has seen its ups and downs. AVTECH, 
for example, has emerged from the dot-com 
bust early in the last decade to now com- 
mand a leading share in the market, 
Sigourney says. "As the computer industry 
changed and entered the dot-com years, 
many organizations tried to develop net- 
work-wide monitoring software products. 
This created an extremely competitive mar- 
ket where only the biggest of vendors . . . 
could get exposure," Sigourney says. 
"Although we had a more cost-effective and 
easier-to-use product, smaller vendors like 
AVTECH were not then able to compete 
with their marketing, financial resources, 
distribution, and media influence." 

Prior to the dot-com crash, the vendor 
market was also extremely crowded, 
Sigourney says. "It was a tough time, as 
almost 1,500 vendors were trying to gain 
market success in the area of network- 
wide monitoring," Sigourney says. 



"Eventually, 
the bubble burst, and 
only about a dozen key prod- 
ucts have remained as viable solu- 
tions on a worldwide basis." 

The Cost Factor 

Data center managers usually have an idea 
of how much it would cost to repair the 
damage that a catastrophic event might 
cause. Yet, the additional cost of downtime 
for an enterprise that might cease to function 
due to a server outage is but one of the other 
major risks that a monitoring system such as 
the Room Alert 26W can help to mitigate, 
says Rob Enderle, an analyst for the Enderle 
Group. There are other major risk factors to 
take into consideration, Enderle continues. 

"Particularly with moisture, you are talk- 
ing [about] a high-voltage environment, and 
there could also be safety issues [such] as 
technicians who rush in to address a failure 
but don't yet realize that the cause could be 
life- threatening. [Additionally], the tendency 
for laid-off workers to act out by doing dam- 
age to a firm's infrastructure goes up signifi- 
cantly, and a disgruntled worker gaining 
access to a data center could, in a very short 
period of time, do an impressive amount of 
damage," Enderle says. "All of this makes a 
product like the Room Alert 26W a true bar- 
gain because, in one offering, if deployed 
correctly, it can protect against a broad spec- 
trum of very costly threats to the data center 
and, perhaps, assure the survival of the com- 
pany that purchases it." 



Room Alert 26W Features & Specs 



Rack Mounted Size: 1 .75 x 19 x 3.75 inches 
(HxWxD) 

Rack Mounted Weight: 6 pounds, 3 ounces 
Operating Temperature: -40 to 185 F (-40 to 85 C) 
Power Source (Included): 5VDC 1A Adapter 
Power Compatibility: 1 10/240VAC, 50/60Hz, 
RoHS 



Built-in Uninterruptable Power Supply: 
Yes 

Ethernet Port & Speed: RJ-45, 

10/1 00Mbps BaseTX 

Ethernet Link & Activity Indicator: Yes 

Ethernet Cable (Included): 10 feet, red, 

snagless 



I Study: Identity Fraud 

Not As Profitable In Recession 

According to a study from research firm 
Javelin Strategy & Research, the current 
recession is affecting fraudsters, as well as 
honest workers. The firm discovered that, 
although the number of identity theft fraud 
instances increased by 22% last year, the 
overall cost to consumers, which includes 
legal fees and unrecovered losses, actually 
decreased by 31%, falling from $718 to $496. 
Javelin attributes the rise in identity theft and 
fraud in part to online fraud toolkits and global 
identity theft rings; it attributes the lower costs 
to faster fraud detection and reporting, as 
well as heightened security efforts on the part 
of consumers. 

I IT Jobs Steady 

During Economic Downturn 

Reports from the SANS Institute and Foote 
Partners, research companies focused on IT 
and security, have concluded that among the 
country's layoffs, IT-related jobs are the least 
affected. Foote Partners' research shows that 
9,000 management and technical consulting 
jobs were added in October and November 
2008, and an additional 1 1 ,000 of the same 
job types were added in January alone. And 
despite a drop of 8,800 jobs in computer and 
electronics products, additional jobs were 
added in categories such as computers and 
peripheral equipment and hosting. The SANS 
Institute, which based its study on an online 
sun/ey of more than 2,000 security execu- 
tives, found that jobs in information security 
remain steady, as did their salaries. Lending 
to this stability is demand for regulatory and 
data protection compliance and virtualization 
technology, combined with worry over poten- 
tial data breaches. The SANS study found 
that 79% of companies predicted no need to 
change their staff numbers, though 54% of 
companies say they won't be hiring additional 
staff this year. In addition, the study found 
that highly desirable security skills such as 
computer forensics, intrusion detection, and 
incident handling are faring well during the 
current economic situation, with about 40% of 
sun/ey respondents saying they earn more 
than $100,000 annually. 

I Study Assesses 
Cost Of A Data Breach 

A new study from PGP and the Ponemon 
Institute research firm found that businesses 
lost an average of $6.6 million after a data 
breach. The report indicated that most of the 
financial repercussions — about $4.6 million 
on average — were due to lost business. 
About 33% of the organizations surveyed say 
that the breach was caused by a third party, 
such as a contractor or outsourcer, but 70% 
of all the cases in 2008 involved incidents 
with insider negligence. Of those surveyed, 
the number of records compromised in the 
data breaches ranged from 4,100 up to 
92,000 records. 
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Digital Makeover 

Critical Links' edgeBOX Turns A Paper-Based Law Firm 
Into The Modern Age Of VoIP & Content Management 



by Sue Hildreth 

It was a random email — a mass mailing 
from an IT news publication — that prompt- 
ed Teahan & Constantino, a New York law 
firm, to finally ditch its old analog phones 
and make the jump to VoIP. It was also the 
catalyst for a whole series of upgrades to the 
firm's aging email, storage, content man- 
agement, and even calendaring systems. 

The email, which was a teaser for an arti- 
cle on the benefits of VoIP and unified 
communications, landed in the inbox of 
Joe Vavpetic, IT advisor for Teahan & 
Constantino. At that time — April 2008 — 
Vavpetic was in the market for a new phone 
system for the company's Poughkeepsie, 
N.Y., office, which still had a 25-year-old 
key-based phone system. The company's 
three other branches in New York all used 
different analog phone systems. 

"The old system was from 1980, and it 
was falling apart. The very day I was about 
to buy a [different] system, I saw an email 
talking about all-in-one communications 
services," says Vavpetic. 

Realizing that unified communications 
could solve more than just the company's 
phone problems, he halted plans to purchase 
the other phones and began researching uni- 
fied communications hardware and software. 

"We had problems with the phones, but we 
also had other problems. We had no true 



LAN, so if someone shut off his PC, no one 
could print to the printer attached to it. We 
had a growing need for wireless. We had 
hosted email, which was causing problems, 
so that people began getting email accounts 
on Yahoo! and EarthLink, which meant no 
central backup for corporate email. And we 
were looking at VPN solutions because our 
lawyers move around a lot. They go from 
office to office, go on vacation, travel for 
business, and often need to work and access 
files," says Vavpetic. 

With all of those needs in mind, he 
looked at products from three vendors, 
including Critical Links' edgeBOX 
Business Gateway (www. critical 
-links.com). His reseller advised him 
to buy the Critical Links product if he 
wanted to be able to do a lot of 
detailed configuring and tweaking of 
the system, as the edgeBOX allows IT 
administrators more freedom with the set- 
tings. Vavpetic opted to take his advice and 
chose Critical Links edgeBOX, an all-in- 
one unified communications gateway serv- 
er for voice, data, networking, file storage, 
and security services. 

Setting Up VoIP 

His first edgeBOX arrived in July 2008, 
and Vavpetic 's first big challenge turned out 
not to be configuring the device but, rather, 
haggling with the phone company. Due to a 



freak hardware problem, the Poughkeepsie 
branch simply couldn't get enough band- 
width to handle all of the IP traffic. 

"Our Poughkeepsie office is, as it turns 
out, at the end of a line, and the limitations 
on the bandwidth were unbelievable. It was a 
nightmare trying to get them to set things up 
and then bridge the traffic to edgeBOX so it 
wasn't going through their router. So just 
getting my Internet connection set up was the 
biggest hassle." 



Critical 



After deciding that he was never going to 
get enough bandwidth to allow the Pough- 
keepsie office to be the central router for the 
edgeBOX intra-office voice traffic, he pur- 
chased a second box for the Millbrook, N.Y., 
office. The second edgeBOX serves as both a 
backup unit and — with the addition of a 
bridge between it and Poughkeepsie — the 
central routing hub for incoming and outgo- 
ing VoIP calls to the company. 

After about 90 days, both of the 
edgeBOX units were up and running the 
core voice, networking, and file access 



services. But before he took the new sys- 
tem live throughout the whole company, 
Vavpetic first spent a few days testing the 
configuration and experimenting with dif- 
ferent settings in order to achieve optimal 
voice quality and to ensure everything was 
working well. 

During the course of this testing phase, 
Vavpetic discovered one potential problem: 
The edgeBOX had a limitation on how much 
storage space it could support. The first box 
he bought had an 80GB drive, which filled 
up fast. So he upgraded to a 300GB drive, 
with the option of adding an external drive, 
as well, if that space proved inadequate. 

Today, all four locations use VoIP via 
edgeBOX for their phone calls, and 
Vavpetic says the advent of unified com- 
munications and VoIP is making a huge 
difference in the firm. 
One big benefit is that voice messages and 
email can be sent and stored together, 
making it much easier and faster for 
lawyers to check messages. Attorneys 
can now also access messages and doc- 
uments from any branch office or from 
their laptops, allowing them to work 
anywhere they want and also to respond 
immediately to a client emergency with- 
out having to get to the office. Even 
incoming calls follow the employee; each 
phone number carries a MAC IP address, so 
it is not identified by a physical jack and can 
be forwarded to wherever the attorney hap- 
pens to be working. 

"It's very easy to manage the phone sys- 
tem now, to create a new extension, or move 
it around, or add a phone, because it' s all IP- 
based. If you have an Internet connection at 
home, it's just like being in the office," 
Vavpetic notes, adding that long-distance 
bills are down considerably because most 
calls are now conducted via VoIP. 
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Building A Supercomputer 



OU Uses Infiniband Networks 
Powered By QLogic To Ease Deployment 



by Robyn Weisman 

The University of Oklahoma developed 
its OSCER (OU Supercomputing Center for 
Education and Research) high-performance 
Linux computing cluster to benefit the high- 
end computing needs of about 500 students, 
faculty, and staff, both at OU and institu- 
tions collaborating with the university. 
Unlike most supercomputers, OSCER is 
specifically targeted toward education and 
direct research support at several different 
colleges within OU, including the depart- 
ments of Arts & Sciences, Engineering, 
Geosciences, and Medicine. 

Henry Neeman, director at OU Super- 
computing Center for Education & Re- 
search (www.ou.edu), says that a key 
aspect of supercomputing is the need for 
lightning-fast communication among a 
large number of servers. A weather fore- 
cast of the continental United States, for 
example, requires splitting up raw data into 
four or five chunks, each of which gets ana- 
lyzed on one of the many servers that make 
up the supercomputing cluster. But then 
each of these chunks has to communicate 
with one another to provide the user with a 
complete picture of the weather patterns. 

"If you have a storm that's passing from 
eastern Oklahoma into western Arkansas, 



there needs to be communication on [the] 
boundary between Oklahoma and Arkansas," 
says Neeman. "It is not so much focused on 
bandwidth [but] on latency. How long does it 
take for that first bit to show up?" 

Given that the messages that make up the 
complete picture tend to be very small, 
OSCER needed an interconnection network 
among its 534 servers that does not only 
offer low latency and high bandwidth, but 
high reliability. OU decided on deploying 
InfiniBand Networks powered by QLogic 
(www.qlogic.com), an HPC (high-perfor- 
mance computing) solution that includes 
QLogic 7200 Series DDR (double data rate) 
InfiniBand adapters, based on the QLogic 
TrueScale architecture, and QLogic 
SilverStorm 9000 Series InfiniBand core 
and edge switches. 

QLogic uses the InfiniBand standard to 
interconnect high-speed servers in a cluster 
so they can work together in tandem as fast 
as possible with as little lag as possible, 
while at the same time shifting processing 
loads to prevent failover. 

A Vendor That Steps Up 

According to Neeman, technology can be 
divided into two groups: established tech- 
nology, which is just a nice way of saying 
obsolete, or new technology, which typical- 



ly means broken. "What's important to us 
is not that [a new technology] works per- 
fectly right out of the box, but rather when 
there's a problem, we can rely on the ven- 
dor to step up and work with us to resolve 
the problem quickly," says Neeman. "It 
was very important to us to find a product 
that we could ensure was going to be kept 
in good working order if and when prob- 
lems arose." 

For Neeman' s part, manageability and 
reliability trump specific little tweaks in the 



And when Neeman says they had to deploy 
in the same space, he does not mean replacing 
a rack of the old cluster with a new rack. It 
had to happen within the same racks and 
essentially live. They would take out some of 
the old servers; put in the support hardware, 
including the interconnection network, stor- 
age and support subsystems, and a little bit of 
the computational systems of the new super- 
computer; and then get that miniature new 
supercomputer up and running before moving 
on to the next small set of servers. The imple- 



QLogic uses the InfiniBand standard to 
interconnect liigli-speed servers in a cluster. 



hardware or software. "Because things will 
go wrong — that's guaranteed — we know 
we have someone to work with on the other 
end who is focused on getting us back up 
and running as quickly as possible," 
Neeman says. "That was an important 
aspect in the decision-making process of 
how we chose an interconnection network 
for our new supercomputer." 

Deploying In The Same Space 

Neeman and his staff faced an immense 
challenge in deploying the latest iteration 
of OSCER. "We had to deploy the new 
supercomputer in the same space as the 
older one without having any significant 
amount of downtime," Neeman says. 



mentation continued in this fashion until there 
was nothing left of the old supercomputer. 

Neeman' s operations team, along with 
other divisions of OU's IT group, worked 
closely together for about three months to put 
all the new hardware in place. Although this 
process took a tremendous amount of labor, 
Neeman says it would have been vastly more 
difficult if setting up the interconnection net- 
work hadn't been relatively straightforward. 

"We were pleased that the interconnec- 
tion network did not provide a significant 
amount of trouble in the deployment. That 
part went pretty smoothly," Neeman says. 

In fact, physically lifting the tons of new 
equipment into the old servers' racks without 
needing to turn off the old supercomputer 
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The employees can use either IP phones or 
software-based phones on their PCs. 
Vavpetic purchased several IP-based office 
phones from listings on craigslist.org and 
eBay for use in the office; however, an 
employee can also use a software phone right 
on her PC or laptop. Although he wanted to 
get rid of the old phone system, Vavpetic 
notes that others who would prefer to keep 
their analog phones could purchase an analog 
telephony adapter card to convert the analog 
traffic into digital and back, enabling them to 
use edgeBOX with analog phones. 

The edgeBOX includes a VoIP Gateway 
to route calls between PSTN and IP net- 
works, which also acts as an IP PBX, as well 
as security features such as VPN software for 
connecting with remote clients, authorization 
and authentication, firewall management, 
and antivirus protection. 

The End Of The Paper Chase 

Besides the advantages of IP telephony, 
the edgeBOX has also given Teahan & 
Constantino's employees the ability to cen- 
tralize documents in one easily accessible 
spot. Contracts and files are no longer stored 
ad hoc on local PC and laptop hard drives but 
on the central edgeBOX server. That means 
that documents can be located quickly and 
can be accessed from another branch office 
or remotely via laptop. The files can also be 
locked down so that only authorized users 
can download or open them. 

"I create folders on edgeBOX and set 
granular permissions," Vavpetic explains. 
"There's a whole system of permissions and 
grouping, so I can set access for partners 
only, or for everyone, and I can also set lim- 
its on storage space." 

The next step will be to add content man- 
agement to the system sometime this year. 
Much of the work that Vavpetic has done 



during the past seven or eight months has 
involved cleaning up and clearing out file 
directories and old software programs and 
encouraging employees to make use of the 
centralized software now available via 
edgeBOX. But now that he has people using 
the system for communication and file stor- 
age, Vavpetic plans to soon roll out the con- 
tent management module, which is an add-on 
to edgeBOX. That will help the staff with 
managing projects, synchronizing calendars, 
and creating a central client Ust. 

Vavpetic' s ultimate goal for the company 
is to go virtually paperless — admittedly a 
stretch for a small legal firm that only a year 
ago had no content management or even a 
central server for document storage. But 
Vavpetic thinks the staff is comfortable 
enough with the edgeBOX applications to 
make more use of e-documents. . 



Critical Links edgeBOX 
Business Gateway 

Multifunction communications gateway that 
consolidates data, voice, and IT sen/ices for 
small to midsized enterprises, including data 
networking, voice, security, file and print 
sharing, backup, email, and QoS manage- 
ment features. 

"It's very easy to manage the phone system 
now, to create a new extension or move it 
around or add a phone, because it's all IP- 
based. If you have an Internet connection at 
home, it's just like being in the office," notes 
Joe Vavpetic, IT advisor for law firm Teahan 
& Constantino. 

(201)491-8325 
www.critical-links.com 




turned out to be OU's biggest task, Neeman 
says. "The normal way that a supercomputer 
is installed, the racks already come complete- 
ly outfitted, and all you have to do is put that 
in place in your machine room and plug in 
the various cables in the various ports. That 
was absolutely not the case for us because of 
that constraint we were under," he says. 

Moreover, Neeman and his staff had little 
leeway to test the new supercomputer as it 
was being deployed piece by piece because 
the old supercomputer had to stay on so 
current users of the old supercomputer 
were not forced to stop their research. "I 
won't say we had zero downtime; we did 
have downtime, but it was essentially the 
same amount of downtime we would have 
had even if we weren't installing a new 
supercomputer," Neeman says. "We had a 
few cases where we had to extend that win- 
dow out sometimes for an extra entire day, 
but compared [to] what would normally be 
expected in cases like this, the amount of 
downtime we had was very low, and any 
more downtime than we had would have 
been a severe hardship for our users." 

Taking An Airplane Trip 

OU policy prevents Neeman from endors- 
ing or disparaging any product or service; 
however, when discussing QLogic's system, 
Neeman continues to stress its key features: 
low latency, high reliability, and a vendor 
that stands behind its product to quickly han- 
dle problems. "What I can say is that we've 
had minimal downtime in deploying that 
cluster that was attributable to the inter- 
connection network, and when we've had 
downtime, we were able to solve problems 
quickly and efficiently," Neeman says. 

"What I like in deploying a supercomput- 
er is the same thing that I like in taking an 



airplane trip: I like having nothing to report 
when I'm done, and this was absolutely the 
case here," Neeman goes on to say. 

In fact, Neeman says that OSCER's most 
active user, one who works with other 
supercomputers at other supercomputing 
centers around the country, has reported 
extremely high satisfaction with OSCER, 
particularly in its reliability — something 
that InfiniBand Networks powered by 
QLogic helps make possible. 



InfiniBand Networks 
Powered By QLogic 

An HPC (high-performance computing) solu- 
tion that includes QLogic 7200 Series DDR 
(double data rate) InfiniBand adapters based 
on the QLogic TrueScale architecture and 
QLogic SilverStorm 9000-series core and 
edge switches that features configuration and 
fabric management that supports mixed SDR 
and DDR setups, low latency and high mes- 
saging rates, fully redundant logic, power and 
cooling components, and up to 960GBps of 
fabric bandwidth. 

"Because things will go wrong — that's guar- 
anteed — we know we have someone to work 
with on the other end who is focused on get- 
ting us back up and running as quickly as 
possible. That was an important aspect in the 
decision-making process of how we chose an 
interconnection network for our new super- 
computer," says Henry Neeman, director of 
QSCER (OU Supercomputing Center for 
Education & Research). 

(949) 389-6000 
www.qlogic.com 
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Planning 
For The Worst 



Prepare Your Data Center For Anything 
With A Thorough Disaster Recovery Plan 



by Carmi Levy 

Whether your data center is a pur- 
pose-built facility with a triple-digit staff 
and a seven-digit budget or a converted 
room barely large enough to manage your 
servers, there's no escaping this facility's 
importance to your company's survival. 
Lose your technological nerve center, and 
you may as well close up shop. 

By now, most IT shops either have a 
disaster recovery plan in place or are well 
on their way to doing so. And in all cases, 
the data center, because of its central 
importance to business continuity, re- 
ceives special treatment. But not all 
plans are created equally. 
Just because you have a 
document on a shelf doesn't 
mean your data center will 
survive a major disaster. 

Have you identified the 
kinds of manmade and 
natural disasters that 
can hit your facility? 
Have you specifically 
focused on storage 
and backup, pow- 
er and fuel, and re- 
mote site availabili- 
ty? Have you studied 
similar companies in V"'' 
similar geographies ■HikAL\ 
to identify best prac- 
tices that may apply to 
you, as well? To help 
ensure your data center 
isn't unnecessarily ex- 
posed, we've assembled 
some tips to get you started. 

Identify What Really Matters 

While it's nice to think that every- 
thing in your data center is critical to the 
future of your business, thinking like this 
can result in an unrealistic disaster recov- 
ery plan that either costs too much to 
implement or is woefully unrealistic in 



Top Tip: Test, Test, Test 



You never know what will happen in the event 
of a disaster until you realistically test any and 
all scenarios. An organization that never tests 
its disaster recovery plan — even at a basic 
level — may as well have nothing on file. 

Schedule all-hands drills at regular intervals 
to run through the most likely disaster scenar- 
ios. Document response and recovery results 
and incorporate the resulting findings into 
updated versions of the plan. 



the event of an actual disaster. In much 
the same way homeowners save their 
fami-lies first in the event of a fire, IT 
must work with the business areas to 
identify mission-critical applications and 
data sets that are absolutely essential for 
business continuity. 

"For a number of reasons — including 
business continuity and compliance — criti- 
cal data is in all likelihood a known quan- 
tity to everyone," says Warren Shiau, 
senior associate for The Strategic Counsel. 
"So the real issue is getting the guys on 




the business side to map out, outside of 
critical data, what doesn't necessarily need 
to go onto storage or what can go much 
more quickly to archive than it is now." 

Find out from them how long they can 
survive without access to each application 
or dataset. Similarly, all applications and 
data should be prioritized in descending 
order. This will allow more rational allo- 
cation of recovery resources in the event 
of a disaster. 

Additionally, assign higher-priority 
recovery resources to systems and data- 
sets required for regulatory compliance. 
Business continuity can be negatively 
impacted by a disaster-caused breach, so 
when building the plan, ensure that all sys- 
tems and data are aligned with regulatory 



parameters. Assess costs for regulato- 
ry breaches and include them in your 
downtime cost estimates to further drive 
the business case for disaster recovery 
investment. 

Break Out The Calculator 

Use hard data to validate your response 
plans. Work with your business partners 
to identify cost and performance factors 
for the following: 

• Hourly downtime cost, or lost revenue 
per hour of downtime 

• Recovery point objective, or the recov- 
ery target that existed prior to an outage 
to which systems and their related hard- 
ware and data must be restored 

• Response time objective, or how long 
you have following an outage to re- 
store the system and related hard- 
ware/data to the recovery point 

objective 

Furthermore, although 
the current economic cli- 
mate is prompting IT 
shops in all sectors to 
take often drastic cost- 
cutting measures, the 
Strategic Counsel's 
Shiau says you 
don't want to apply 
similar bean-count- 
ing thinking when 
planning data cen- 
ter recovery. 

"It's simply too 
risky to make cuts 
that take you below 
the requirements of 
your circumstances," 
he says. The long-term 
costs of an ineffective 
plan could far exceed any 
up-front savings. The false 
economy, he adds, isn't worth it. 

Challenge Your Vendors 

Data centers increasingly rely on third- 
party providers, and the vendors' prepared- 
ness must be factored into the organiza- 
tion's own plans. Build specific responses 
to specific scenarios into service-level 
agreements and contracts and be sure 
to involve all vendors in regular scenario 
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Key Points 



Prioritize systems, data, compliance, and 
connectivity to maximize response and 
recovery efforts for the most business- 
critical resources. 

Plan your spending wisely; cutting corners 
to save money may leave you with an inad- 
equate disaster recovery plan. 

Leverage your vendors' competencies in 
disaster recovery and ensure that sen/ice- 
level agreements include specific expecta- 
tions for recovery. 



testing. When procuring hardware, include 
mean time to failure and mean time to 
recovery performance data in all contracts 
and planning documentation. 

Involve vendors in your up-front plan- 
ning for both hardware- and software- 
related support and services. The growth 
of software as a service and cloud-based 
offerings also impacts how IT must build 
out the plan: Such infrastructure tends to 
reduce the focus on servers and storage 
while rendering connectivity and network 
failover significantly more critical to 
business continuity. 

As many services-focused vendors spe- 
cialize in business continuity, it's also 
worthwhile to approach them for overall 
guidance in building a comprehensive 
plan. Utilities — power, phone, network 
connectivity, fuel, and even water — must 
be included in this process. In northern 
climates, even the snow clearing service 
at a recovery site can play a role in a 
potential recovery scenario. 

Look At Your Real Estate 

Although it's a moot point if you're 
stuck in a particular location, companies 
lucky enough to be building new data cen- 
ters would be wise to focus on surround- 
ing geography, meteorology, and power 
infrastructure. Simple placement decisions 
can go a long way toward minimizing the 
potential for natural or manmade disasters 
and the impact in the event that one 
occurs. The same kind of thinking applies 
when choosing recovery sites. 

"You're looking for good power infra- 
structure, very low cost of power, and a 
location that is as removed from potential 
natural disasters as possible," says 
Anthony Bolner, senior vice president of 
Stream Realty Partners (www. stream 
realty.com), which specializes in building 
data centers. "If you're close to rail lines 
and major arteries or under flight paths, 
these all add risk. Locate away from them 
and you'll never have to deal with any of 
these things." 



'The real issue is getting tlie guys on tlie 
business side to map out, outside of critical 
data, what doesn't necessarily need to go onto 
storage or what can go much more quickly to 
archive than it is now." 



The Strategic Counsel's Warren Shiau 
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Protecting 
Storage & Backup 



Making Sure Both Are Working Properly 
Can Prevent Loss In An Emergency 



by Elizabeth Millard 

Storage and backup systems are mission- 
critical components of a data center, but all 
too often, IT managers only find out about 
problems when a loss has occurred and the 
systems are sputtering. Here are some tips for 
being prepared, so a potential data center 
event doesn't become a true disaster. 

Implement Different Recovery Modes 

Storage and recovery go hand-in-hand, 
and IT departments that want to be prepared 
for an outage or data loss should have a 
strong sense of recovery procedures when 
putting storage and backup into place. 

One option is to consider different modes 
of recovery, notes Gary Streuter, vice presi- 
dent of marketing at CMS Products (www 
.cmsproducts.com). Usually, a company 
will have a rescue disc that allows a system 
to boot so that any data stored within can 
be retrieved. 

But if the disc isn't working, there should 
be a procedure in place where the system 
can be booted up from an external device — 
even a USB drive, he says. "If the internal 
drive dies or gets a virus, you need to 
have software that can reboot 
the system and give you full ac 
cess so you can get the data," 
he says. 

Streuter recommends 
having a third mode, as 
well, in case the external 
drive doesn't work. "The 
external drive is like the 
spare tire on your car, but 
what if you're running on 
the tire and you get a 
flat?" Creating another 
recovery option for a stor- 
age system might feel like 
overkill, but it's better to be 
overprepared than caught without 
recovery, he notes. 

Focus More Attention On Road Warriors 

Because more employees are mobile 
these days, special attention should be paid 
to telecommuters and traveling executives, 
adds Streuter. Many times, these employees 
add to data stores such as CRM systems 
and may not be syncing their data properly. 
This could create larger problems down the 
road, especially if multiple employees are 
making the same error. 

Bad data storage procedures could also 
prove detrimental to getting them back up 
and running if their systems or laptops 
have issues. 

"For these road warrior types, their 
machine is their whole office, so when it 
goes down, their productivity is lost," says 
Streuter. "They need to get back up quickly 
and access the right data." Putting extra 



Key Points 



Create a more robust recovery strategy. 
Examine the backup procedures of 
telecommuters. 

Determine what data is mission-critical and 
store that data accordingly. 
Consolidate storage so multiple systems 
and applications aren't duplicating work or 
risking interoperability. 




attention into training for telecommuters 
and doing periodic checks to make sure 
they're using the right backup policies can 
help to prevent problems in the long run. 

Get Employee Input 

Not all data is created equal; when a sys- 
tem goes down, it's unlikely that employees 
need access to emails from a decade ago or 
spreadsheets that have been revised numer- 
ous times since the original was created. 

Although companies tend to store much 
more data than they need — as a result of 



regulations or simply playing it safe — it's 
the mission-critical data that can take down 
productivity if it's lost. But unless IT is 
made aware of what's vital, it can be diffi- 
cult to create short-term and long-term 
storage tiers, so managers should have 
conversations on a regular basis about 
what's used most frequently. Department 
heads should be asked, "If the system went 
down right now, what data and applica- 
tions would you need back up and running 
first in order to be productive?" 

Consolidate & Unify 

With shrinking maintenance windows, 
there's been a shift toward unified storage, 
Go to Page 26 



Top Tip: Run A Regular Fire Drill 



Many storage and data center experts advise a 
regular fire drill on systems to make sure they're 
working properly, but numerous companies still 
don't have a "disaster run" on the regular 
schedule. In some cases, there may be too 
many tasks already on the to-do list, or an IT 
department might feel uncomfortable with work- 
ing on a networked system and inadvertently 
causing an actual data disaster. 



But a drill doesn't have to put real data at risk, 
experts note, because they can be run on a 
closed system that's not connected to the net- 
work. This lab approach has its downsides, as it 
can't completely replicate what it would be like 
for a whole data center to go down, but it can 
still give IT an idea about the reliability of back- 
up media, offsite storage facility response, and 
time frames in the event of an issue. 
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Power & Fuel Preparation 



Don't Be Caught Off Guard 

When A Major Power Outage Occurs 



by Christian Perry 

Hurricanes. Tornadoes. Ice storms. 
Rolling power outages. The list of threats 
facing today's data centers is seemingly 
endless and serves as a continuing remin- 
der that unprepared sites will face severe 
ramifications in the event of a disaster. 
But developing a better understanding of 
what it takes to be prepared can go a long 
way toward preserving both business 
activity and peace of mind. 

"Being unprepared in terms of power 
and fuel can have drastic consequences 
for small to midsize enterprises," says 
Ashish Moondra, product manager for 
power management devices at Avo- 
cent (www.avocent.com). "In the 
event of a blackout or even a 
significant brownout, unpre- 
pared businesses may en- 
counter hardware losses, as 
well as loss of data. They 
may also have to deal 
with corrupted operating 
systems and applications. 
Time required to recover 
from such losses may put 
the unprepared business- 
es out of action for dura- 
tions that far exceed even , 
the duration of the power M 
event." 

Don't Be Caught 
With Dead Batteries 

A critical piece of 
the puzzle of protect 
ing power assets 
is the UPS, which 
can keep sensitive 
electronic equip- 
ment such as ser- 
vers running for 

a temporary amount of time when a blackout 
occurs. According to Matt Kightlinger, 
director of solutions marketing for the 



Top Tip: Planning Is Key 



Although your data center might be prepared 
for a major outage from a technical standpoint, 
those preparations might fail when put to prac- 
tice. Eric Linxweiler, senior vice president of 
solution services for Logicalis (www.us.logi 
calis.com), recommends that data centers 
have an operating plan that keeps only critical 
resources — including air conditioning, networks, 
and other essential systems — functioning during 
a power outage. Further, he says all lights and 
systems that aren't being used should be turned 
off during regular operation, and managers 



Liebert Products business of Emerson 
Network Power (www.emerson.com), the 
exact size and design of the UPS and cor- 
responding cooling equipment should be 
based on the needs of the particular 
data center. 

The first lines of defense in the event of 
a blackout, explains Moondra, are the bat- 
teries in UPS solutions, but they are the 
most vulnerable and failure-prone part of 



Key Points 



Generators and UPSes are critical to 
preparations against power outages, but 
equally important are the fuel and batteries 
that these devices use. 

Gaining a more thorough understanding of 
the resources in your location can help to 
ensure that your data center is fully pre- 
pared in the event of an emergency. 




these devices. "At the very least, enter- 
prises should ensure that their UPS bat- 
tery solution includes a parallel string of 



should encourage the same thrifty practices 
during a crisis. 

"Finally, test your plans," he advises. "Ensure 
that you know how to switch from commercial 
power to generator power and back again — 
this is key. Ensure that you can maintain the 
generator while operating if you need to refuel, 
repair, or replace components. When one is in 
the middle of a critical event, [it] is the absolute 
worst time to be training or relying on stale 
experience." 



batteries. In addition to 
that, it is very important 
that these enterprises have a 
preventative maintenance 
plan for batteries. Such 
plans are offered by most 
UPS vendors, as well as by 
several data center power 
specialists," Moondra says. 

Stay Adequately 
Fueled 

According to Eric 
Linxweiler, senior 
vice president of 
solution services for 
Logicalis (www. us 
.logicalis.com), 
most midsized data 
centers are unpre- 
pared for catastroph- 
ic failures that can 
lead to a long-term 
(eight hours or longer) 
power interruption. Al- 
though these data centers 
might have a generator back- 
up solution, they often rely on 
outdated requirements and ulti- 
mately end up running an underpow- 
ered generator that has insufficient fuel 
for the duration of the event. 

"With respect to fuel, ensure you have a 
contract to deliver fuel for the required 
time you may be operating on your gener- 
ator power," Linxweiler says. "Also, 
ensure that you have the ability to get fuel 
from more than one source if you deem 
the risk relevant to your location. We've 
seen situations where fuel deliveries have 
been interrupted for up to a week follow- 



ing a regional disaster. This, coupled with 
commercial power interruption, could 
bring data processing to a halt." 

Know Your Location 

Some data centers, particularly those 
that are new to a certain region, can be 
caught off-guard when a power outage 
occurs. Although the outage itself might 
not be a surprise, access to the supplies 
necessary to survive the outage can be 
surprisingly limited (or the cost can be 
high) depending on the location of the 
data center. Such factors should be heavi- 
ly investigated before an outage actually 
occurs. 

"Oftentimes the access to fuel is a much 
bigger issue than one thinks. . . . One fac- 
tor that is often overlooked is the actual 
cost of power and fuel. From that per- 
spective, California is much more expen- 
sive than Washington or Ohio, for exam- 
ple. That's a larger cost over the lifetime 
of a data center, which could far surpass 
the contingency planning costs of genera- 
tors and fuel," Linxweiler says. 

He also suggests that data centers work 
with local power providers to determine 
the scope of their response during power 
outages. Ideally, two power sources from 
two different providers should be avail- 
able for your facility, which can help to 
reduce single points of failure. 

More Are Better Than One 

Data centers are no strangers to the con- 
cept of redundancy for critical applica- 
tions, but the redundancy concept also 
applies to critical power equipment, says 
Liebert' s Kightlinger. Redundant power 
systems can be implemented to ensure 
higher reliability by eliminating single 
points of failure, he says. And just as 
servers and other systems can be kept run- 
ning smoothly with the help of monitor- 
ing, so can power systems. 

"Real-time monitoring of the data cen- 
ter's critical infrastructure is recommend- 
ed," Kightlinger says. "This functionality 
allows real-time event notification, 
such as a power outages, to IT staff so 
they can assess the situation properly at 
all times. Remote monitoring often is crit- 
ical for small companies, since they may 
not have onsite staff around the clock." □ 



"We've seen situations where fuel deliveries 

have been interrupted for up to a week 
following a regional disaster. This, coupled 
with commercial power interruption, could 
bring data processing to a halt." | 

ll - Logicalis' Eric Linxweiler I 



Protecting Storage & Backup 



Continued from Page 25 
in which one product, appliance, or service 
can replace a mish-mash of systems that 
might include software from multiple ven- 
dors or different types of storage, such as 
NAS and SAN. 

According to Stanley Chan, product man- 
ager at Sans Digital (www.sansdigital.com), 
more unified storage systems can be easier 
to manage because they often come with 
graphics-based tools that can track different 
backup schedules, performance issues, and 
optimization strategies. These types of 
products and appliances are also shipping 
with more automation features, as well, and 



bundling together such technologies as stor- 
age and security. 

There are no one-size-fits-all appliances 
or services just yet, but more consolida- 
tion and automation can come pretty close 
to serving an SME's storage needs with- 
out interoperability concerns or manage- 
ment headaches. 

Get More Efficient 

Technology can only take a storage strat- 
egy so far. Even with automation, solid 
management tactics should still be in place 
and should be constantly tweaked to see 
what efficiency gains can be achieved. 



IT managers should be creative, Chan 
notes, rather than simply finding new 
places to put data. Fresh strategies could 
involve better server provisioning that 
routes data more effectively and dedupli- 
cation that reduces the amount of data 
being archived. Other tactics could 
include the creation of storage tiers, regu- 
lar disaster drills (see the "Top Tip: Run 



A Regular Fire Drill" sidebar on page 25 
for more information), and data destruc- 
tion days to safely dispose of older, unnec- 
essary documents and applications. 

"You can buy another storage array any- 
time," says Chan. "But until you ask your- 
self why space keeps running out, you 
won't get more efficient at how you're han- 
dling data." 

1 
J 



"Until you ask yourself why space 
keeps running out, you won't get more 
efficient at how you're handling data." 

- Sans Digital's Stanley Chan 
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Considering 
A Remote Site 



Whether You Build Your Own Or Colocate, 
These Sites Are A Boon To Disaster Recovery 



Key Points 
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• Assess recovery time, cost, and other 
factors when deciding among remote site 
options. 

• Colocation is a good alternative for SMEs 
that cannot afford to build and maintain 
their own remote sites. 

• Once a disaster recovery strategy is select- 
ed, putting it through regular real-world 
tests is critical. 



by William Van Winkle 

The story commonly held up as the pin- 
nacle of disaster preparedness tells of an IT 
manager at the World Trade Center on 
Sept. 11, 2001. As he was evacuating down 
the emergency stairwell, the manager used 
his BlackBerry to text a message instruct- 
ing his organization to switch operations to 
its remote data center immediately. The 
order was followed before he even reached 
the street, and the enterprise never suffered 
a moment of operational downtime in the 
terrible hours and days that followed. 

Whether or not this tale actually 
happened, it illustrates an ideal 
scenario for SMEs. In reality, 
though, most organizations 
can't afford this level of 
contingency planning. No 
one disputes that offsite 
data center redundancy is 
necessary, but whether 
that's in an owned facility 
or contracted through a 
service provider remains a 
huge question. 

Data Center Options 

According to Stephanie v 
Balaouras of Forrester Re- \ 
search, 58% of surveyed deci- 
sion makers who have a recovery 
site note cost of downtime as a dri- 
ving need behind improving disaster 
recovery capabilities. Not far behind, the 
requirement to stay online and competitive 
around the clock chimes in at 51%. If such 
factors are pushing your enterprise into 
owning a disaster recovery site, the optimal 
solution is to have a dedicated facility. But 
this is infeasible for most SMEs; realistical- 
ly, few can afford the space, servers, net- 
work bandwidth, and so on just sitting idle 
and waiting for some disaster to strike. 

A more prudent approach is to locate 
recovery resources within an existing pro- 
duction facility, perhaps even sharing some 
of the same server systems. With modern 
capabilities in virtualization, load balanc- 
ing, and migration, it's feasible to quickly 
shift at least some production resources 
over to data center recovery when needed. 
Much of the short-term recovery infra- 
structure will already be paid for. More- 
over, any additional hardware dedicated to 
recovery doesn't have to be of top perfor- 
mance caliber. 

"At the local site, you may be using a 
SAN with Fibre Channel disks," says 
David Hill, principal at Mesabi Group. "At 
the remote site, you may be using higher- 
capacity SATA drives, which are larger and 
cheaper but slower. So when you come 
back, you may prioritize those mission-crit- 
ical systems, but they may run a lot slower 
until you get to the point that you can re- 
place them along with everything else." 

There are various ways to play this strat- 
egy, such as having two production facili- 
ties with bidirectional replication between 
them. Each of the sites becomes production 
and recovery. Forrester's Balaouras cau- 
tions that this approach "requires some 
sophistication" in being able to fail over 
production to the alternate site while it's 
running its own workloads. Transitioning 
into a virtual server environment can make 
this much easier. 



If you don't have another site available 
for recovery, consider a colocation pro- 
vider. With a "colo," your company leases 
data center floor space. The only things a 
colocation provider manages are the physi- 
cal aspects of the facility — power, cooling, 
telecommunications, and building security. 
Your company supplies the IT infrastruc- 
ture, management, DR setup, and so forth. 
Particularly in the present economy, not 
having to expend millions of dollars on a 




secure data facility can make sense and 
save time on having a proper DR plan in 
place. Forrester's Balaouras notes that 
many enterprises are now opting for colos 
even for production purposes, and optimiz- 
ing them further for disaster recovery only 
increases their value. 

Big Concerns 

If these options are still too spendy, 
enterprises can contract for secure DR 
data storage and then perhaps place agree- 
ments with major hardware vendors to 
ship necessary replacement IT infrastruc- 
ture within a designated window, allowing 
the enterprise time to regroup and find a 
temporary facility. 

However, keep in mind that with each 
step in cost savings comes an expected 
increase in recovery time. Using shared ser- 
vices with a colo will likely have your data 
center operational in 48 to 72 hours. (This 
number can drop to well under 24 hours if 
you opt for dedicated rather than shared 
resources, because then you can do long- 
distance data replication to the provider's 
site. Naturally, dedicated infrastructure 
costs more.) That's not quite the minutes it 



takes to walk down a stairwell, but it's a lot 
better than the weeks required to build new 
infrastructure from scratch. 

Time and money are obvious considera- 
tions when weighing a remote data center 
strategy, but other factors can influence 
how time and money get evaluated. 

"The four objectives I define for data 
protection are data preservation, data avail- 
ability, data confidentiality, and data re- 
sponsiveness," says Mesabi' s Hill. "The 
top goal is preservation. If you can't get 
your data back, you're in real trouble." 

Availability means making data available 
to the people who need it, confidentiality 
assures that records stay private and pro- 
tected, and responsiveness refers to the 
networking components necessary to let 
users handle that data in a practi- 
cal manner. The priority placed 
on each of these factors will 
affect the cost and recovery 
time inherent in a disaster re- 
covery solution. 

Also important is location. 
Hill cites an informal rule of 
thumb that enterprises should 
jfK "have a minimum dis- 

tance of 300 miles to the 
redundant data center." 

When It's Time 

In the rush to bring up service to 
a data recovery center, every minute 
counts. Whether your firm owns its 
backup center or colocates, part of a 
remote site's plan should include how data 
flows into the facility once activated. 
Klavs Landberg, CTO and founder of 
AutoVirt (www.autovirt.com), notes that a 
large percentage of enterprise data migra- 
tion is done using an early '80s-era pro- 
gram called Robocopy, which "essentially 
opens the file, copies the contents, closes 
the file, and opens the next one." Newer 
options leverage modern parallelism to 
copy many files simultaneously, increasing 
data center information migration speeds 
by up to 20 times. Such advances are key 
in changing how enterprises can prepare 
for disaster. 

Time savings grow more important when 
it comes to testing a remote data center, as 
well. Forrester's Balaouras notes that 
although 90% of enterprises now conduct 
full tests of their DR facilities, most only 
do simulations. Actual failovers consume 
valuable time most enterprises can't afford 
to lose, save for the fact that a true test will 
expose weaknesses simulations will miss. 
Dropping the time required to run a true 
test once per year, whether through new 
virtualization tools, faster migration tech- 
nologies, or other means, will make this 
prudent practice more feasible. iH 



Top Tip: Consider Colocation 

That Specializes In Disaster Recovery 



A smart option for colocation is to turn to a 
provider that specializes in disaster recovery 
services. IVIany of these companies offer colo- 
cation services in addition to their DR offerings. 
Unlike a standard colo, they may also have an 
inventory of sen/ers and storage running on var- 
ious operating systems. The provider owns the 



infrastructure; you're only paying for the right to 
restore to that infrastructure in case of disaster. 
Because it's shared, multiple enterprises can be 
subscribed to the same equipment, helping to 
reduce the expense. Recovery data with these 
services typically comes from tapes sent regu- 
larly to the provider. 



Amendment Sets 
Limits On H-1B Visas 

The U.S. Senate has passed legislation that 
will place tougher H1-B restrictions on com- 
panies receiving Troubled Assets Relief 
Program, or TARP, funds. 

Iowa Sen. Chuck Grassley, one of the legis- 
lators who proposed the amendment, says, 
'The bill ensures that all TARP recipients 
go through a much more strict hiring pro- 
cess. The amendment requires any TARP 
recipient to act as an H-1 B Dependent 
employer." This means TARP recipients will 
still be able to hire H-1 B visa holders but 
must comply with the H-1 B Dependent 
employer rules, which include attesting to 




actively recruiting American workers; not dis- 
placing American workers with H-1 B visa 
holders; and not replacing laid-off American 
workers with foreign workers. H-1 B laws 
allow U.S. employers to temporarily employ 
foreign workers in specialty occupations with- 
out a visa. 

According to Grassley, the legislation is 
designed to help American workers become 
a top priority for businesses using taxpayer 
money through the TARP program. "The 
amendment helps ensure recipients of 
TARP funds go through extra steps to 
ensure that they've exhausted every possi- 
bility to hire a qualified American," Grassley 
says. Additionally, the bill requires compa- 
nies accepting TARP funds to promise that 
they have not displaced a U.S. worker 90 
days before and after the filling of an LCA 
(Labor Condition Application) within the 
same occupational classification filled by 
an H-1B employee. 

H-1 B Quotas 

The number of new H-1B employees is a 
subject Congress takes up almost annually. 
In 2008, the entire quota of H-1 B applica- 
tions, about 150,000 (according to the U.S. 
Citizenship and Immigration Services), was 
used up before the end of the first day 
applications were accepted. Of the applica- 
tions accepted, 65,000 were selected at 
random for further processing. An additional 
20,000 Advanced Degree H-1 B visas were 
exhausted after the first application dead- 
line. Critics of the H-1 B program have indi- 
cated that the requirements of the H-1 B 
program, such as the term "highly skilled 
workers," are too vague. 

It's the hope of Sen. Grassley and Sen. 
Bernie Sanders, the two amendment spon- 
sors, that the final bill will help reform the H- 
1 B program to be used in the way it was 
intended. "We have several cases where 
abuses of H-1 B visa holders have occurred," 
Grassley says. Grassley has also worked on 
legislation to help curb these abuses, for both 
American workers and H-1 B visa holders, 
and plans to eventually introduce that legisla- 
tion to Congress. 

by Nathan Lake 
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Capacity Planning 



Tips To Help You Prepare 

For The Future Of Your Data Center 



by Bruce Gain 

Network and data center managers 
are very familiar with the hazards associat- 
ed with either over spending or under 
spending when it comes to capacity plan- 
ning. Not investing enough — or not getting 
necessary resources — will mean that you 
will not have the capacity in place to ade- 
quately handle your enterprise's IT needs 
in the future. Over investing will likely lead 



BONUS TIPS 



to excess capacity, unused equipment, and 
other wasted expenditures that will not 
bode well with whoever is looking over 
your shoulder at how the budget is used. 

We gathered tips to help you go about 
planning for your data center and network 
capacity needs. Most involve determining 
what your requirements will be in the future 
by first analyzing what is in place now. The 
better your analysis, the tighter your plan will 
be to address future needs and constraints. 



■ Don't neglect branch 

offices. Network managers 
generally focus their efforts on 
building and maintaining data 
centers at the enterprise's 
headquarters, while less atten- 
tion is paid to remote and satel- 
lite offices, Roger Hockaday, 
director of marketing for EMEA 
at Aruba Networks (www 
.arubanetworks.com), says. 
But given that almost 50% of 
IT network equipment spending 
is geared for branch office, 
remote workers, and temporary 
networking investments, 
admins should, in fact, pay 



more attention to looking 
beyond the enterprise's walls 
for several reasons. 

"Organizations looking to im- 
prove efficiency will decentral- 
ize. Central city locations are 
expensive, while remote and 
branch offices allow organiza- 
tions to take the work to the 
locations where skills exist," 
Hockaday says. "Consequently, 
barriers to the data center need 
to be 'removed.'" 

■ Determine the ROI. As 

obvious as the benefits are of 



demonstrating how IT tech- 
nologies save enterprises 
money, many network man- 
agers still fail to communicate 
the return on investments for 
both their past and future 
capacity plans. But what cor- 
porate bean counters want to 
know is how capacity invest- 
ments will reduce an enter- 
prise's operating expenses. "If 
[the IT department] can deliver 
a better service using a new 
technology with an ROI of 12 
to 18 months, they will be 
allowed to [invest more]," 
Hockaday says. 



(Really) Analyze Your Existing Capacity 

Most admins can benefit from a more in- 
depth understanding of their data centers and 
networks' operation to better assess future 
capacity needs. An efficient way to do that is 
with high-powered software that offers tools 
with 3D graphics for space, power and cool- 
ing capacity, and redundancy planning, says 
Michael Petrino, vice president for PTS Data 
Center Solutions (www.ptsdcs.com). Such 
software can help you to dig deeper into your 
data center's operations patterns to map out 
what capacity will be needed in the future. 

"Having the entire data center mapped can 
allow for troubleshooting and future planning 
to happen in a more logical, structured way," 
Petrino says. "With an accurate room model, 
we are able to take information regarding 
new systems and run multiple room and rack 
cooling capacity and redundancy planning 
scenarios as to where in the room the heat 
generated can be most effectively dissipated 
without impacting other systems." 

Get The Cool Factor Right 

Varying component temperatures, differ- 
ent HVAC cooling outputs, and power- 
source provisioning are just some of the vari- 
ables that must be taken into account for data 
center cooling needs. Failing to process all of 
the complex variables is one of the most 
common mistakes in the capacity planning 
process, Petrino says. 

The remedy for the cooling-capacity plan- 
ning process is to ramp up your energy 



analysis to address future cooling needs, 
Petrino says. "Energy efficiency analysis will 
allow the data center manager to identify 
underperforming assets, which most often 
are CRAC units," Petrino says. "[It is then 
possible] to begin the process of making 
improvements to increase the return tempera- 
ture, which is most often accomplished by 
reducing air mixing." 

Don't Overestimate Bandwidth Needs 

Go to any networking conference, and a 
common theme is how to build and maintain 
very fast LANs, although most small to 
medium-sized enterprises have httle need for 
such high-powered infrastructure. While 
some enterprises do rely on LANs with fast 
data transfer rates for their business model, 
high-speed connections are generally not 
needed because most user workstations in 
SMEs really can't take advantage of ultra- 
fast connections, says Roger Hockaday, 
director of marketing for EMEA at Aruba 
Networks (www.ambanetworks.com). 

After the implementation of 100Mbps 
data-stream pipes to desktops have dominat- 
ed the industry during the past few years, it 
turns out that desktop users only really need 
a fraction of the data-rate speeds available to 
them, Hockaday says. The gap between fast 
network data-rate speeds and what is 
required should factor in when planning for 
network bandwidth capacity, he notes. 

"The majority of desktop users only bum 1 
to 5Mbps [of bandwidth]. While instanta- 
neous traffic flows can be higher, in practice 
the user does not benefit from the ability to 
burst at 50Mbps or more because the time 
taken to synchronize an MS Exchange file or 
open a PowerPoint file (which are the office 
applications the majority of people use) is 
usually limited by the PC, not the network's 
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Staying On Top Of Things 

Tips To Help You Improve 
The Operation Of Your Data Center 



by Curt Hurler 

Sometimes, a small to medium-sized 

enterprise can improve its IT operations by 
improving its technology. Sometimes, 
improving people skills can be just as valu- 
able. Here are several tips in both the tech- 
nology and human resources area to make 
the data center run smoother. 

It's Cool To Think Hot 

Most SMEs think about getting cool 
air into their data centers. But don't 
neglect to think about the hot air, too, 
says Tony Ridenour, sales representative 
for the Atlas Sales & Rentals (www. atlas- 
sales. com) Inland Empire district of 
California. 

"When you bring in a cooling unit, 
you've got to evacuate the hot air some- 
where," he says. Knowing what is up above 
is a key factor to getting proper cooling. 

"See if the room has a T-bar ceiling 
(drop ceiling with ceiling tiles). Deter- 
mine whether there is a fire ceiling above 
the T-bar," he continues. A fire ceiling 
keeps smoke, and air, from moving 
around up above. "You've got to evacuate 
that hot air somewhere." This might be 
possible through existing ventilation sys- 
tems, a tube, or even out a doorway. 
Venting kits are available that will move 
the hot air away. 



"You've got to send that hot air some- 
where and replace it with cool," Ridenour 
says. "That's what servers like." 

Once there is a way to move the hot air 
away from the computers, the air-condi- 
tioning system will draw in air, circulate it 
through the condenser coils, and push out 
cooled air. The size of the unit required 
depends on the amount of heat generated 
by the servers and can be calculated with a 
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■ stay in tune with other 
departments. Connect with 
other departments in your 
company and bridge the gap 
between technical processes 
and what those department 
heads hope to accomplish. 

"A technical person can build 
a great Web site that does 
not have the functionality the 
sales department needs," Ian 
Korman, CEO of Searchlinqs 
(www.searchlinqs.com), 
points out. He says it is 
important to be on top of Web 
design, metatagging, code 
placement, and compliance 



fairly simple mathematical formula. But 
unless the hot air is sucked out of the room, 
those calculations will be wrong. 

Take Precautions To Ensure 
A More Secure System 

Don't underestimate the importance of 
security training for users at all levels — not 
just the people in the IT department. 

"No matter how many locks you have on 
the door, there is still someone that can 
unlock them," says David Setzer, CEO of 
Mailprotector (www.mailprotector.net), an 
email security firm. "Make sure your users 



are briefed about visiting unknown sites, 
opening suspicious emails, using remov- 
able media, and handling account creden- 
tials among other things. Teach them to be 
suspicious first." 

He also advises investing in a firewall that 
will allow IT to control what happens to out- 
bound traffic rather than allowing every sys- 
tem in the computing environment unfet- 
tered access to the Internet. "Restrict your 
HTTP and HTTPS as well as SMTP traffic 
through a proxy and don't let traffic flow 
out of users' systems unless there is a spe- 
cific need to do so," he says, noting that 
this will limit data loss and other hazards 
in case you were to become infected. 

People Skills 

"IT needs to take more than a tech- 
nical role — it needs to be involved in profit 
and loss, marketing, sales, and even the 
client's business," says Ian Korman, CEO of 
Searchlinqs (www.searchlinqs.com), a Web- 
based advertising agency involved in search 
engine optimization and banner advertising. 
"The world has changed. It is most important 
that IT professionals connect with the mar- 
keting people, especially in SMEs that are 
not big, fragmented organizations." 

Know the difference in search engines, 
Korman advises. "Google, Yahoo!, and 
MSN all have different algorithms. Know 
how to deliver the message that your com- 
pany wants to get out there. Don't just 
focus on building a Web site but be sure 
you are picking up the right data." 

Korman says Google is the volume 
leader, handling about 60% of U.S. traffic 
and 80% of Canadian traffic. Yahoo! and 
MSN are close second and third engines in 
both countries. 

Korman advises learning the benefits 
of each search engine for reaching out to 



issues. But a Web site can 
look great and not reach the 
target. "Learn about sales or 
marketing and what they 
want to accomplish," he 
advises. "Take the time to 
build a solid integration 
between your role and other 
departments." 

■ Know how to communi- 
cate with other people 
effectively. Read Dale 
Carnegie's "How to Win 
Friends and Influence 
People," says David Setzer, 
CEO of Mailprotector (www 
.mailprotector.net). 



"Seriously," he adds. This 
classic business and person- 
al improvement book, now 
more than 50 years old, has 
staying power. 

"Don't think that your techni- 
cal skills alone will carry you 
to success," Setzer says. 
"Your ability to successfully 
interact with management, 
peers, vendors and even cus- 
tomers is as important or 
more important than your 
technical skills. You must be 
able to effectively communi- 
cate your issues and sell 
your ideas," he says. 



February 27, 2009 



Processor.com 



Page 29 




ability to deliver the file," Hockaday says. 
"Even if the PC is fast, fractions of a second 
difference in opening a file are not notice- 
able — latency is invariably the limiting fac- 
tor, especially on remote connections." 

Use Daily Power-Distribution Schedules 

With electrical power-capacity manage- 
ment, greater efficiency can be realized by 
analyzing energy-usage patterns in 24-hour 
periods and then planning accordingly. It is 
possible, for example, to take daily power- 
consumption trends into account to alter elec- 
trical loads so some servers are powered 



down when they are not needed, says Charlie 
Mayne, president of IT Watchdogs (512/257- 
1462; www.itwatchdogs.com). 

Servers' power usages can be determined 
by gathering data about electrical-current 
usage from individual outlets in power- 
distribution strips, Mayne says. Aggregat- 
ing the data and analyzing patterns will 
then let you better plan for electrical-power 
distribution throughout the day for different 
servers. "By determining which circuits 
are using the most power [during the day], 
you can better balance their loads," Mayne 
says. 



Easiest To Implement: 

Make Better Use Of Real-Time Monitoring 

Every data center and network already uses some kind of real-time monitoring system. However, 
not all admins use their monitoring systems to the fullest extent that they could. Paying more atten- 
tion to the data that monitoring systems convey can go a long way to help you build out capacity so 
it is ready when actually needed. "Real-time monitoring for the network and support infrastructure is 
important, with the capability of monitoring rate of change before you have an alarm," says Michael 
Petrino, vice president for PTS Data Center Solutions (www.ptsdcs.com). "This monitoring process 
is commonly referred to as predicative analysis and can be correlated to environmental conditions, 
data conditions, and storage [capacity planning]." 

Best Return On Investment: 

Shed Cables When Possible 

Security concerns aside, moving users to wireless LAN connections can offer immediate reductions in 
cabling, router, and switches, as well as other costs associated with maintaining wired links to your users' 
workstations. From a desktop user's perspective, wireless connections mean there are fewer cables to 
contend with, while users with laptops and PDAs with Wi-Fi capabilities will appreciate the extra mobility. 

"[Almost] everyone has a laptop, and even for desktop machines, a wireless dongle costing $30 is a 
lot lower cost than a wired run plus a switch port," says Roger Hockaday, director of marketing for 
EMEA at Aruba Networks (www.arubanetworks.com). "Moves, adds, and changes (everything from 
restructuring an office to simply moving one employee) are a lot simpler, quicker, and cheaper than 
with a wired network." 




particular demographics. MSN's Hotmail, 
for instance, has benefits with some groups. 
Yahoo! might be better with others. "It 
all depends on your business' s objectives," 
he says. 

Build Worker Pride 

As a general rule, knowledge workers 
love to have access to tools that let them 
expand their horizons. 

"Let your domain experts have access to 
VMware," says Laurent Gharda, CEO of 
LinMin (www.linmin.com), bare-metal pro- 
visioning specialists. He notes that the server 
is basically free and that it has a nice user 
interface. A workstation costs about $200. 

"Let him or her have a cheap PC/server, 
so they can use their provisioning tool on 
VMware and deploy to either VMs or the 
cheap hardware. When a new server rolls 
into the SME data center, it can be busi- 
ness-ready and operational within the hour 
since all the work was done beforehand," 
Gharda says. 



Best Tip: 

Be Sure To Plan Ahead 

Because we are all busy and need to get 
everything done "right now," many IT environ- 
ments evolve based on what was cheapest that 
day or what made sense for a specific project 
or application, notes Reed Smith, director of 
product management at StrataScale (www 
.stratascale.com). As a result, many hours and 
dollars are lost in perpetuity on inefficient 
processes for building and supporting disparate 
IT environments. 

The way to avoid spending more money on a 
hodgepodge network is to spend time planning 
before investing in any more equipment. Then 
refer to that documentation whenever change 
is in the offing. "Have an articulated overall 
vision for your IT environment and implement 
it religiously to bring exponential dividends as 
you maintain and grow," Smith advises. 



Best Return On Investment: 

Save By Standardizing 



While planning, you should also standardize. 
SMEs often have a hodgepodge of models, 
brands, configurations, operating systems, 
applications, security products, and processes 
in their IT environments. 

"Standardizing on a couple of brands and mod- 
els will greatly simplify your IT team's task of 
managing and updating your environment," 
Smith says. "Just remember to keep your stan- 
dards up-to-date, so the team is not tempted to 
stray. Keeping a couple of vendors in the mix is 
always good for negotiating leverage and for 
any unforeseen problems with one partner." 



"Don't shortchange the cost savings of IT auto- 
mation," Smith says. He admits it is common to 
be drawn to hardware savings when looking for 
ways to save money in the ever-stretched IT bud- 
get. "The fact is that hardware can make up as 
little as 10% of overall IT cost. Look to ongoing 
support, power consumption, and software 
license costs for other large culprits," he says. 
"While many of us have been led down a prim- 
rose path with products that promise to automate 
the world, the truth is that IT automation has 
evolved. Some software packages and hosted 
solutions can deliver real manpower savings and 
functionality that simply wasn't available before." 
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Set Up A Basic SAN 



These Experts Tips Can Make The Initial Process 
Less Confusing 



by Jean Thilmany 

Thinking about setting up a basic 
SAN? You're not alone. 

Many IT managers still think SANs are 
too expensive for their small or midsized 
enterprises, but that's not the case anymore, 
experts say. 

Although the cost and complexity of 
SANs are dropping, they can still be 
uncommon outside larger enterprises, and 
that means on-staff storage experts may 
need to seek out a little help to walk them 
through the process of setting up a SAN. 

That's the message from Bill Smoldt, 
vice president of research and development 
at STORServer (www.storserver.com), 
which builds storage applications and helps 
small businesses back up virtualized 
servers in the SAN environment. Although 



setting up a SAN is easier than ever 
before — with vendors offering plug-and- 
play technology that really does perform as 
advertised — the SAN setup process can still 
be deceptively confusing for IT personnel 
who have never dealt with the technology 
and its terms, Smoldt explains. 

"Running a SAN is different than managing 
storage in general, so it can be confusing for a 
novice," Smoldt says. "There are some net- 
work administration concepts that are harder 
to grasp because [a SAN is] both a storage 
management tool and a network. Things like 
SAN zoning are foreign to the storage guys, 
because they've never had to zone before." 

Smaller sites often don't have the means 
to employ a staffer dedicated to SAN 
administration, Smoldt explains. 

"They have someone doing SAN two 
hours a week, and their manager isn't going 
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to send them to SAN training because it's 
just a little SAN they're working on." 

For these reasons, Smoldt recommends 
calling in a consultant to set up the initial 
SAN, especially if you will be using it to 
back up virtualized servers. 

Choose Your Protocol 

Before calling in a consultant, ask yourself 
whether you'll seek the iSCSI or the Fibre 
Channel SAN protocol for your connectivity 
layer, says Bob Woolery, senior vice presi- 
dent of marketing at Nexsan Technologies 
(www.nexsan.com). They both offer storage 
management features that include storage 
virtualization, automated tools, remote repli- 
cation, snapshots, and storage pooling. These 
features allow for automation and for the 
SAN to scale, Woolery says. 

iSCSI is more affordable than Fibre 
Channel (which is useful for powerhouse, 
high-performance applications) simply 
because iSCSI systems are sold at better 
price points, and you can connect them to an 
existing IP network, Woolery says. 

Fibre Channel switches are more expen- 
sive than iSCSI switches, and acquiring the 
system and the infrastructure necessary to 
go around such a switch can also add cost, 
Woolery explains. 

"Most people have a 1Gb network, which 
is OK for [an] iSCSI," he says. "But if you 
need high performance, like you have big 
Unix servers and high-end application 
servers, you're probably going to be look- 
ing at a Fibre Channel SAN." 

But experts differ about how things will 
shake out here. Low-cost Fibre Channel 



options are beginning to compete with iSCSI 
at the small to midsized enterprise levels, 
while iSCSI over 10 Gigabit Ethernet could 
pose a challenge in the future at the high end. 

But Soon Pak, technical manager of 
enterprise storage at Antares Management 
Solutions (www.antaressolutions.com), 
says that although iSCSI is gaining mo- 
mentum. Fibre Channel networks are still 
considered the premier solution. 

Midsized enterprises need to focus on their 
own business requirements when making this 
connectivity choice, Pak explains. Depen- 
ding on the server input/output requirements 
and trends, iSCSI can be a solid option. 

Don MacVittie, strategic architect for F5 
Networks' DevCentral Core Team (www 
.f5.com), predicts the Fibre Channel proto- 
col will eventually lose the race against 
iSCSI. MacVittie has long written about the 
storage solution industry. 

"Not tomorrow, or even next year, but 
eventually data center managers are not 
going to want to maintain two separate net- 
works," he predicts. "Put in a Fibre Channel 
with a three- to five-year window in mind, 
and you'll not suffer from this truth." 

MacVittie explains that the Fibre 
Channel protocol has its benefits, offering 
high-speed access to more disk space than 
the server could likely hold and centralized 
management of storage resources. 

Fibre Channel Tips 

Should you choose to implement the Fibre 
Channel protocol, MacVittie has a few tips. 

One suggestion he has is to plan ahead. A 
SAN's logical unit numbers are generally 
modifiable after creation, but it can be 
painful to grow them, he says. 

"Make certain you have enough space on 
each LUN, not for today's usage, but for 
two to three years from now," he cautions. 



Clean The Data Center 



Maintaining A Clean Area 
To Equipment Operation 

by Jean Thilmany 

Optimal cleanliness starts with a 
well-planned layout and continues with 
policy enforcement and a regular cleaning 
schedule. 

Most data center managers at small to 
midsized enterprises agree: A stray bit of 
dust is not likely to take down a server, let 
alone your data center. Taken together, 
though, experts say those dust motes can 
definitely affect the way servers and other 
important pieces of data center equip- 
ment function. 

But data center cleanliness involves more 
than the routine dusting, vacuuming, and 
picking up the place like you would do 
around your house. 



TOP TIPS 



• Data center features, such 
as a subfloor and moveable 
ductwork, play a big role in 
keeping dust from circulating. 
But they must be part of the 
initial planning and layout, 
so keep cleanliness in mind 
when planning a center. 

• Bring in a specialized 
cleaning service on a 



Is Vital 



Data centers, with all the sensitive equip- 
ment they house, are different from any 
other business environment. Not only can 
dust particles affect equipment operation, 
but the super-sensitive smoke detectors that 
dot server spaces can also pick up contami- 
nants in the space, misinterpreting them as 
smoke and sounding an alarm when partic- 
ulate counts rise, says Doug Alger, IT 
architect of physical infrastructure at Cisco 
Systems (www.cisco.com). Alarms blaring 
in your data center are, of course, best 
avoided. 

Cleaning the data center and keeping it 
clean is no small matter. Getting a leg up on 
cleanliness is twofold, says Mac Scofield, 
administrator of the OnePartner ATAC 
(Advanced Technology and Applications 



Center; www.onepartner.com), a commer- 
cial hosting facility. 

Scofield speaks from many years of 
experience, both at his current job and as a 
data center manager at Eastman Chemical, 
where he designed a new data center. He 
says that a pristine data center results from 
two factors: planning the initial layout 
with cleanliness in mind and cleaving to 
posted regulations that all IT employees 
must follow. 

"The key to this whole thing is planning 
far enough in advance and well enough so 
you eliminate concerns about keeping your 
space orderly," he says. 

The First Step 

Scofield and Alger both say the first step 
IT personnel need to take is to dedicate an 
area outside the data center where new 
equipment is removed from crates and 
boxes. They each stress that no cardboard, 
wood, or packing popcorn shall enter the 
data centers at their respective facilities. 

"Cardboard is filthy and is a hazard to 
have lying around; you could trip over it," 
Alger says. 

The dedicated area is vital because most 
gear is delivered in packing crates or card- 
board boxes, Alger says. 

"Your dedicated unpacking area can 
be as simple as taking equipment from 
boxes on a receiving dock, though a lot of 
companies have a build-up or fit-up room 
where they place equipment into the cabi- 
net and test it before rolling it into the data 
center," he adds. 



Not only has Alger worked as a data cen- 
ter manager at Cisco Systems, he also 
wrote the book "Build the Best Data Center 
Facility for Your Business," which includes 
a chapter on maintaining data center clean- 
liness and a downloadable instruction 
sheet IT managers can use to guide their 
cleaning vendors. 

Bring In Help 

Speaking of cleaning vendors, Tom 
Deaderick, OnePartner director, suggests hav- 
ing a service that specializes in cleaning data 
centers come in annually, if not more often. 

"Because we take such care, we don't 
generate dirt or dust, so we usually have 
this thing cleaned quarterly," Deaderick 
says of his company's data center facility. 
"We escort [cleaning company personnel] 
into the secured spaces and allow them to 
do a damp mopping. [We] don't allow 
them in unescorted, and they can't take in 
watering buckets and pails." 

The cleaners also wipe down equipment 
surfaces with a damp rag, he adds. 

Alger says bringing in the specialized 
cleaning service quarterly, biannually, or 
even annually should be fine, depending on 
data center policy. 

He recommends the cleaners wipe out 
air-handling areas and use a HEPA-rated 
vacuum cleaner for horizontal surfaces. 
They should also vacuum in the plenum 
to remove any particulate matter linger- 
ing there. 

To ensure data center cleanliness at the 
small center he manages for XNet (www 
.xnet.com), Tim Courtney consults a 
monthly cleaning checklist that includes 
wiping down servers with a damp rag. He 
also runs a Roomba vacuum through the 
facility as needed. 



regular basis. Whether 
the service comes in 
quarterly, biannually, or 
annually depends on 
your environment. 

• Remember: No food or liq- 
uid in the data center — ever. 

• Post policies prominently 
and make sure all of your 



employees, even those 
individuals who don't 
regularly access the 
data center, are aware 
of the guidelines. 

• Manage your equipment 
remotely as much as 
possible to keep people 
out of the data center. 



February 27, 2009 



Processor.com 



Page 31 




Smoldt says that small-network administra- 
tors may not be familiar with terms such as 
"SAN" and may need to background them- 
selves and seek training to get up to speed. 

"SAN people talk in LUNs," he says. 

MacVittie explains that when implement- 
ing the Fibre Channel protocol, administrators 
must consider switch location, making certain 
they can easily run cable from the switch to 
every server that will be plugged into that 
switch. Install host bus adapters and drivers 
first. Take one machine down at a time and 
test that all work well with the HBA (host bus 
adapter) drivers installed. You can hook up 
the SAN at any time after this step, he says. 

MacVittie also recommends asking your 
SAN vendor about management tools. All 
SANs are not created equal in the manage- 
ment space, so make sure you know what 
you're getting. Although the SAN hardware 
is solid, software is the differentiator. 

You'll also want to avoid SAN virtualiza- 
tion. MacVittie explains that if the switch 
goes down, you may have more trouble than 
you can imagine getting your data back 
because the switch holds the list of where 
each bit of data is physically stored. 

Regardless of the SAN protocol used, 
negotiate professional services as part of 
the technology purchase, Pak suggests. He 
counsels IT managers to approach vendors 
at the right time of the year. "Vendors are 
more willing to negotiate closer to the quar- 
terly or fiscal year end," he explains. 

SANs can be helpful in a virtual server envi- 
ronment because they consolidate data and 
meet the required performance and capacity 
requirements, Woolery says. 

Alas, setting up a SAN to back up a vir- 
tualized server means network administra- 
tors must carry out what Smoldt terms as 
"some very scary tasks for someone not 
versed in the SAN environment." 



Key Points 



SAN setup is easier than ever. But that 
doesn't mean networl< administrators with 
little or no background in the subject will be 
able to plug-and-play with ease. To get 
started, you'll need to choose a protocol and 
either go through some training or enlist the 
help of a consultant. 



In fact, MacVittie advocates training for 
any network administrator not versed in the 
ways of the SAN, as does Smoldt. 

"There's a threshold for getting over this 
learning curve," Smoldt says. "In a virtual 
server situation, if you mess it up, you can 
wind up in a situation where your virtual 
server loses access to the storage. It's a 
scary thing. I've had that happen. 

"When we get into the zoning for back- 
ing up SANs, then we have to do some 
things that are totally counterintuitive to 
what a storage administrator would expect, 
like adding zones to allow the backup 
proxy server to see all the storage in the 
SAN and to access it directly. That's a big, 
scary thing when you first go to do that," 
he says. 

"It's so counterintuitive because you're 
going to give another system direct access 
to your block-level storage and it feels like 
it could destroy all of your data," Smoldt 
adds. 

Pak leaves IT managers with this useful 
product tip: Some of the biggest impacts to 
a storage solution are often not even part of 
the storage area. A blade system with a vir- 
tual connection, for instance, can reduce 
storage and network connectivity costs by 
nearly 50% and can provide faster deploy- 
ment and quicker system repairs, he says. 




For his colocation facility, cleanliness 
also serves as a sales tool, Courtney notes. 

"Many times, prospects have compli- 
mented us on the level of neatness and 
cleanliness in our data center," he says. "If 
you're touring a data center looking for 
colocation, don't work with someone who 
allows food in the facility." 

Visible Signs 

Don't forget to have your cleanliness 
policies posted and make sure all employ- 
ees are aware of them, Scofield cautions. 

OnePartner policy prohibits individuals 
who don't have to access the data center 
from entering the space. This keeps dirt and 
dust from shoes and clothing to a mini- 
mum, says Deaderick. 

"At our facility, management is done 
with remote systems, so the only time peo- 
ple need to be in there is for racking new 
equipment or switching out media," 
Deaderick explains. 

Food and drink are, of course, also for- 
bidden in the data center. 

Initial Planning 

As Scofield points out, the data center 
plan and design are integral to maintaining 
cleanliness going forward. 

"The better you plan your center, the less 
aggravation you'll have through all other 
clean aspects," he says. 

The ATAC makes use of a pressured sub- 
floor raised 2 feet above a concrete floor. 
The actual floor is sealed with an antistatic 
product to prevent static buildup and to keep 
dust from clinging to the concrete floor. 

A cooling system that IT personnel can 
reconfigure, depending on equipment loca- 
tion, runs below the subfloor. In this way, 
staff can move cooling ducts below the 



Key Points 



Keeping your data center clean is vital 
to equipment operation. Because particu- 
lates must be essentially eliminated, a 
clean data center requires a plan and a 
maintenance schedule. 



floor when needed to properly cool the cen- 
ter and to keep dust circulating around 
ducts to a minimum. 

"Any place you have airflow, you'll 
accumulate dust, so you're keeping dust 
from going up the cabinets themselves," 
Scofield says. That airflow is supplemented 
with a mechanical air-handling unit that 
delivers air under the subfloor so that air 
comes into the room through the perforated 
floor tile, Deaderick says. 

The cutouts that surround air ducts and 
the cable entry areas have been tightly 
sealed to prevent dust from circulating 
above or below the floor, Deaderick adds. 

The ATAC also features cabling and 
wires running below the subfloor in two 
separate tray systems. The top tray carries 
low-voltage and structured cabling and the 
second tray carries electrical wiring. 

"Any electrical considerations and cabling 
considerations are addressed in cable trays 
so floor is pristine," Deaderick says. 

As Scofield mentioned previously, a pris- 
tine data center starts with planning and 
continues with planning and policy en- 
forcement. 

"You'll always have challenges keeping 
it clean going forward," he cautions. "But 
the better you plan the center in the first 
place, and the clarity and follow-through on 
your policies, the less aggravation you're 
going to have." 
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Save Money Without Reducing 
The Performance Of Services 



by Robyn Weisman 

Data centers are like houses. You 
buy your first (and perhaps subsequent 
ones) thinking that the money you were 
spending in rent is now going to a mort- 
gage, blissfully unaware that your plumb- 
ing will explode three months down the 
road, and no landlord is going to clean up 
the mess or pay to fix it. 

And now, data centers are even more like 
houses. Fewer people can afford them as 
they stand, and those who still can need to 
do everything possible to save every penny 
and avoid any potential problems that could 
lead to economic ruin. 

Fortunately, you may be able to pull this 
sleight of hand with a few tips to guide you 
in the right direction. Some of these tips are 
quick and dirty, while others require more 
thought and preparation; nevertheless, all 
of them can offer ways to slice your costs. 

Determine Infrastructure Baseline 

Adam Kerrison, CTO at London, data 
center search platform provider Tideway 
(www.tideway.com), says your first step 
should be to conduct an infrastructure 
baseline that will reveal a complete and 
accurate inventory of all the resources 
in your data center, along with its inter- 
dependencies with other parts of your 
organization. 

"Establishing this type of IT transparency 
in data centers can help identify underused 
and energy-hogging resources, extraneous 
software instances, duplicate applications, 
and gaps in the infrastructure that may be 
putting the company at risk," says Kenison. 

Michael Hogan, global offering manag- 
er of site and facilities services at IBM, 
says that once you determine your infra- 
structure baseline, you can then cull 
underutilized servers and other IT hard- 
ware. "Many small and midsized enter- 
prises have what we call 'server sprawl,' 
servers located in communication or 
wiring closets, under desks, in the data 
center, and so forth, with specific servers 
assigned to specific applications," says 
Hogan, adding that many IT admins may 
not have even been aware of the existence 
of some of this hardware. 

Once you know what tasks your servers 
are performing, you can then determine 



which ones are expendable, Hogan ex- 
plains. "Simply stated, the fewer pieces of 
IT hardware you have, the [less] power you 
consume. The potential to consolidate and 
virtualize workloads onto fewer servers and 
on servers that are procured because they 
are energy-efficient reinforces this energy 
savings message," he says. 

Turn Tasks Into Automated Processes 

Kelly Mackin, COO and president of data 
governance service provider DataMotion 
(www.datamotion.com), says that turning 
many of your tasks into automated pro- 
cesses leads to greater overall efficiencies. 

"Look for solutions where intelligence is 
integrated into those processes without the 
need for human intervention," Mackin says. 
For example, the average employee spends 
847 out of 2,000 hours in a work year using 
email, many of which are spent unproduc- 
tively tracking emails, searching for content, 
or transferring files. Those hours could be 



Key Organizational Tip 



Set up or reorganize your data center to be 
modular and scalable so that it is the right size 
for your current power and cooling infrastructure 
needs while being scalable so that you can 
grow it out with minimal disruption, recommends 
Michael Hogan, global offering manager of site 
and facilities services at IBM. 

According to Hogan, traditional data center 
facilities are inefficient because they too often 
are overbuilt. "Data centers usually are built to 



better utilized by letting automation take 
care of these tasks and freeing up hours for 
these people to invest in tasks that reduce the 
chance for human error, improve data center 
productivity, and improve ROI for the com- 
pany in general. 

Take Advantage Of Cloud Computing 

According to Mackin, cloud computing 
services are rapidly becoming business 
must-haves, offering speed, low cost of 
entry and total cost of ownership, reduc- 
tion of IT resources required, enhanced 
security, reduction in downtime, and 
reduction in required bandwidth. You can 
leverage cloud computing for a number of 
uses, including technology-enabled ser- 
vices and data movement, process 
automation, business continuity, and 
workflow via the Internet, Mackin says. 

"Take a look at every IT solution and 
assess whether cloud computing might be 
an appropriate model for you," advises 
Mackin. "In today's tough economic cli- 
mate where TCO plays a big part in deci- 
sion-making, cloud computing makes a 
lot of sense." 



support what is projected will be needed some- 
time in the future, and the power and cooling 
systems are installed for this theoretical future 
state, and all of these systems will typically be 
running, even though they are very lightly 
loaded," Hogan says. Keeping your equipment 
in a location that can be properly monitored and 
optimized, typically a place that is centralized, 
means that you can more easily "right size" the 
power and cooling systems as needed and 
avoid needless waste of energy. 



IVIost Proactive iVIoney Saver 



Kelly Mackin, COO and president of data gover- 
nance service provider DataMotion (www.data 
motion.com), says that securing your company's 
business communications will go a long way 
toward preventing the costly aftermath of any 
data breach or leak. Given that an organization 
of 1 ,000 employees may use approximately 
4.7TB (and growing) of email data alone, you 
want to make sure that this data is protected, 
while being accessible in the event ediscovery is 
required, either for legal or regulatory reasons. 



Therefore, data governance is a must to avoid 
the catastrophic financial risks that could 
occur because an email communication is 
intercepted or runs afoul of regulatory com- 
pliance. According to Mackin, a joint study 
conducted by DataMotion and Osterman 
Research showed that 27% of the 205 orga- 
nizations surveyed experienced an acciden- 
tal or malicious data leak during the past 12 
months. Make sure you find your organization 
aligned with the other 73%. 




I l\/licrosoft Offers 
Worm-Related Bounty 

Microsoft has 
partnered with 
the Internet 
Corpora- 
tion for 
Assigned 
Names 
and Num- 
bers and 
several lead- 
ing tech compa- 
nies to fight against the 
Conficker, or Downadup, worm. The worm 
takes advantage of a vulnerability in Micro- 
soft's Windows Server service, allowing 
attackers to use a network-based attack to 
take control of a system. The group of 
tech companies, which includes NeuStar, 
Verisign, Symantec, and researchers from 
Georgia Tech, is working to stop the domains 
found launching the worm. As part of the 
effort, Microsoft is offering a $250,000 reward 
for information that results in the arrest and 
conviction of those responsible for launching 
the worm. 

I Small Search Engine Claims Google 
Violated Antitrust Laws 

TradeComet.com, which launched the busi- 
ness-to-business search engine Source- 
Tool. com in 2005, has filed a complaint 
against Google in a U.S. District Court. The 
complaint claims Google violated antitrust 
laws by going against the Sherman Act, the 
federal antimonopoly statute. Dan Savage, 
founder and CEO of SourceTool.com and 
TradeComet.com, says that once Google 
perceived his company as a threat, it turned 
from "cheerleader to tyrant." In a statement, 
Savage said, "For example, Google raised 
my prices by 10,000%, which strangled our 
business virtually overnight." Google plans 
to look into the issue and says it has always 
made it clear how highly competitive the ad- 
vertising market is. 

I Low-Power l\/lemory 
Designed For Mobile Devices 

Micron Technology and Nanya Technology 
released low-power DDR2 memory aimed 
at the high-performance mobile market. The 
memory will improve performance and 
reduce power consumption for handsets, 
smartphones, and other mobile Internet 
devices. The low-power mobile memory 
operates at 1 .2 volts, rather than the DDR1 
lower-power memory that runs at 1 .8 volts, 
and it delivers data transfer speeds of up to 
1,066Mbps. Micron Technology also 
released a suite of NAND software tools to 
help mobile handset designers simplify the 
development process of NAND technology 
in mobile applications. The tools support 
Windows Mobile 6, Linux, and Symbian. 
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Netbooks Are A Hit With Consumers, But Are They 
Ready For Enterprises? 



by Warren Ernst 

The low cost and high portability of 

netbooks has transformed the subnote- 
book marketplace, turning a once niche 
product into one of the fastest-growing 
portable computer types. Though original- 
ly intended for — and, to a certain extent, 
still marketed to — the home and educa- 
tional user, netbooks are now finding their 
way into the business world. Perhaps due 
to their size and price, netbooks bring 
several technological misconceptions to 
the workplace IT department, and these 
misconceptions may result in applying the 
wrong security principles. 

Enough Muscle For Enterprise Use? 

Are technical limitations the reason net- 
books aren't more aggressively marketed to 
enterprises? Not necessarily. "[Most net- 
books] are running either Linux or Win- 
dows XP Home, which is designed for 
home users and not corporate environ- 
ments. Microsoft doesn't allow WinXP 
Home on corporate domains," says Josh 
Norem, a senior technical marketing spe- 
cialist at Asus (www.asus.com). 

Wes Williams, worldwide product mar- 
keting segment manager at Lenovo, 
agrees. "The primary audience for net- 
books, due to their small size and limited 
functionality, has largely been consumers, 
who use them for quick, on-the-go activi- 
ties like surfing the Internet, viewing pho- 
tos, and listening to music." Addressing 
netbooks' functionality, Williams says, 
"'Limitations in functionality' include . . . 
smaller hard drives, less storage capacity, 
limited graphics capabilities, proces- 
sing power, smaller screens/keyboards, 
etc., on the netbooks vs. the full-func- 
tion laptops." 

"I haven't found anything that doesn't 
run on my [netbook], especially if I change 
the screen resolution to 1,024 x 768," says 
Chris B Othello, an independent computer 
consultant based in Southern California. 



B Othello says his netbook handles a variety 
of demanding applications, several pro- 
gramming IDEs, and every computer secu- 
rity program he's thrown at it. "I'm using 
the netbook in place of my MacBook Pro 
more and more." 

The Question Of Security 

"The netbook really is not going to have 
special [security issues], other than there 
will be more of them [in use]," says 
Christopher Ciabarra, founder and presi- 
dent of Los Angeles-based security soft- 
ware firm Network Intercept (www.net 
workintercept.com). "And if you are in the 
numbers game, there will be more prob- 
lems. To sum it up, the same hacks for 
notebooks will be there for the netbooks." 
But that's not to throw caution to the wind 
when using netbooks. 

Paul Bragiel, CEO of Lefora.com, an 
online forum hosting company, has start- 



reality, their connection could be compro- 
mised, allowing the hacker to read and 
monitor all traffic, including personal and 
corporate information." 

"If a user is on a VPN, they are fine, 
but companies are finding out that users 
are surfing the Web on company netbooks 
without the VPN (since companies lim- 
it what they can access; plus, [users] 
know they are being monitored). So when 
it comes to personal use, users are not 
protected." 

Another security concern, malware, 
stems from the first. "With the portability 
and availability of netbooks, [users] are 
going to be surfing the Web a lot more, 
since [users] can take the netbook to more 
locations than ever," says Ciabarra. "This 
is cause for alarm since every Web site . . . 
could have malware installed without the 
Web site owners or [the user] being aware 
of the issue." Once the user returns with 
his netbook and plugs it into the enter- 
prise's LAN, the infected machine could 
attack and infect your corporate network 
from inside. 



In regard to specific security concerns, 
perhaps the most pressing is the Wi-Fi issue. 
Being so mobile, netbooks almost always 
connect to the Internet and LANs via Wi-Fi access 
points, and these aren't necessarily secure. 



ed using netbooks for business, as well. "I 
don't see netbooks being any more inse- 
cure than any other machine out there," 
he says. 

In regard to specific security concerns, 
perhaps the most pressing is the Wi-Fi 
issue. Being so mobile, netbooks almost 
always connect to the Internet and LANs 
via Wi-Fi access points, and these aren't 
necessarily secure. "Users are connecting 
to any access points that accept them," 
says Ciabarra. "Users do not understand 
the technology and are connecting to what 
they think are safe access points, but in all 



The Netbook Differences Worth Noting 



Though netbooks are basically the same animal 
as notebooks when it comes to security, there 
are some differences that slightly alter the rules 
of the security game: 

• Less RAM (usually just 1GB, sometimes 
upgradable to 2GB) for security programs to 
run in the background 



Less storage (sometimes as little as 4GB) for 
large security software suites 
No internal optical drives, so CD-based secu- 
rity tools need to be copied to a USB drive or 
installed over the network 
1 ,024 X 600 resolution, so large pop-up alert 
windows will naturally take up more room on 
the screen 



Physical security is also an issue worth 
noting. Because of their small size and light 
weight, netbooks are more easily misplaced 
and are becoming attractive targets for 
crooks and industrial spies. Other than 
increased vigilance, there are solutions to 
this problem, too. The first is the use of 
full-disk encryption, which modern net- 
books can easily handle. Ciabarra adds that 
he is able to run an encryption program on 
his netbook without experiencing any per- 
formance-related slowdowns. 

Joseph Campana, a CIPP, says, "Net- 
books can be a huge problem-solver with 
respect to information security if config- 
ured without storage devices. Netbooks 
with no storage devices and a secure Inter- 
net connection to an enterprise server is one 
solution to the information security risk 
that traditional laptops present." 

Bragiel sums up netbook enterprise use 
and security issues: "Security really comes 
down to the user using it and how familiar 
they are with best practices." When it 
comes to security, the same policies that 
keep enterprise notebooks secure will also 
keep netbooks locked down. 



Microsoft Announces 
Windows 7 Versions 

With a few minor changes, the upcoming 
IVIicrosoft OS Windows 7 will come in six dif- 
ferent SKUs, as did Vista before it. Micro- 
soft's General Manager for Windows Mike 
Ybarra announced details on the varied ver- 
sions of Win7, an evolution of Vista expected 
to launch late this year. 

The editions, in order from the lowest to high- 
est, are: Windows 7 Home Basic, for PC 
manufacturer preinstallation in emerging mar- 
kets only; Windows 7 Starter Edition, only 
available to OEMs for light-duty systems such 
as netbooks; Windows 7 Home Premium, 
intended to meet the vast majority of con- 
sumers' needs; Windows 7 Professional, with 
additional networking and security features; 
Windows 7 Enterprise, with BitLocker hard- 
ware encryption support; and the catch-all 
Windows 7 Ultimate. 

Of particular interest to the SME are the 
Professional and Enterprise editions. The for- 
mer will come in new PCs from manufactur- 
ers, as well as in standalone form. The latter, 
available through Microsoft's Software As- 
surance plan, facilitates access for a mobile 
workforce with easier client management. 

Superset Structure 

Unlike with Vista, each version of Win7 will 
contain all of the features of the edition below 
it. Among other things, this means that busi- 
ness-oriented versions of the OS won't lack 
multimedia features that may be important 
during presentations and so forth. The new 
"superset" structure of versions should elimi- 
nate confusion among buyers. It should also 
make clearer what each upgrade edition 
offers for the price difference. 

"Frankly, the story is a lot less complex now, 
and I suspect the OEMs and the retailers will 
like that," says Al Gillen, IDC program VP of 
system software. 

Microsoft hasn't yet set pricing for any of 
Win7's editions other than saying that WinXP 
users — and not just Vista users — will be able 
to buy Windows 7 at upgrade prices. Users 
must do a clean install of Win7 on a WinXP 
system, however. Vista users will be able to 
perform an upgrade installation. 

In addition, as before previous OS launches, 
Microsoft will offer free upgrades to Windows 
7 to customers who buy PCs preinstalled with 
Vista after a certain date (in this case, July 1 , 
2009). However, OEMs can decide whether 
to participate in the program. 

by Marty Sems 
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Dueling XML-Based Standards Aim 

To Replace Proprietary Office File Formats 



by Kurt Marko 

Openness and standardization are hall- 
marks of the Internet age, having rightly 
achieved exalted status among IT leaders. 
The Web wouldn't exist without such stan- 
dards and the open, democratic process under 
which they are created. Yet many enterprises 
have a substantial amount of their intellectual 
property tied up in files using proprietary, 
binary Microsoft Office formats. Some orga- 
nizations, particularly government agencies, 
are concerned about the long-term viability 
of proprietary formats. As a result, efforts are 
underway to establish and promote open- 
standard document formats freely available 
to all office apphcations. 

Standardization Status 

As technology pundits frequently observe, 
the trouble with standards is there are so 
many to choose from, and the battle over 
office file formats proves the adage. The 
OpenDocument Format, or ODF, was the 
first entrant into the standards arena, initially 
proposed in 2002 and ratified by the OASIS 
consortium in 2005. ODF was developed 
outside of Microsoft' s influence and ignored 
in the company's products. When some orga- 
nizations, most notably the Commonwealth 
of Massachusetts, proposed adopting ODF, 
Andrew Updegrove, a partner at Gesmer 
Updegrove and expert on the standards 
process, says Microsoft perceived a threat to 
its dominant position in productivity soft- 
ware and attempted to undermine it. 

Updegrove says Microsoft undertook an 
extensive lobbying campaign to reverse the 
Massachusetts decision while simultaneously 
developing its own competing XML-based 
document format, Office Open XML, or 
OOXML — subsequently introduced in 



Office 2007. The path to standardization 
began when Microsoft submitted OOXML to 
Ecma in 2006. In the end, Ecma approved 
OOXML, and after a relentless campaign, 
ISO joined suit last year. With ODF having 
already achieved ISO standardization, the 
industry now must contend with two compet- 
ing XML-based document formats. 

This leaves many IT professionals bewil- 
dered over the differences between the two 
and which, if either, to choose. As Marino 
Marcich, executive director of the ODF 
Alliance, notes, "We have two XML-based 
formats to accomplish the same task," which 
creates confusion and increased cost. 

Comparing ODF & OOXI\/IL 

According to Guy Creese, vice president 
and research director at Burton Group, 
"ODF is currently somewhat simple (and 
simplistic) compared with alternatives such 
as OOXML, but it was the first XML pro- 
ductivity application file format to be stan- 
dardized and, as such, has been promoted in 
association with many government and other 
domains in which standards are mandated." 

In contrast. Creese notes, "OOXML was 
designed to fully address document, spread- 
sheet, and presentation concerns for all 
Microsoft Office file formats, including both 
the default XML file formats used in Office 
2007 and the proprietary and binary file for- 
mats used in earlier releases of Office. As 
such, OOXML is considerably more expres- 
sive and complex than ODF." 

While the technical esoterica matter to 
application developers, most users just care 
about document formatting and exchange- 
ability. According to Tim Hickernell, 
research analyst at Info-Tech, neither ODF 
nor OOXML is a "pure" XML format be- 
cause each has to deal with binary embedded 



Other Important Document Formats 



Office file formats are designed for auttnoring — 
document creation and review — and aren't opti- 
mal for publishing and archival, according to 
Tim Hickernell, research analyst at Info-Tech. 
Two publishing formats are much better for doc- 
ument presentation and exchange. 

• Portable Document Format, or PDF, is a de 
facto standard, with subsets recently achiev- 
ing standardization, including PDF/A (ISO 
19005-1:2005) for document archival and 
PDF/X (ISO Standards 15929 and 15930) for 
prepress printing. Guy Creese, vice president 
and research director at Burton Group, adds. 



"In early 2007, Adobe announced plans to 
submit the entire PDF model for standardiza- 
tion; ISO voted to approve PDF 1 .7 as a 
standard in December 2007 (ISO 32000)." 
Not to be outdone, with Vista, Microsoft intro- 
duced a presentation and page description 
language, XML Paper Specification, or XPS. 
"Often viewed as Microsoft's answer to PDF," 
Creese says, "XPS is a three-in-one technolo- 
gy: its a document format, a spool file format, 
and a page description language for printers." 
He adds that Microsoft submitted XPS to 
Ecma in mid-2007, and the company recently 
released a fifth working draft of the spec. 



objects; thus, translating between the two 
invariably causes a loss of fidelity. 

Usage Scenarios 

These office document formats aren't the 
only ones users need to understand because, 
Hickernell notes, various formats are opti- 
mized for different parts of the document life 
cycle. He says office formats are designed 
for creation, editing, and review but aren't 
the best for publishing and archival, even 
though a touted advantage of XML-based 
files is their insurance against obsolescence. 

The more significant advantage of XML- 
based formats, according to Hickernell, is 
their facilitation of document automation and 
assembly. Creese agrees that XML formats 
are much easier to manipulate programmati- 
cally than their binary predecessors. "For 
example, a sales report may be generated 
from a document template and interactive 
queries into sales tracking systems such as 
Salesforce.com," he notes. 

In theory. Creese believes XML-based for- 
mats should "reduce the potential for vendor 
lock-in, expand competition, and facilitate 
the development of ecosystems of vendors 
providing complementary products and ser- 
vices." Unfortunately, Hickernell says, 
degradation in document fidelity is almost 
impossible to avoid after round-trip conver- 
sion between applications. Thus, he advises 
users not to focus on file formats, but instead 
on the software that fits their needs. Creese 
echoes this advice: "Distinguish between 
appUcation/service and format decisions. The 
often passionate debate about ODF and 
OOXML has, in some cases, conflated open 
source and open standards and has also con- 
fused the distinctions between file format and 
application/service alternatives." 

Dueling standards can be perplexing, but 
according to Creese, "in scenarios requiring 
complete interoperability with Microsoft 
Office files — historical (binary and propri- 
etary) formats or OOXML — organizations 
must use Microsoft Office." He adds, "This 
may be an inconvenient truth for Microsoft 
competitors, but it will remain so unless Sun 
and other ODF supporters revise ODF to 
include full Office file format compatibility." 
Marcich of the ODF Alliance counters that 
the ODF standard isn't static and continues 
to evolve. He notes also that Microsoft itself 
will offer native ODF support in Office 2007 
SP2, due in the next few months. 

Overall, Creese says, it's important for 
organizations to move away from binary for- 
mats and begin exploiting XML's capabili- 
ties. He cautions, "Although moving to 
OOXML file formats involves some admin- 
istrative challenges, the opportunities for 
improved content management and produc- 
tivity outweigh the short-term inconvenience 
of migrating from binary file formats." 



I Nortel Networks Gets l\/lcHugh 

Nortel Networks has hired John McHugh, for- 
mer worldwide general manager of HP's 
ProCurve Networking by HP, as its new vice 
president and general manager of enterprise 
solutions. McHugh's job will be to direct 
Nortel's collection of data networking prod- 
ucts for the enterprise market and advise 
Nortel's progress in regard to Ethernet tech- 
nologies for the carrier business. Energy effi- 
ciency will be under McHugh's umbrella, as 
will the end-to-end data portfolio, such as 
research and development, operations, mar- 
keting, and business development. 

I IBI\/I Hires Head Of Cloud Computing 

Erich Clementi will take on the title of IBM's 
general manager of enterprise initiatives, 
which includes IBM's Blue Cloud initiative. 
During the previous 18 months, IBM has cre- 
ated about a dozen cloud computing centers 
around the globe. Clementi will be in charge 
of overseeing the efficiency of cloud technol- 
ogy in both government agencies and corpo- 
rations. In other news, IBM says it is collabo- 
rating with Juniper Networks to enhance 
security for cloud computing networks. It also 
announced five new clients, some of which 
include Elizabeth Arden, the United States 
Golf Association, and Nexxera. 

I Apple Co-Founder Becomes 
Chief Scientist At Startup 

Salt Lake City, Utah, -based Fusion-io has 
signed on Apple Co-Founder Steve Wozniak 
as its chief scientist. The company caused a 
stir with its ioDrive PCI Express flash storage 
card that acts like, but is vastly faster than, a 
hard drive. Wozniak, who founded Apple with 
Steve Jobs in the 1970s, has been on Fusion- 
io's advisory board since October. In his new 
role as chief scientist, he'll directly advise 
Fusion-io's research and development team. 

I NEC To End European PC Business 

Despite being the leading seller of PCs in 
Japan, NEC is struggling outside its home 
base. So much so, the company plans to pull 
the plug on its EMEA (Europe, Middle East, 
Africa) PC business and shut down production 
at a France-based subsidiary by this summer. 
NEC sold its European retail PC business in 
2006. It ships about 400,000 notebooks and 
desktops a year to corporate purchasers glob- 
ally (about 13% of its total computer ship- 
ments). NEC previously announced it expects 
a $3.2 billion loss for fiscal 2008 on a 9% 
decrease in sales. The company also plans to 
cut more than 20,000 jobs and reportedly is 
looking to outsource its sen/er production. 
"We intend to exit the notebook and PC busi- 
ness and focus on the development of our 
value proposition, which is centered around 
servers and infrastructure," says Gaetano La 
Rosa, NEC Computers France's executive 
director of operations. 
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Minimize Potential Problems 
In The Enterprise 



by Chris A. MacKinnon 

If your data center hasn't implemented 
some sort of wireless capability, you are in 
the minority. Most enterprises have jumped 
on the wireless bandwagon and are possi- 
bly considering staying on for good. 
According to Michael Tennefoss, head of 
strategic marketing at Aruba Networks 
(www.arubanetworks.com), many are con- 
sidering the move because wireless LANs 
enhance productivity and creativity by 
making users mobile, allowing them to 
decide where and with whom they'll work 
while connecting them to business-critical 
network resources. 

Tennefoss notes, however: "To realize 
this potential, the wireless LAN has to 
deliver a wire-like experience, offering 
robust communication with a level of 
security equal [to] or greater than a wired 
network. Adaptive 802.1 In wireless 
LANs and identity-based security make 
this vision a reality." 

John Spindler vice president of wire- 
less product management at ADC (www 
.adc.com), says wireline displacement is 
fast becoming a fact of life, both for resi- 
dential and commercial applications. 
Spindler says this displacement is happen- 
ing for a few reasons. He comments, 
"Consider the prevalence of wireless 
devices used today. Wireless has now 
become the de facto No. 1 means of com- 
municating. Wireless can also enhance 
productivity, thereby positively impacting 
the bottom line. And think about cost: 
Enterprises can, in many instances, reduce 
their telecommunications costs by migrat- 
ing to an all-wireless telecom infrastruc- 
ture." 

Application Impact 

But before such a move happens, enter- 
prises will need to consider what impact an 
all or mostly wireless infrastructure will 
have on critical business applications. 
Spindler says in order to move to an all- 
wireless infrastructure, enterprises must be 
assured that there will be adequate wireless 
capacity to support all of their needs (both 
voice and data). He explains, "Without 



Wireless vs. Cable 



Ksenia Coffman, marketing manager for Fire- 
tide (www.firetide.com), says she doesn't see 
cable going away and enterprises switching to 
100% wireless, especially in an indoor environ- 
ment (or the "carpeted space," as she calls it). 



sufficient capacity, mission-critical ap- 
plications may experience unacceptable 
throughput issues, thereby negatively 
impacting the business. In addition, the 
business must also ensure that they have 
wireless coverage everywhere it is re- 
quired, from the sublevels of their buildings 
to the top floors, from the outer perimeter 
to the building core, including places such 
as elevators." 

Aruba Networks' Tennefoss, on the 
other hand, is not too concerned with 
capability. He elaborates, "An all-wireless 
workplace that uses an adaptive 802.1 In 
wireless LAN will reliably deliver data at 
speeds exceeding 100BaseT Ethernet, 
more than sufficient for the vast majority 
of applications. There are some very data- 
intensive applications like CAD/CAM 
that require greater than 100Mbps speed, 
and these exceptional cases will be best 
served by a Gigabit Ethernet connection." 
Tennefoss says voice, data, and video 
applications will all be well served by 
802.1 In. 

In the opinion of Ksenia Coffman, 
marketing manager for Firetide (www 
.firetide.com), however, wireless mesh 
networking is the best choice for critical 
applications. Coffman says wireless mesh 
networks provide redundancy and multiple 
paths to ensure reliability of critical 
information, be it enterprise application 
data, alarms, access control commu- 
nications, or video transmission. 

Coffman says high-performing wireless 
mesh infrastructure is not trivial to design 
or deploy, and professional-grade wireless 
equipment is a considerable investment. 
"Before making a wireless move," 
Coffman notes, "enterprises should care- 
fully weigh the costs vs. the benefits. In an 
outdoor setting, for example, wireless 
makes a lot of sense, but it's not a deci- 
sion to be taken lightly." 

Security, Bandwidth, Performance 

Tennefoss says wireless is an open 
medium, and for this reason, security con- 
siderations are of paramount importance. 
He elaborates, "Client-to-core WPA2 
encryption is essential, and all encryption 



"However," Coffman notes, "in outdoor areas or 
in a mobile environment, wireless makes a lot 
of sense. A typical example would be a large 
enterprise campus, university campus, or a 
large medical facility." 



Consider The Application Impact 



"in addition to the significant savings realized 
by replacing leased lines with high-capacity 
gigabit wireless links, or simply utilizing wire- 
less links in new construction, businesses can 
future-proof their networks and provide abun- 
dant capacity as new applications must be 
transported over the link or as the workforce 
continues to expand," says Joe SchramI, mar- 
keting director at BridgeWave Communica- 
tions (www.bridgewave.com). He says trans- 
mission rates provided by these Gigabit wire- 
less links mean that the intra-LAN network 



backbone connection will remain free of bot- 
tlenecks as application needs grow. 

"Regarding performance," he adds, "Gigabit 
wireless links provide transmission speeds at 
full-rate Gigabit with very little latency, yielding 
a fiber-equivalent backbone link ideal for 
transporting real-time network services such 
as video and VoIP. With Gigabit wireless links, 
there are no T1-to-IP protocol conversions to 
perform and no expensive edge devices to 
purchase, configure, and maintain." 



services should be centrally managed and 
then pushed out to controllers and access 
points. Also, no security keys should be 
stored in access points." Tennefoss says 
an item such as an ICSA-certified policy- 
enforcement firewall is indispensable 
because it can cordon off network traffic 
between groups of users and limit the 
bandwidth consumed by guest traffic. 
Tennefoss says that integrated wireless 
intrusion detection and rogue detection 
are also musts. 

Joe SchramI, marketing director at 
BridgeWave Communications (www 
.bridgewave.com) says perceptions of 
wireless security have grown out of expe- 
riences with unlicensed low-frequency 
2.4GHz and 5.8GHz wireless systems. He 
comments, "These systems are relatively 
easy to intercept and do not provide any 
interference mitigation techniques neces- 
sary to provide high-quality transmis- 
sions. While the link may work today, 
there is no guarantee that it would reliably 
perform tomorrow." 

SchramI says organizations count on IT 
administration staff to take all prudent 
steps to safeguard against intrusions. "To 
address this requirement," he says, "giga- 
bit links should offer built-in 256-bit 
AES, the strongest level of encryption 
available. So when we couple the narrow 
beams that higher-frequency links utilize 
with 256-bit AES, data center and IT 
managers can rest easily knowing their 
wireless transmissions are secure." 

In terms of bandwidth, however, Spindler 
says IT managers must identify their current 
user population and factor in any growth 
plans for the next five to 10 years. "And 
they should not only count their own 
employees but any visitors who may also 
access the network," Spindler notes. "In 
addition, they must also understand what 
applications will be riding on the wireless 
network and what the bandwidth require- 
ments are for those applications and ensure 
that enough channel capacity is deployed to 
meet those requirements." 

Consider Bandwidth 

As for performance issues, SchramI 
says when evaluating wireless links for 
inter-building connectivity, bandwidth of 
the link is usually the main consideration. 
He says two performance factors should 
be taken into account when specifying a 
wireless system: latency and availability. 
"As for latency," he explains, "simply 
put, users should feel they have a fiber 
connection. More technically, gigabit 
wireless systems should provide ultra-low 
latency, comparable to the latency of a 
high-performance Ethernet switch for 
flawless performance of real-time ap- 
plications such as VoIP and video. 
Reliability is the second performance con- 
sideration — IT should expect Gigabit 
wireless systems to be engineered to pro- 
vide highly available links, on the order 
of 99.999%, providing better than carrier- 
class performance." 

Spindler says performance issues will 
largely be centered on coverage and 
capacity. He concludes, "If all identified 
areas of an enterprise do not have wireless 
coverage, users will either not be able to 
make calls (voice or data) or will experi- 
ence poor performance such as slow 
transmission or dropped calls because 
they are on the edge of a cell (coverage 
boundary)." 



I Intel Cuts Solid-State Drive Prices 

Intel announced that it is cutting the prices 
of its solid-state drives. The 1.8-inch X18-IVI 
and 2.5-inch X25-M models, designed for 
both mainstream and enterprise markets, 
are now each $390. The price for Intel's 
32GB SSD, designed for servers, storage, 
and workstations, was also cut from $695 to 
$415. Intel did not comment on why it cut 
the prices, though some speculate the move 
is in response to the current economic situa- 
tion. SSDs are used primarily in ultraport- 
able PCs and mini-notebooks because they 
are smaller and lighter and consume less 
power. 




I Study: Corporations 

Are Customer's Worst Enemy 

According to IBM's 2008 "X-Force Trend And 
Risk" report, many corporations unwittingly 
put their customers at risk via the Web. 
Hackers focus on attacking Web applica- 
tions, and by using off-the-shelf Web tools 
with known vulnerabilities, corporations 
make it easier for attackers to target the 
masses, the report states. IBM found that 
more than half of all the vulnerabilities dis- 
closed were related to Web applications, 
and, of those, more than three quarters had 
no security patch. By the end of last year, 
compared to the initial data from the sum- 
mer, the number of attacks using SQL injec- 
tion vulnerabilities was up 30%. 

I Study: Hospitals That Embrace 
Technology Reduce Costs, Deaths 

A study published in the Archives of Internal 
Medicine shows that hospitals that use a 
more automated information system, includ- 
ing notes and records, test results, order 
entry, and decision support, reduce medical 
complications, mortality, and costs. At this 
point, adoption of technology-based informa- 
tion systems remains low, the study points 
out. The study examined the records of more 
than 167,000 patients who were over 50 
years old in participating Texas hospitals 
between Dec. 1 , 2005, and May 30, 2006, 
looking at records of patients who were at 
the hospitals for myocardial infarction, heart 
failure, coronary artery bypass, or pneumo- 
nia. Hospitals with automated, technology- 
based information systems saved as much 
as $1 ,043 per hospitalization, according to 
the study. 

I Nvidia Sales Tumble 

Graphics chipmaker Nvidia's fourth-quarter 
numbers were down. Compared to the previ- 
ous quarter, revenue was down 47% for 
consumer graphics chips, 51% for chipsets, 
and 44% for professional graphics chips. 
Nvidia lost $147 million, when the same time 
last year it reported a profit of $257 million; 
the company also had a 60% decline in rev- 
enue year-over-year, from $1 .2 billion to 
$481 million. Nvidia CEO Jen-Hsun Huang 
pointed to struggling sales in November and 
December as being largely responsible for 
the drop. Nvidia looks to its Ion netbook plat- 
form, slated to hit the market in the third or 
fourth quarter, to pull the company back into 
the black. 
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Consolidating Servers Can Expand Capacity, 
But Don't Forget Cooling 



by Kurt Marko 
• ■ • 

Despite the plunging economy and pre- 
carious business climate, demand for IT ser- 
vices continues unabated. This dichotomy 
creates a major challenge for data center 
managers — sustaining IT service levels but 
with smaller budgets. The days of throwing 
hardware at every problem, with data cen- 
ters sprouting like mushrooms, are gone. 
Today's mantra is "do more with less." 

A recent report to Congress by the U.S. 
EPA found that "Data center floor space is 
expected to grow at 5 to 10% per year, 
which is lower than the growth rate for IT 
hardware shipments for several reasons." 
Most notably, the merging of many smaller 
data centers into fewer, larger ones; the 
prevalence of small form-factor servers, 
such as blades and lU chassis; and the use 
of virtualization to consolidate many appli- 
cations on fewer physical servers. While 
these technology trends yield more space- 
efficient data centers, they also create side 
effects, such as increased power demands 
and stress on cooling systems, which thwart 
consolidation efforts. 

According to former Gartner analyst Paul 
McGuckin, power and cooling are the 
biggest issues data center managers face 
when trying to prolong the life span of 
existing facilities. Paradoxically, he con- 
tends, "Most data centers are vastly over- 
provisioned in cooling capacity, some by as 
much as four times the needed capacity. 
However, the cold air just isn't being deliv- 
ered to the right places." 

First Steps 

The quickest way of freeing up space is 
by eliminating old, unused equipment that 
often clutters computer rooms. "You need 



to bring out your dead," says Dean Nelson, 
senior director of Global Lab & Datacenter 
Design Services at Sun Microsystems 
(www.sun.com). In running several major 
data center consolidation projects for Sun, 
Nelson found that up to 30% of its hard- 
ware assets were orphaned and unused. 

One reason Nelson believes IT shops 
accumulate hardware refuse is the lack of an 
equipment life cycle. Nelson said Sun identi- 
fied owners of older equipment and queried 
them about its purpose; what they found was 
remarkably close to estimates by the Uptime 
Institute that 15 to 30% of data center assets 
are orphaned or unused. Surprisingly, about 
60% of those abandoned systems were actu- 
ally powered on and wasting energy. 

While Sun's cleanup process was largely 
manual, Kosten Metreweli, vice president 
of strategy at Tideway Systems (www 
.tideway.com), says new tools (variously 
known as application dependency mapping 
or capacity management analytics soft- 
ware) can automate much of the process. 
Metreweli likes to think of these tools as 
"search for the data center," in that they 
allow IT staff to get an accurate view of all 
installed hardware, applications, and their 
interdependencies. 

After removing unused equipment, 
according to Nelson, the next step is to 
decommission large, old, and inefficient 
servers and migrate applications to virtual 
machines on new, high-density systems. 
David Cappuccio, vice president of 
research for IT infrastructures at Gartner, 
suggests another way to recapture valuable 
data center space is segmenting the work- 
space into areas of higher and lower avail- 
ability and moving less-critical systems out 
of more costly spaces with highly redun- 
dant infrastructure. 



Data Center Energy & Space Efficiency 
Best Practices 



PUE = 



The U.S. EPA, in a 2007 report analyzing ener- 
gy usage and efficiency in data centers, devel- 
oped a set of scenarios outlining the technolo- 
gies that could be employed by 201 1 to improve 
energy consen/ation in IT facilities. These were 
subsequently used to estimate potential energy 
savings, which ranged from 40 to 50% over 

Use industry standard (volume) servers with 
moderate to aggressive levels of virtualization 
leading to a physical server reduction ratio of 
1 .33-1 .66 to 1 (for server closets) and 2-5 to 1 
(for all other space types) 
5% of servers eliminated through 
virtualization efforts are not replaced 
(for example, legacy applications) 

1 00% of volume servers are 
"energy-efficient" 

Power management enabled on 
1 00% of applicable servers 
Average energy use per enterprise 
storage drive reduced by 7% 
Moderate to aggressive reduction 
(1 .5-2.4 to 1) in storage devices 

Source: "Report to Congress on Server and Data Center Energy Efficiency; 
U.S. EPA; ENERGY STAR Program; August 2007. 



historical usage trends. The efficiency strate- 
gies, which are subdivided between IT equip- 
ment (servers, storage arrays, etc.) and data 
center infrastructure equipment (cooling sys- 
tems, power distribution systems, UPSes, etc.) 
describe feasible technologies that, if adopted, 
could significantly reduce energy usage. 



PUE (Power Usage Effectiveness) ratio reduced 
to 1 .7 for server closets and server rooms 



Total DC Facility Power 
IT Equipment Power 



PUE ratio declining to 1 .4-1 .5 for data centers 
assuming: 

• 98% efficient transformers 

• 90 to 95% efficient UPS 
Variable-speed drive chiller with economizer 
cooling or water-side free cooling (in moderate 
or mild climate region) 
Variable-speed fans and pumps 

Redundant air-handling units 

Liquid cooling to racks 



Build A High-Density Infrastructure 

As Nelson suggests, server consolidation is 
the most obvious and direct means of 
reclaiming valuable data center space; how- 
ever, legacy facilities likely aren't up to the 
power and cooling challenges high-density 
systems can present. Cappuccio notes that 
older data centers often have cabinets only 
partially filled with bulky systems, drawing 
an average of 2 to 5kW per rack. In contrast, 
a rack stuffed with lU or blade servers may 
top out at 15kW or more; thus, most facilities 
won't be able to accommodate high-density 
systems without some cooling redesign. 

Steps Cappuccio says can significantly 
enhance cooling capacity include simple 
things such as cleaning up the rat's nest of 
cables under raised floors, plugging cable 
and conduit holes in the floors, and using 
blanking panels to cover unused rack 
space — all with the goal of carefully separat- 
ing hot and cold airflows. Cappuccio is 
enthusiastic about a new technique that can 
achieve even greater cooling efficiency: 
cold-aisle containment. According to his for- 
mer Gartner colleague McGuckin, "Cold- 
aisle containment is particularly well-suited 
for retrofitting in data centers that have 
raised floors and have already implemented 
hot aisles and cold aisles. This retrofitting 
can be accomplished with low-cost materials 
and without sophisticated outside contrac- 
tors." Nelson says Sun uses cold-aisle con- 
tainment as part of a modular architecture in 
which "pods" of 10 to 20 racks are designed 
with localized under-floor or in-row cooling 
and isolated using containment structures. 
These modular, localized cooling systems 
bring the cold air closer to the heat source, 
minimizing wasted energy. 

Virtualize, Consolidate & Compress 

After optimizing a data center's power 
and cooling systems for higher energy den- 
sities, it's time to consolidate servers both 
physically and virtually. High-density lU 
or blade systems provide physical consoli- 
dation, packing more processing power into 
much smaller spaces. Layering on virtual- 
ization, where Cappuccio says it's common 
to see four VMs running on one physical 
server, dramatically increases density. 
Cappuccio says the combination of virtual- 
ization and high-density systems can yield 
a 300% increase in server capacity. Nelson 
concurs, noting that as Sun migrated to 
next-generation virtualized hardware 
deployed in their pod architecture, it 
achieved a two- to tenfold space savings. 

Technology can also reclaim space dedi- 
cated to storage systems. Cappuccio says 
the first step is to employ compaction (aka 
deduplication) and compression to reduce 
or eliminate redundant data. He also recom- 
mends developing a tiered storage architec- 
ture where relatively static data is migrated 
to slower, denser, commodity SATA arrays 
or virtual tape libraries and archival infor- 
mation is moved off site to tape. 

Perhaps stating the obvious, McGuckin 
observes that today's difficult economic 
conditions have made it prohibitively 
expensive to build new data centers; howev- 
er, some interior redesign and new technol- 
ogy can provide plenty of extra life for 
existing facilities. "Density is king," says 
Nelson. By eliminating unnecessary hard- 
ware clutter using localized cooling de- 
signs with high-density, virtualized servers, 
data center managers can accommodate 
growing application demands while avoid- 
ing the contractor. 



I Mac Sales On The Slide 

The economy and increasing customer 
demand for netbooks have eaten into 
Apple's notebook and desktop sales, leaving 
the company facing a particularly difficult 
first quarter, according to a survey 
ChangeWave conducted in early January. 
The survey of 3,476 U.S. buyers shows only 
6% plan to buy a notebook in the next 90 
days, a 2% drop from a similar survey 
ChangeWave did in November 2008. About 
5% plan to buy a desktop in the next three 
months, down 1% from November 2008. 
Both numbers are record lows for PC buying 
plans in ChangeWave surveys. The compa- 
ny's latest survey indicates 19% of notebook 
buyers bought a netbook in the last 90 days, 
and 14% of future laptop buyers plan to buy 
a netbook in the next three months. Only 
27% of those planning a notebook purchase 
in the next 90 days plan to buy a Mac, down 
6% from November 2008 and the "weakest 
visibility reading for Apple laptops in nearly 
two years," according to ChangeWave. 
Among buyers who have purchased a com- 
puter in the past 90 days, 22% bought Apple 
laptops and 1 7% Apple desktops, both num- 
bers down 4% from ChangeWave's 
November 2008 survey. 

I Intel Updates Its U.S. 
Manufacturing Facilities 

Paul Otellini, president and CEO of Intel, 
says the company plans to sink $7 billion 
into its U.S. manufacturing facilities through- 
out 2009. The upgrades are needed to facil- 
itate production of Intel's latest chip technol- 
ogy, the 32nm fabrication process. The new 
chips are designed in part to drive net- 
books, a growing market, as well as laptop, 
desktop, and server processors. Intel 
reports that the updates will support about 
7,000 jobs, even as 5,000 Intel jobs were 
recently cut at manufacturing facilities. The 
first processors with the 32nm technology 
will be code-named "Westmere." 

I Patent Infringement Suits Delayed 

Chipmaker Rambus, which had filed lawsuits 
in 2000 against four rivals alleging patent 
infringement, suffered a setback earlier this 
month when U.S. Federal Judge Ronald IVI. 
Whyte indefinitely postponed the cases. 
Rambus' allegations were that Hynix 
Semiconductor, IVIicron Technology, Nanya 
Technology, and Samsung Electronics 
infringed Rambus patents for producing DDR 
DRAM, SDRAM, and DDR2 DRAM. What 
gives Rambus' suits such importance is the 
fact that these types of memory have been 
and will be used in 
PC production 
for years 
into the 
future. 
Tom 
Lavelle, 
general 
counsel for 
Rambus, says 
the company will 
appeal. 

I Dimension Data Acquires Teksys 

Teksys, a UK infrastructure service 
provider, Microsoft LAR, and licensing 
services company, will become a wholly 
owned subsidiary of IT services and solu- 
tions provider Dimension Data of South 
Africa. The financial terms of the deal were 
not disclosed. The merged company will 
provide a broader Microsoft IT lineup in 
the UK and Europe. Dimension Data's UK 
Microsoft Solutions business will assimilate 
Teksys. Teksys' Alan Watkins will become 
managing director of the combined busi- 
ness, and both Dimension Data and Teksys 
will have representatives on the manage- 
ment board. 
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Is It Time For Your SME 
To Reach For An Apple? 

by Sixto Ortiz, Jr. 

Apple has been experiencing something 
of a revival in the consumer space, but has 
this translated to success in the enterprise, 
where Microsoft Windows and Office dom- 
inate? After all, it's in the corporate world 
where Microsoft has worked tirelessly — 
and succeeded — at establishing a seemingly 
impregnable position. Microsoft is nowhere 
close to ceding the lead to Apple, yet the 
fact is that Apple is gaining some mind- 
share among corporate users. 

Enterprises Bite Into Apple 

Any discussion of Apple's success in the 
enterprise must also include a discussion 
about Microsoft's recent travails. Even the 
most casual observer of the computer 
industry knows that Windows Vista hasn't 
been anywhere near the surefire hit 
Microsoft expected. As a result, enterprises 
that have observed Vista's struggles have 
naturally been very reluctant to upgrade 
their systems to Windows Vista. 

So, Vista's lackluster performance has 
created an opportunity for Apple to make 
inroads into the enterprise marketplace. 
An August 2008 Yankee Group report 
points out that Mac hardware and OS X 
10.x are "gaining significant momentum 
among corporate users." 

Results from the Yankee Group's 
"2008-2009 Apple Mac and OS X 10 



Corporate Enterprise Deployment and 
Usage Survey" reveal that nearly 25% of 
750 global IT administrators and C-level 
executives said they have a significant 
number (more than 30 or 50) of Macs and 
OS X 10.x software in their corporate net- 
works. The survey also reveals that 
approximately 80% of enterprises sur- 
veyed have Macs and OS X installed 
within their networks. 

Rob Enderle, president and principal 
analyst of the Enderle Group, says 2008 
was a great year for Macs in the enter- 
prise. But, he adds, in 2009 Apple's suc- 
cess will be determined in large part by 
the number of companies that let employ- 
ees bring their own machines to work. 
This, he adds, is due to the fact that bud- 
gets are incredibly tight and resources 
have been cut substantially, which typically 
reduces risk taking. 

Enderle expects that the vast majority of 
firms will only replace broken systems but 
may allow employees to bring their own 
computers into the workplace. So, firms 
that have in-house Mac programs will put 
Macs on the approved lists. 

Richard Meyeroff, president of Bal- 
timore-based Meyeroff Computer Con- 
sultants and a leading Mac consultant, 
says he has seen "a definite trend towards 
Macs becoming more prevalent." He 
points to a client who had always used 
PCs, but upon starting a new venture 



An Apple A Day Keeps IT Headaches Away 



Apple's hardware and 
software enjoy a sterling 
reputation among 
consumers, but do 
enterprises feel the same 
way about the solutions 
coming out of Cupertino? 
The Yankee Group recently 
surveyed corporate users 
on the reliability of Mac 
hardware and OS X 10.x, 
and the results show 
almost universal approval. 




I Poor 



I Satisfactory Good 



I Very Good Excellent 



Source; Yankee Group "2008-2009 Apple Mac and OS X 10 Corporate Enterprise Deployment and Usage Survey" 



refused to go to Vista and went with an 
all-Mac system instead. 

Apple & The SME 

Changing course away from a full 
installed base of hundreds, possibly thou- 
sands, of computers running Windows-based 
configurations is an exceedingly difficult 
problem for a large enterprise. However, an 
SME doesn't have quite the same mountain 
to climb if it chooses to make a switch and 
become an Apple-centric shop. 

The statistics appear to bear this out. 
According to Enderle, Apple adoption fig- 
ures for SMEs are in the 10 to 15% range, 
while large enterprises still have about a 3 
to 7% adoption rate for Apple products. 

The key question for many SMEs reluc- 
tant to continue hitching their wagon to 
Microsoft is whether or not an upgrade to 
Mac computers and OS X systems is worth 
the trouble. After all, Macs have a reputa- 
tion for carrying higher price tags than their 
PC counterparts, and, as many PC users will 
point out, the available universe of applica- 
tions that run on the Mac is much smaller. 

Stephen Hultquist, a principal at Infinite 
Summit consulting firm, says Mac users 
generally require much less desktop sup- 
port and experience fewer issues. Hulquist 
says that even though his data is anecdotal, 
it is consistent in the fact that SMEs 
inwhich Macs have been introduced 
become virtually self-sufficient. 

But Hulquist has observed issues in 
enterprises using a Mac as the core server 
for an enterprise. "Any move of the server 
infrastructure," he warns, "needs to be 
tested extensively and then transitioned 
and supported by skilled Mac OS X 
administrators." 

Enderle says enterprises with employees 
who are willing to pick up the support load 
for the products and where many of the 
common resources are centralized (so 
employees can live off the Mac OS and 
don't have to dual-boot) can consider pro- 
viding Macs to some or all employees. 
Conversely, for SMEs with personnel who 
look to IT to do everything, Macs are still 
too expensive to deploy. 

A reason to upgrade to Macs, adds 
Enderle, is the fact that more responsibility 
for tool selection and maintenance can be 
placed with the employee and not with 
cash-strapped IT folks. This can lead to 
practices, he says, where the employee and 
not the company buys the hardware, saving 
significant costs. 
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Cyber Switching designs and manufactures power distribution 
units (PDU) used to distribute power to rack equipment. Data 
centers, production environments and development test labs 
use PDU's to power cycle and manage power to blade servers, 
routers, switches, SAN's, etc. 

Cyber Switching tools are used by leading-edge global enter- 
prises to enhance the functionality and reliability of their net- 
working environments. 

At Cyber Switching, we consistently strive to maintain and 
enhance our reputation as an industry leader in power distribu- 
tion by being: 



Innovative 
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Customer-centric 
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Intel Invests $7 Billion 
In Manufacturing 
Upgrades 

In a period when most technology firms are 
slashing costs by shedding jobs, scaling back 
operations, and restructuring, Intel announced 
plans to spend $7 billion over the next two 
years to upgrade processor manufacturing 
facilities in the United States. 

Jon Peddle, president of Jon Peddle Re- 
search, says that Intel is acting on the philos- 
ophy "that you can't save your way out of a 
recession." Peddle says, "Companies that 
pull back and only concentrate on cost-cut- 
ting come out of a recession smaller, weaker, 
and behind the technology curve." 

Intel's cash infusion will go toward overhauling 
manufacturing facilities in Oregon, Arizona, 
and New IVIexico to support Intel's move to a 
32nm manufacturing process for semicon- 
ductors used in PCs, notebooks, netbooks, 
mobile Internet devices, and other consumer 
electronics. The updated processors, when 
installed in PCs and other devices, will draw 
less power, enable longer battery life on 
mobile devices, and give off less heat while 
running. Intel's 32nm processors are expected 
to be available in the fourth quarter of this 
year and in the first half of next year. Intel's 
early 32nm processors, code-named West- 
mere, won't be based on an entirely new 
architecture but will instead be faster, smaller, 
and more energy-efficient versions of current 
Nehalem processors presently manufactured 
using the 45nm process. 

Making The Transition 

Intel's Hillsboro, Ore., facility has already 
made the transition to 32nm and is in the 
process of ramping up production of Intel's 
first 32nm offering, a desktop chip code- 
named Clarkdale, which will consist of a 
dual-core 32nm logic core and a 45nm 
graphics core integrated on the same pack- 
age. The mobile version of Clarkdale is 
code-named Arrandale and should be avail- 
able late this year or early next, but it has 
already been spotted up and running 
Windows 7 on a test system. 

Intel also announced that its commitment 
carries with it about 7,000 well-paying jobs 
for skilled workers. Referring to the jobs. 
Peddle says Intel's commitment to U.S. jobs 
is a welcome message for Oregon, Arizona, 
New Mexico, and even Washington. Accord- 
ing to Peddle, Intel's strategy and roadmap 
"will put them way out front in the IVIoore's 
Law race. Of course, it helps when you have 
$1.5 billion in cash." 

by Andrew Leibman 
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'The Cyber Switching team enabled us to understand our power management issues 
and the products have an ROI that is quantifiable.tbat is value add to my budget. 
The sales and technical team goes above the call to make sure we have Just what we 
need, when we need it." 

Data Center Manager 
Fortune 1 000 Company 
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Some of Our Valued 
Customers Include: 

Adobe Systems 
ANL 

Blue Cross Blue Shield 
Brocade Communications 
Cisco Systems 
ConSentry Networks 
Department of Defense 
Extreme Networks 
Hewlett Packard 
Intel 
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Know The Benefits & Risks 
Of Bumping Up The Heat 



by Holly Dolezalek 

There's still no answer to the debate 
over the right temperature for a data center. 
There are only degrees of "it depends." 

Why is that? You may be asking: "Hasn't 
ASHRAE (American Society of Heating, 
Refrigeration, and Air-Conditioning En- 
gineers) set the standard?" Not really. For 
many years, the society's suggested tem- 
perature range for data centers was be- 
tween 68 and 77 degrees Fahrenheit. But 
in 2008, the ASHRAE changed that range 
to between 64 and 80 F. And the major 
data center players have been experiment- 
ing with the higher side of temperature. 
Dell, Google, and Intel, for example, have 
been trying higher temperatures or de- 
creased humidity control in an effort to 
determine sweet spots for protecting their 
equipment without unnecessary energy 
costs. 

But no matter what ASHRAE or big 
data center players say, there is also the 
rest of the data center world — the manag- 
ers with three-server closets or larger serv- 
er rooms — who would rather err on the 
side of caution. Many of the server rooms 
across America are set for a temperature 
between 68 and 71 F, not because the 
manager has necessarily researched the 
right temperature, but because he knows 
it's safe and is sticking with it. 

Proper Management 

Harry Schechter, founder of Tempera- 
ture@lert (www.temperaturealert.com), a 
Boston-based provider of temperature-mon- 
itoring products for data centers, talks about 
the hardware in a data center. Although 
many data centers run at or around 70 F, he 
explains that a lot of equipment is actually 
rated as high as 95 F. "The detailed specs go 
pretty high, although I would never recom- 
mend going that high," Schechter says. 

Herman Chan, business unit leader for 
Raritan's Power Management Solutions 
division (www.raritan.com), suggests that 
with the right monitoring equipment, no 
data center manager needs to fear raising 
the temperature for energy savings. "Pieces 
of IT equipment are more resilient than 
you think, and you don't have to overcool 
them," Chan says. "Managers are starting 
to get it, but they're hesitant because they 
don't have the instrumentation or confi- 
dence that their equipment would be OK if 
they turned up the thermostat." 

Chan says many data center managers are 
leaving their AC units running at full blast 
without managing the unsealed grommets 
for cabling, hot and cold aisles, or bypass 
airflow. Instead, Chan explains, with careful 
management of these factors, managers 
could safely turn the thermostat up a few 
degrees without any effect on their equip- 
ment, as long as they monitored the temper- 
atures at the front of the rack. 

Proponents of turning up the thermostat 
suggest that it's possible to save 4 to 5% on 
energy for every degree you turn up your 
data center's thermostat. Granted, they say 
you can't turn it up every year; it's a one- 
time reduction in costs and must be treated 
as such. 

Don't Do It 

Darin Stahl, research lead for Info-Tech 
Research Group, disputes the 4 to 5% sav- 
ings figure. "That is a commonly used 
metric, but I've heard it used in context of 
spaces in general," he says. "Turning 
down the thermostat in an office space 
might generate savings like that, but in a 



data center it's much more complex. And 
in the meantime, your AC does more than 
just keep [the data center] cool. It's mov- 
ing air, and it's removing humidity and 
static electricity — all vital things that make a 
difference in the longevity of your equip- 
ment." 

In other words, you might only realize 
those savings at a substantial risk. Leo- 
nard Eckhaus, Association for Computer 
Operations Management founder, says he 
wouldn't try to raise the temperature over- 
all, because the risk of an equipment fail- 
ure is just too high. "The potential prob- 



safe 74 F if the temperature near a server 
rack close to a blocked airflow reaches 
96 F. For that reason, Stahl recommends 
a much more granular picture than a ther- 
mostat on the wall. "In the past, the ap- 
proach was to throw in AC units and just 
flood the center with cold air," Stahl 
explains. "But with today's technology 
footprint, denser server racks, and so on, 
flooding a room with cold air is the least 
efficient way to manage the temperature — 
and yet many of the server rooms I've 
been in are managed that way." 

Rather than simply crank down the over- 
all temperature, Stahl says it makes more 
sense to manage the equipment in the cen- 
ter more carefully. For example, consider 
moving UPSes from the bottom of the rack 



With the right monitoring equipment, 
no data center manager needs to fear raising 
the temperature for energy savings. 



lems really outweigh the benefits," he 
says. Citing a survey that AFCOM con- 
ducted last year, Echkaus says his compa- 
ny found that only 21% of respondents 
said a major data center disruption would 
cost their companies less than $50,000 
for every hour the trouble went unfixed. 
Twenty-one percent said such an interrup- 
tion would cost between $50,000 and 
$99,999; the remainder of those surveyed 
said it would cost $100,000 or more. At 
those rates, the savings of months could be 
wiped out in minutes. 

That may be why many data center 
managers decide they would rather spend 
a little more on power every day to keep 
the temperature low, so they'll have extra 
time to respond if the cooling system mal- 
functions. "A cooling failure causes the 
temperature in the room to heat up very 
quickly, and it's even hotter in the equip- 
ment," Schechter says. "If you have a 
cooling failure when the temperature is 70 
[degrees], it can be up to 100 degrees in 
10 to 15 minutes." 

Do Something Else 

In some ways, it's misleading to even 
talk about turning up the thermostat a few 
degrees. Depending on the equipment in a 
data center, the ambient air temperature 
can actually mean nothing. It doesn't mat- 
ter if the ambient air temperature is a nice, 



to the top. They generate their own heat, 
and that heat rises to further warm the 
already-hot servers in the rack. Also, don't 
mix your network gear and your server 
gear. "Switches and routers are often older 
because they run forever, but that often 
means that they're little BTU factories 
compared to newer equipment," Stahl says. 
"Modern servers have variable fans to man- 
age heat and power internally . . . whereas 
routers are still generating a constant level 
of heat." 

Stahl also recommends a precision cool- 
ing approach, with units that can deliver 
cool air right to where it's really needed 
rather than dumping it into the air for an 
average approach. Some data center per- 
sonnel even create drywall partitions for 
equipment that has to be cooler than other 
equipment, so the cold air isn't wasted by 
dilution in the rest of the center. 

Finally, Stahl says, upgrading your AC 
unit might generate more savings than let- 
ting the temperature rise. "There was a 
time when your typical AC unit had a max- 
imum capacity of 7 watts per square foot, 
but now the basic ones operate at around 
50W, and with precision and balance, that 
figure can go as high as 250W," he says. 
"You may find that over a few years, up- 
grading your equipment will generate more 
savings than taking the risk with your serv- 
er equipment." . 



Other Potential Problems 
Related To Increased Temps 



Keep in mind that raising the temperature in your 
data center can create other problems. 

Depending on the climate in your region, humidity 
may begin to rise almost immediately when the 
temperature rises. In this area, ASHRAE (Amer- 
ican Society of Heating, Refrigeration, and Air- 
Conditioning Engineers) has also revised its 
ranges upward. Previously, the organization rec- 
ommended between 40 and 55% relative humid- 
ity, but its new recommended maximum is 60%. 
"You don't have to worry about humidity when the 
temperature is 70 degrees [Fahrenheit], but above 
that it starts to be a problem again," says Harry 
Schechter, founder of Temperature@lert (www 
.temperaturealert.com). 'That means taking into 
account how many people you have in your data 
center, because every person who walks in is gen- 
erating heat and water vapor." 

Another potential problem that can result from 
turning up the temperature in your data center 



is noise. As the temperature in a data center 
rises, the fans inside equipment have to work 
harder and run more often to maintain proper 
temperature. (That same increase in fan run- 
ning time will cut into whatever energy savings 
you realize.) New "ASHRAE Environmental 
Guidelines for Datacom Equipment" indicate 
that a 20% increase in speed (from 3,000rpm to 
3,600rpm, for example) means a 4-decibel 
increase in noise. 

"While it is not possible to predict a priori the 
effect on noise levels of a potential 2 degrees 
Celsius increase in data center temperatures, it 
is not unreasonable to expect to see increases 
in the range of 3 to 5dB," the document states. 
"Data center managers and owners should 
therefore weigh the trade-offs between the 
potential energy efficiencies with the proposed 
new operating environment and the potential 
increases in noise levels." 



I Survey Says People 
Are Biggest Security Risk 

Although internal and external breaches 
dropped last year, people are a financial 
sen/ices enterprise's greatest security risk, 
accounting for 86% of information systems fail- 
ures, according to Deloitte's Global Security 
Survey. Technology is second at 63%. The 
sun/ey focuses on security and privacy in the 
financial services industry. Internal breaches 
affected 27% of respondents last year, com- 
pared to 30% in 2007; 47% reported external 
breaches last year, compared to 65% in 2007. 
Viruses, email, and phishing/pharming attacks 
were the top causes of repeat external breach- 
es. Despite the drops, employee misconduct 
is a growing concern, and proliferation of 
social networks and mobile media provide 
more opportunities for unauthorized down- 
loads. This places data protection as top pri- 
ority for financial institutions sun/eyed, along 
with access and identity management. 

I PC Processor Shipments Drop 

PC microprocessor shipments declined in the 
fourth quarter of 2008 and are not expected to 
improve this year, according to a recent IDC 
survey. Statistically, microprocessor sales may 
drop by 15% in the coming months; 2008 Q4 
declined by 17% overall. As the global reces- 
sion slows the demand for PCs in general, 
many manufacturers are looking to new market 
growth in the mobile industry. Intel has pro- 
duced the Atom for mobile devices but is com- 
peting against Texas Instruments and Qual- 
comm. Intel's shipments increased in Q4 2008, 
while AMD saw a 
fourth quarter 
decrease. A 
January 
report from 
Gartner indi- 
cated that PC 
sales in Q4 
2008 were the 
worst since 2002. 

I Study: Hard Drives Sold 
On eBay Still Contain Data 

Kessler International, a computer forensics 
firm, conducted a study, purchasing hard 
drives from online auction site eBay to see if 
and what data remained on the discarded 
drives. According to its findings, 40% of the 
drives still contained readable data. Some of 
the drives required the firm to use forensics 
software to retrieve the data, but other drives 
had not been formatted or erased at all. Of all 
the data Kessler pulled from the hard drives, 
21 % was email; 1 3% was photos; 1 1 % was 
corporate documents; 1 1 % was browsing his- 
tories; and 4% was DNS sen/er information. 

I l\/lobile Phone Shipments Down; 
Smartphone Shipments Up 

Although the global mobile phone market expe- 
rienced an "unusual downturn" for Q4 2008, 
IDC's Worldwide IVIobile Phone Tracker infor- 
mation indicates smartphone shipments grew 
22.5% last year. IDC reports mobile phone 
makers shipped 289 million devices in Q4 
2008, down 12.6% from Q4 2007's 330.8 mil- 
lion shipments. Smartphone shipments, how- 
ever, grew 70.1% in North America and 25% in 
Europe, the IVIiddle East, and Africa for 2008. 
IVIanufacturers shipped 1.18 billion mobile 
devices last year, up 3.5% from the 1 .14 billion 
shipped in 2007. Nokia led all companies with 
468.4 million mobile unit shipments (39.7%) for 
2008, followed by Samsung's 196.7 million 
(16.7%), LG Electronics' 100.7 million (8.5%), 
IVlotorola's 100.1 million (8.5%), and Sony 
Ericsson's 96.6 million (8.2%). IDC expects the 
first half of this year to be "very challenging as 
vendors and distributors grapple with clearing 
inventory." If negative economic situations con- 
tinue, IDC predicts, the mobile device market 
may not recover until 201 0. 
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THREE QUESTIONS 



AFCO Systems 
Helps SMEs 
Lower Energy 
Costs 

Energy-Efficient Lineup Tackles 
Data Center Power Demands 



by Joseph Pasquini 

Headquartered in Farmingdale, N.Y., 
AFCO Systems provides a complete prod- 
uct lineup of green data center solutions 
designed to help enterprises keep their 
energy costs under control. 

# AFCO Systems 
Datacenter Resource Solutions 

Dr. Gerard Becker, president and chief oper- 
ating officer of AFCO (631/249-9441 ; www 
.afcosystems.com), has a career in the in- 
dustry spanning more than 30 years and is 
no stranger to data center surroundings. 



Prior to joining AFCO, Becker managed 
facilities for several financial institutions, 
including Bankers Trust Co. and Lehman 
Brothers. 

■ What are the biggest IT-related 
issues facing today's small to midsized 
enterprise? 

"Customers of data center technology have 
long faced the ongoing issue of rapid tech- 
nological developments," Becker says. "The 
density of hardware keeps increasing to 
support increased demands by applications. 
Cloud computing and virtualization tech- 



niques expand the availability of those appli- 
cations to more users, and the hardware 
works harder — and hotter." 

Becker continues that today's economic cli- 
mate has produced additional challenges that 
are straining many enterprises. "Everyone is 
forced to become a speculator to some de- 
gree," Becker says. "So, energy efficiency 
has become critical." 

Nonetheless, Becker believes that there is a 
silver lining for firms wanting to diminish their 
energy profile. "Although there hasn't been a 
more challenging environment to run a busi- 
ness in decades, there is an incredible oppor- 
tunity for organizations that are forward-look- 
ing and innovative," Becker says. "Because 
as the business cycle turns to an upswing, 
those companies will benefit from an open 
playing field to gain new customers who will 
need their services quickly." 

■ What should Processor readers know 
about your company's products? 

AFCO provides solutions ranging from basic 
enclosures designed for low-density applica- 
tions to complete prepackaged, scalable, active 
systems intended for high-density enterprise 
environments requiring real-time thermal man- 
agement of cooling and power resources. 

Resource Manager, which provides real-time 
monitoring and visibility of the cooling and 
power management system, serves as the 
nucleus of AFCO's product lineup. According to 
Becker, facilities leveraging Resource Manager 
can achieve greater control over their data cen- 
ter's environment thanks to the tool's ability to 
collect, store, share, analyze, and report infor- 
mation on power, space, and cooling at the 



enclosure level across the data center. "The 
result is dramatic: greater cooling efficiency, a 
higher level of server performance, greater cost 
control, and improved operations," Becker says. 

In addition to Resource Manager, AFCO also 
offers an array of system enclosures, as well 
as PDUs (power distribution units). The 
Passive enclosure system, which is scalable 
from 1 kW to 8kW or more, is engineered for 
deployment in hot aisle/cold aisle applica- 
tions. The High-Density enclosure system is 
designed to dramatically reduce cooling costs 
in the data center. The Extreme High-Density 
series was designed specifically utilizing 
AFCO Systems' room-balancing Kool-IT tech- 
nology to handle heat loads of up to 16kW 
within conventional data center design. 

AFCO also offers its Sidecar technology, which 
is designed to maximize the useable space 
within an enclosure by moving cabling and 
patch panels outside the cabinet frame. 

■ What makes your company unique? 

Becker feels passionate about his company's 
ability to work with its clients and address their 
cooling and power resource challenges. "AFCO 
Systems differentiates itself by being a solutions 
partner to our customers," Becker says. 

In addition to being an American manufacturer, 
Becker is also proud of AFCO's commitment to 
the environment. "As a member of Green Grid, 
AFCO works with ASHRAE (American Society 
of Heating, Refrigerating, and Air-Conditioning 
Engineers) standards to ensure that our sys- 
tems help our customers meet their commit- 
ments to sustainable technologies," Becker 
says. "Implementing our solutions enables cus- 
tomers to save money by saving energy." 



THREE QUESTIONS 



Black Box Offers 
SMEs One-Stop 
Shopping 



Networking & Infrastructure Powerhouse 
Keeps Customers Fully Operational 



by Joseph Pasquini 

Pittsburgh-based Black Box is a recognized 
global provider of voice communications and 
data infrastructure solutions. 

Jim Schriver is the director of new technolo- 
gies for Black Box (888/225-6921 ; www.black 
box.com). Schriver, who is responsible for 
identifying unmet market needs, has more 
than 1 5 years of product development experi- 
ence in the technology sector. 

■ What are the biggest IT-related 
issues facing today's small to midsized 
enterprise? 

Black Box sees several IT-related issues con- 
fronting the small to medium-sized enterprise, 
and at the forefront is cost containment. 
"Although saving money has always been 
popular, it is now imperative," says Schriver. 



"Projects that aren't critical to the ongoing 
operation of an organization's network or that 
can't show a tangible and short-term ROI 
probably won't happen." 

Security continues to be an evolving con- 
cern, as well. Schriver asserts, however, that 
these risks can be miti- 
gated through dili- 



promise of unified communications or sim- 
ply handling the explosion of video content, 
keeping up with an ever-changing technolo- 
gy landscape has proven difficult for many 
small and midsized companies," says 
Schriver. "Many small and medium-size 
enterprises find their core data traffic is all 
they can currently handle, and they have 
absolutely no room for expansion. And, in 
this economic climate, they don't have the 
budget, either." 

With all of the challenges facing SMEs in 
today's economic environment, Schriver feels 
that enterprises are especially eager to seek 
help from trusted technology partners. "Most 
small and midsized enterprises don't have the 
resources or time to spend months on internal 
product evaluations and head-to-head tests," 
says Schriver. "Instead, they look for a part- 
ner who can repeatedly provide them with 
solid advice on how to use technology to 
solve business problems." 

■ What should Processor readers know 
about your company's products? 

According to Schriver, Black Box prides itself 
on being a "networking superstore" where 
customers can get virtually everything they 



In addition to its extensive portfolio of tradition- 
al networking items. Black Box's major product 
lines also include data center enclosures and 
equipment, infrastructure cabling and tools, 
KVM solutions, and even multimedia solutions. 
"Our latest introduction is a complete Digital 
Signage solution, providing content creation, 
storage, and scheduled distribution," says 
Schriver. "Black Box offers customers every- 
thing to make the right infrastructure connec- 
tions from the data center to the desktop, 
including conference rooms, manufacturing 
plants, warehouses, and more." 

■ What makes your company unique? 

Trust is the cornerstone of any long-term rela- 
tionship between a vendor and its client base. 
Schriver contends that Black Box has been 
able to successfully establish such a confident 
rapport with its customers by expertly main- 
taining a broad product line and offering a 
unique approach to technical support. 

"Our customers consider Black Box as the 
place to go for the latest technologies, as well 
as legacy, hard-to-find, and custom products," 
says Schriver. "The comfort of having the guar- 
anteed interoperability between components 
and the ability to leverage their volume pur- 
chases to save money is also 



gence. "The trick is 
to stay on top of the 
next wave of threats 
(including internal 
threats, either acciden- 
tal or intentional). The 
security effort alone is a full-time job." 

Schriver also sees convergence as an addi- 
tional challenge to SMEs. "Whether it's the 
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a major factor." 



need to develop and deploy just about any 
application. "The Black Box line is quite ex- 
tensive and includes over 1 18,000 network- 
ing products," says Schriver. 



"Free tech support for our con- 
nectivity and networking prod- 
ucts has been a hallmark of the 
company since our inception in 
1976," Schriver says, adding 
that the knowledge transfer extends beyond the 
realm of technical support. "Many of our cus- 
tomers consider our Web site and the Black Box 
catalog to be their technology bible." 
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A Sense Of Urgency 



Book Helps Enterprise Leaders 
Push For Change 



by Kurt Marko 

The wrenching economic, competitive, 
and technological changes in the business 
world have upended many staid corporations 
and their managers. Whether the disruptions 
came from globalization and outsourcing or 
new Internet-enabled business models and 
process disaggregation, the common denom- 
inator is externally forced change. 

It's not surprising that academics and 
pundits have unleashed a vast corpus of 
books and papers outlining and contextual- 
izing the business upheaval, with ample 
advice and strategies for the besieged cor- 
porate executive. A leading academic voice 
on the mechanics of organizational 
change — how to actually develop and exe- 
cute change strategies — is John P. Kotter. 

Kotter, an Emeritus Professor of 
Leadership at the Harvard Business School, 
came to prominence as a change guru in 
1996 with his influential book "Leading 
Change." In it, he developed an eight-step 
process for implementing organizational 
transformations. 

An ensuing decade studying companies 
going through change projects, and their 
incredibly high failure rates (more than 
70%), led Kotter to question why change is 
so hard and what organizations are doing 
wrong. He concludes, "After reflection, I 



decided the answer was 
that they did not create a 
high enough sense of 
urgency among enough 
people to set the stage 
for making a challeng- 
ing leap into some new 
direction." 

"A Sense of Urgency" 
is Kotter' s explication 
on the need for, and 
means to, change-induc- 
ing urgency. 
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The First Step 

Urgency, the first step 
in Kotter' s eight-phase 
change program, proves 
to be the most impor- 
tant, yet the term is 
fraught with ambiguity. 
Kotter distinguishes at 
great length between frenetic activity and 
true urgency. "A sense of urgency is not an 
attitude that I must have the project team 
meeting today, but that the meeting must 
accomplish something important today," 
he writes. 

Two attitudes are at war with managers 
trying to create urgency in an organiza- 
tion: complacency and false urgency. 
Complacency, which typically emanates 



"A Sense of Urgency" 

Author: John P. Kotter 
Publisher: Harvard Business School Press 
Price: $22 (list) 
Format: Hardcover, 208 pages 



from a company's prior 
success and Kotter claims 
is more pervasive than 
people recognize, is char- 
acterized by contentment 
with the status quo and 
anxiety over tinkering 
with an ostensibly suc- 
cessful organization. 
False urgency can be even 
more destructive because 
it creates the appearance 
of activity and change 
without actually achiev- 
ing it. Kotter notes that 
"people mistake the run- 
ning around for a real 
sense of urgency, [and] 
they sometimes actually 
try to create it." 

Kotter' s prescription 
for creating true urgency 
goes beyond construction 
of logical, well-docu- 
mented business cases. 
Managers must supple- 
ment intellectual argument with emotive 
behavior that touches employees' hearts: 
the well-worn "hearts and minds" strategy. 
The rational part of the strategy must focus 
on and address external competitive threats 
and changing business conditions, while 
the emotional component must demonstrate 
a manager's determination to win. 

The book's second half details four tac- 
tics that can generate a true sense of 



urgency and overcome some of the road- 
blocks to change, such as an insular behav- 
ior, frustration at the pace of progress, and 
passive-aggressive skeptics undermining 
the strategy. 

Change-Inducing Events 

Kotter contends that the rate and intensi- 
ty of change-inducing events buffeting the 
business worlds is accelerating and unlikely 
to subside. It's undeniable that 21st-century 
managers have more to deal with than their 
counterparts a couple generations ago. 
Kotter concludes that only by inculcating a 
sense of urgency into the corporate culture 
can organizations assure themselves of last- 
ing success. For those willing to take on 
this daunting challenge, "A Sense of 
Urgency" provides a succinct roadmap for 
the journey. 

Key Concepts 

^ Creating organizational urgency is not only 
the first step in a program for change, but the 
most Important. 

^ True urgency duels with its twin nemeses, 
complacency and false urgency. 

^ Create true urgency via an action strategy 
that is alert to external threats and business 
conditions, aimed at winning, focused on 
making some progress every day, and con- 
stantly purged of low-value activities. 

^ Managers can implement this urgency- 
creating strategy using four tactics: bringing 
the outside in, behaving with urgency every 
day, finding opportunities in crises, and 
proactlvely dealing with naysayers. 




Tell Us What You Think! 

If you're a regular reader of Processor, 
you've probably noticed some exciting changes with this issue. 
All of these changes were made based on comments from you, our readers. 

You'll find all of the same information you've come to know and trust, along with some great new changes, including: 

• Additional Product Release announcements, including many with detailed articles letting you know what matters most 

• Increased coverage of the technologies and trends you need to stay on top of 

• An expanded News section 

• Greater use of tips and article snapshots to deliver the most essential information in a quick, easy-to-read format 

• More articles with in-depth information on the products and manufacturers you need to know about 




Email eciitor@processor.com to let us Icnow wliat you 
tliinlc of the changes, then caii (800) 819-9014 or go online to 
www.processor.com to ensure you don't miss out on any issues! 
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Desktop Hypervisors 
Key To Virtual Desktop Future 



Desktop PC virtualization promises a 
win-win solution to an age-old tug- 
of-war between centralized PC manage- 
ment and end-user experience. But while 
solutions such as VM ware's Virtual View 
(formerly Virtual Desktop Infrastructure) 
and Citrix XenDesktop grow in popularity, 
there remains an important missing piece to 
this picture: bare-metal PC hypervisors. 

On a server, a bare-metal hypervisor is the 
software that allows one physical server to be 
partitioned into multiple virtual machines. It 
is called "bare metal" because the hypervisor 
sits between the "metal" of the machine and 
the operating system software. This offers 
better performance because the individual 
virtual machine operating systems each 
access the hardware more directly. 

Virtual machine software for personal 
computers has been around for some time. 
In fact, virtualization market leader 
VMware started out as a PC virtualization 
vendor. Only in recent years has the tech- 
nology taken off in the server realm. But on 
the PC, virtualization is typically hosted 
on top of an operating system such as Mi- 
crosoft Windows XP or Apple OS X. 

The hosting operating system adds over- 
head that can impact performance. It also 
means that one operating system needs to 
be configured and licensed for the host PC 
before any other operating systems can be 
run as virtual machines. Bare-metal PC 
hypervisors and high-performance hosted 
VMs on the PC will complete the separa- 



tion and abstraction of the desktop from the 
hardware. This will enable a fundamental 
rethinking of how PC desktops, and desk- 
top support, work within the enterprise. 



desk-side support — including application and 
security configuration — across a fleet of dis- 
tributed PCs. Rather than having to configure 
and reconfigure for new hardware as PCs are 
refreshed, a single master virtual PC image 
configuration can be maintained. Individual 
workers can still own individual PC desk- 
tops, only now their Windows Desktop and 
applications are an abstract entity and not 
tied to specific desktop hardware. 



The Allure Of Virtual Desktop 
Infrastructure 



Despite all the buzz around 
VDI, virtual desktops are also 
really not new. This is just 
a new take on remote acces- 
sing server-based applications: 
Rather than accessing the appli- 
cations individually via termi- 
nal services and remote desktop 
protocol, an entire virtual PC is 
accessed. The cost savings (and 
drawbacks) are similar for tra- 
ditional server-based applica- 
tions, and terminal services 
applications cost less in terms of total hard- 
ware to host. 

A virtual PC running on a server has cer- 
tain management advantages over a real 
box-on-your-desk PC. Configurations are 
centrally managed behind the firewall. If 
something should cause the virtual PC to 
stop functioning, it can be quickly re- 
stored from a clean image. Through remote 
access, the desktop becomes ubiquitous: A 
network connection can be accessed from 
anywhere via a PC, a thin client, or even a 
handheld device. 

The biggest areas of potential cost savings 
for the enterprise are in the elimination of 



g John Sloan is a senior research analyst at 
H Info-Tech Research Group. He has more than 
15 years of experience as a technology writer, 
as well as experience in corporate communication, 
Web site development, and electronic publishing. 
His research interests include electronic publishing 
and communications (including e-leaming), 
disaster recovery planning, desktop computing, 
and Web application development platforms. Sloan 
holds a master's degree in journalism from The 
University of Western Ontario. 




The drawbacks? Needing to be connected 
to the network is a big one. What if your 
laptop is offline? Remote access at a dis- 
tance also introduces latency to graphics- 
intensive applications. Additionally, soft- 
ware that takes advantage of high-end 
video processors on a workstation (such as 
publishing software) can only see the stan- 
dard video of the virtual machine. 

Hypervisors For True Desktop Liberation 

This is where desktop hypervisors will 
make a significant difference. Paradoxically, 
the real differentiator for VDI from tradition- 
al remote access applications will not be 



powerful servers and alternative access 
devices (such as thin clients), but instead will 
be good old-fashioned PCs and laptops. 
Virtualization rivals Citrix and VMware both 
promise to have bare-metal hypervisors that 
can be built into PCs by the end of this year. 

VMware has already introduced the abili- 
ty to "check out" a virtual PC for offline use. 
The virtual PC file is downloaded to a lap- 
top, where it can run without being connect- 
ed to a network host. When 
the laptop is reconnected to 
the network, the checked-out 
version is synchronized with 
the original server-based ver- 
sion. So the single desk- 
top can be accessed both 
locally and remotely, both on- 
line and offline. 

This checked-out virtual 
machine, however, is run on 
top of whatever operating sys- 
tem is already on the PC. The 
next important step is to have 
a VM on a PC run as close to 
native as possible, so perfor- 
mance is indistinguishable. 

PC VMs on bare-metal hypervisors will 
be trickier than running servers on bare 
metal because the hypervisor will also 
need to be able to pass access from the 
virtual machine to the native graphics 
processors. However, if they pull it off, 
the benefits will be huge. Desktops will 
be managed and configured centrally, 
accessed ubiquitously, but, if need be, 
also run locally on high-end workstations 
or disconnected laptops. 

Send your comments to 
infotech @ processor, com 



Get the IT industry's best resource: 
the Black Box® Big Book— FREE 



» Tech tips, how-tos, Black Box Explains, 
Buyer's Guides and more. 

» Easy-to-understand networking illustrations. 

» The latest product innovations, including energy 
reducing solutions, remote monitoring and 
control, and much more. 

» Hundreds of great ways to extend the life 
of your network and your IT budget. 
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Fairway Consulting Group 

(866) 516-5491 
www.fairwayconsulting.com 



• Dedicated to lielping small to mid-j 
sized enterprises get more out of | 
virtualization i 



• "You simply cannot get away from; 
the fact tiiat virtualization is the 
single greatest advancement in 
information technology in the last ; 
1 years," says Fairway | 
Consulting's Jeffrey Slapp. 



Maximize 

Virtualization Benefits 

Fairway Consulting Group Offers 
Virtualization Solutions In A Changing Market 



by John Brandon 

One of the major tenets of data centers 
is that change happens — often faster than 
you can predict. VirtuaUzation of servers 
and storage is one of the key technologies 
to help in the SME market, but it comes 
with another important tenet: that change 
breeds complexity. As the virtualization 
market matures, there's a stark realization 
that the field is getting even more complex 
and that many companies jump on board 
only to discover that they are not actually 
seeing the benefits of abstracting the hard- 
ware layer from software. 

Fairway Consulting (866/516-5491; 
www.fairwayconsulting.com) is one of 
those "multipurpose" consulting compa- 
nies that can help small to medium-sized 
enterprises get more out of virtualiza- 
tion — it is focused on helping maximize 
the benefit because the reality of the vir- 
tualization market is that it is not per- 
forming at the level that most companies 
originally expected. 

A key differentiator for this company 
is that it is not zeroed in on just one key 
solution (or just one puzzle piece in a 
large jigsaw) but offers services and 
products from multiple vendors, such as 
VMware (www.vmware.com) and Pano 
Logic (panologic.com). The goal is to 
help an SME understand how virtualiza- 
tion — and virtualization products — can 
help it use less power in a data center, 
scale to meet the needs of a growing 
business, and yet meet all of the perfor- 
mance requirements of business units 
across the company. 

Early Milestones 

Fairway Consulting started right 
around the time that most data center 
managers first heard the term virtualiza- 
tion, even though it's a concept that has 
been used for mainframe computing for 
decades. As a new company, the consult- 
ing firm has been able to see the market 
evolve and mature and keep pace with 
the latest trends. For example, as 
DataCore (www.datacore.com), a Fair- 
way Consulting vendor, became one of 
the prime companies to virtualize SAN 
storage, it was able to help companies see 
the benefits and make the transition. 

"Fairway Consulting Group initially 
started out as a professional services- 
based company that brought decades of 
industry experience in the enterprise to 
the SMB market," says Jeffrey Slapp, the 
president and CEO. He adds, "Soon after 
FCG started, the focus shifted from gen- 
eral professional services to professional 
services specific to virtualization, which 
the co-founders had extensive experience 
with. Since then, FCG has been [a] leader 
in server and storage virtualization ser- 
vices for SMB and enterprise customers 
worldwide." 

Slapp says the first early milestone for 
the company was in doubling its revenue 
year after year for the first three years the 



company existed. That's no small accom- 
plishment for professional services com- 
panies in a competitive market. The com- 
pany then was invited to speak at 
VMworld in 2006 and in 2007, which 
Slapp says was the other major milestone 
in the relatively short history of the com- 
pany. 

Product Focus 

Fairway Consulting has more of a 
product focus than some consulting com- 



panies, which tend to promote their 
expertise primarily and the products as a 
secondary consideration. Fairway Con- 
suiting's focus on products makes the 
company a good fit for SMEs that often 
need to wade through a plethora of 
product choices and just "pull the trig- 
ger" on the right one and implement 
the product so that the company 
can continue smooth operations. Slapp 
says the product choices for SMEs 
are typically the same as or similar to 



those for an enterprise because the ven- 
dors themselves can customize the offer- 
ing and because the best providers have 
figured out their market segment better 
than those who try to focus on company 
size. 

"The products we consider 'best-of- 
breed' are geared for businesses of all 
sizes," says Slapp. "Our approach to 
solving problems for our customers is not 
based on their size, but rather an under- 
standing that customers all basically have 
the same problems, just on different 
scales. Our solutions to these problems 
can scale to any size the customer de- 
mands, making our approach very effi- 
cient and effective." 

Slapp says that, while the virtualization 
market does continue to mature, it is 
notable that the Fairway Consulting prod- 
uct offering has not changed significantly 
over the last few years. Clear leaders — 
such as VMware — have emerged. 

"Our products haven't changed too 
much over the years. We leverage 
DataCore Software for storage virtualiza- 
tion, VMware for server virtualization, 
Pano Logic for desktop virtualization, 
and Platespin for disaster recovery/busi- 
ness continuity," says Slapp. He notes, 
"Storage virtualization and server virtual- 
ization are and will continue to be the 
prime movers in the industry. You simply 
cannot get away from the fact that virtu- 
alization is the single greatest advance- 
ment in information technology in the 
last 10 years." 

Future Goals & Outlook 

Virtualization is changing how compa- 
nies operate their businesses, and IT has 
embraced the change — but this year the 
market will likely see a different kind of 
emphasis. In the past, the main motivator 
has been to make the IT operations run at 
a high performance threshold, but com- 
panies will be looking to the technology 
to actually help manage IT resources in a 
weakening economic climate — to make 
IT run more efficiently. 

"A primary goal of FCG is to enable 
our customers to do more with less," says 
Slapp. "In the new economy we live in 
today, efficiency is everything. It is such 
a serious matter that it can be life or 
death for a company because the compa- 
nies of the 21st century are technologi- 
cally heavy. One of the largest areas of 
change we have seen is in acquisitions. 
Whether it is customer-based or vendor- 
based, not a day goes by lately when you 
don't read of another acquisition. This 
can be good and bad for business, but as 
long as we remain flexible and maintain 
our longstanding relationships, we will 
prevail." 




Fairway Consulting lias more of a 
product focus than some consulting 
companies, which tend to promote 
their expertise primarily and the products 
as a secondary consideration. 



Fairway Consulting Products 


Although Fairway Consulting Group's principle focus is VIVIware, the overall solutions are robust 
enough to incorporate any virtualization technology. Fairway offers advice on different kinds of 
virtualization, including storage, server, and desktop, as well as disaster recovery, and special- 
izes in the design and integration of virtualization systems. 


1 Product 


Description H 


DataCore Software 


Products include SANmelody, SANsymphony, SANmaestro, 
and Traveler CPR 

Virtualizes and unifies raw and disparate SANs. 


Pano Logic Desktop 
Virtualization 


Products include the Pano VDS 2.5 devices 

Supports application and data presentation models; helps with 
administration duties for virtualization; focuses computing on thin 
provisioning; lowers power usage. 


Platespin 


Products include PowerRecon and PowerConvert 

Optimizes server storage across the company; streams data 
workloads and abstracts software from hardware layer; synchro- 
nizes virtualized environments. 


VMware Server 
Virtualization 


Product offerings include VMware Workstation, ESX Server, Lab 
IVIanager, VirtualCenter, Converter, and Consolidated Backup 

Separates the operating system from the underlying hardware 
layer. 
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IT WatchDogs 

(512) 257-1462 
www.itwatchdogs.com 

• IT WatchDogs' monitors alert 
you of potentially disastrous 
environmental conditions. 

• Various iterations monitor tem- 
perature, humidity, airflow, 
motion, smoke, and more. 

• "It is like a hardware insurance 
policy— our devices protect 
equipment and give [data center 
managers] a cost-effective and 
less expensive way of doing that 
than our competitors," says IT 
WatchDogs' Charlie Mayne. 



Always-On 

Data Center 
Monitoring 

IT WatchDogs Lets You Stop 
Threats Before They Happen 



by Bruce Gain 

Someone has inadvertently set the 
computer room thermostat to above 95 
degrees Fahrenheit, while temperatures 
inside the servers surge to well over 120 
degrees. As the servers continue to heat 
up, there is nobody on hand to shut them 
off on a Sunday. The meltdown continues 
until the SQL, Microsoft Exchange, and 
Web servers are effectively destroyed, 
along with all of the data on the hard 
drives inside. 

The scenario sounds like a nightmare, 
but, unfortunately, it illustrates real risks 
data center managers face. However, heat 
surges are not the only environmental 
threats to a data center. Water sprinkler 
systems can suddenly activate, even 
when only traces of smoke are detected. 
Several inches of water could cover the 
data center's floor after a pipe breaks in 
the room next to the data center. Some- 
one could open a rack cabinet and begin 
tampering with the server. 

The bill to put your data center back to 
normal after the occurrence of any of 
these disasters could quickly add up to 
hundreds of thousands of dollars in server 
and software replacement costs and man 
hours in a small to midsized enterprise. 
However, these are examples of accidents 
that IT WatchDogs (512/257-1462; www 
.itwatchdogs.com) says should usually 
never happen in the first place — that is, 
after an adequate monitoring and alert sys- 
tem has been put in place. 

With the use of IT WatchDogs' monitor- 
ing systems, data center managers can 
sleep better at night knowing that there are 
sensors in place that will trigger real-time 
alerts to a PC, BlackBerry, or smartphone 
before disasters can happen. 

"It is like a hardware insurance policy — 
our devices protect equipment and give 
[data center managers] a cost-effective and 
less expensive way of doing that than our 
competitors," says Charlie Mayne, presi- 
dent of IT WatchDogs. 

Always-On Monitoring 

IT WatchDogs was founded in 2001 
with the mission of offering technologies 
that will allow action to be taken before 
environmental threats can destroy equip- 
ment. Think of the firm's offerings as 
a means to closely monitor what goes 
on in your data center without having to 
be there. 

IT WatchDogs' main product line is its 
Goose series of monitors. With the Goose 
series, sensor devices connect to the moni- 
tors by cable and are strategically placed 
around the data center. They can be used 



to monitor heat, humidity, airflow, sound, 
temperature, electrical currents to equip- 
ment, and other environmental elements. 
For intrusion detection, sensors can be 
placed to detect if someone has entered the 
data center, turned on lights, or opened 
server cabinets. 



A D-Link-enabled video camera works 
in conjunction with IT WatchDogs' 
Goose family monitors. The video cam- 
eras can be used to detect motion or 
to allow you to visually monitor what 
is going on in your data center on a 
LAN-connected PC or over a remote 
Internet connection. 

"From the comfort of your browser, you 
can check the client monitor anywhere in 
the world," Mayne says. 

The devices are designed to send alerts 
before things go wrong in the data center. 
You set the monitors to alert you by email, 
for example, if server racks are opened, 
humidity has risen past a certain point, or 
an electrical current has increased past a 
given threshold. The idea is to set the 
Goose system so that you are alerted well 
before any damage can occur. "You get an 
email telling you that temperatures have 
risen so that you can do something about it 
before the temperatures get to a certain 
point," Mayne says. 

Save Time & l\/loney 

Although IT WatchDogs is not the only 
vendor out there that offers monitoring 
devices and systems, the firm says that its 
systems work well, are easy to set up, and 
beat the competition in price. 



ITWatchDogs 



Featured IT WatchDogs Products 



Product 


Description 


Price 1 


WeatherDuck 


Attaches to a PC serial port and is geared for server 
room or remote computer room monitoring. Internal 
sensors can monitor temperature, humidity, airflow, 
light level, motion, and sound for smol<e alarm 
detection. 


$199 


MiniGoose 


A smaller version of the flagship WeatherGoose 
with the same features but only one internal temper- 
ature sensor. It supports up to 16 remote sensors 
that are sold separately. 


$199 


MiniGoose 2 


An expanded MiniGoose with 16 external sensor 
jacks and three I/O ports in a rack mount. It is 
geared for cabinet monitoring applications and has 
an internal temperature sensor. 


$299 


WeatherGoose 


Operates as an internal Web server with no support- 
ing PC or client software required and offers inter- 
nal sensors for temperature, humidity, airflow, light 
levels, and sound levels. One unit can monitor 16 
remote sensors. 


$399 


SuperGoose 
Climate Monitor 


Includes all the features that the WeatherGoose 
offers plus a built-in LCD for onsite monitoring, an 
audio alarm that a sensor can trigger, and a built-in 
rack plate. 


$499 


PowerGoose 


Offers environmental and power monitoring in a 
1U space. It offers all the features of a Weather- 
Goose plus power monitoring of current, voltage, 
and watts. 


$569(15- 
amp), $579 
(20-amp) 



IT WatchDogs' WxGoos-1, for example, 
offers temperature, humidity, airflow, 
audio, and light monitoring and tracking 
with support for up to 19 external sensors 
for $399. This price point for the applica- 
tion is roughly half that of the competition, 
says Pepe Ramos, operations and sales 
manager for IT WatchDogs. 

After the sensors are placed where you 
need them and are then connected to the 
device, the Goose monitoring system 
needs only to be plugged into an electri- 
cal outlet and connected to a LAN to 
get up and running, which can be done 
in a matter of minutes. Once activated, 
it will transmit data over a LAN or 
Internet connection that can be accessed 
with a Web browser. Depending on 
which of the Goose devices you use, the 
Web page might show a video of your 
data center or temperature, humidity, 
or any of the other readings the sensors 
can detect. 

Of course, some users could have ques- 
tions during the setup process, whether it 
might involve setting a static IP address 
for the monitor, getting a firmware 
upgrade, or placing sensors. To that end, 
Mayne says the firm makes it a point to 
offer tech support that you can use. 

"When you call in, we don't have a 
support center/call center kind of thing. If 
you need technical support to install or 
troubleshoot our products, you call in and 
you can immediately talk to someone that 
actually probably wrote the software for 
the product," Mayne says. "You are not 
talking to somebody who is trying to 
diagnose your problem by following a 
flow chart." 

New Developments 

The detection and tracking of simple 
fluctuation patterns in temperature, elec- 
trical usage, and other parameters are 
becoming increasingly important for data 
center management. In order to keep 
track of all these factors in a single easy- 
to-use format, IT WatchDogs has enabled 
data to be aggregated and then saved in a 
spreadsheet file with its Goose systems. 
But for better data tracking, the firm says 
it has recently developed an interface that 
allows data to be stored and used in an 
SQL database. 

"We used to keep the data stored in a 
console in a proprietary format, but now 
we are releasing a product that will allow 
you to aggregate, log, and store all data in 
a SQL database format," Mayne says. 

Eventually, IT WatchDogs' sensors 
will likely go wireless, although the com- 
pany has not set a date for when that 
application might be launched. "I think 
one day you will see a more wireless 
environment with sensors put anywhere," 
Ramos says. 



Source: IT WatchDogs 
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Server Technology 

Solutions for the Data Center Equipment Cabinet 



Products Sold: 

A complete line of cabinet PDUs, Including: 

• Per Outlet Power Sensing (POPS) PDU 

• Rack Mount Fall-Safe Transfer Switch 

• Console Port access with remote power 
management 

• Switched PDU 

• Smart PDU • Basic PDU 

• Metered PDU • ^SVDCPDU 



(800) 835-1515 www.servertech.com 



Server Technology is committed to tlie PDU 
marl<et witli the largest group of engineers 
dedicated to power distribution and other 
solutions within the equipment cabinet. With 
an extensive line of both AC and DC PDU 
products and several fail-safe transfer 
switches, Sen/er Technology provides a one- 
stop shop for all cabinet PDU needs. Recent 
advancements in device power monitoring 
help data centers monitor and improve their 
efficiency. Continuous research and develop- 
ment is fueled by computer and service 
providers that look to Server Technology for 
their custom cabinet power solutions. 




Products Sold: 

• Cable management 

• Power distribution 

• Distribution boxes 

• Airflow solutions 



From the company's inception in 1 996, Snake Tray's focus has 
been the development of superior products that help eliminate 
repetitive, labor-intensive installation steps. By designing 
smarter solutions that install faster, Snake Tray helps cus- 
tomers reduce their labor costs for both cable management and 
power distribution systems. Snake Tray products are simply 
designed better than traditional cable management and power 
distribution products, allowing our products to deliver unsur- 
passed cost savings because they're easy to install. These 
benefits cut most installation costs by as much as 85%. Added 
to this is our expertise in datacom and data center cabling, 
which aids our customers during project planning. Snake Tray 
is building a solid reputation through its innovative products and 
a dedication to helping customers create smarter solutions. 



(800) 308-6788 www.snaketray.com 



RACKMOUISir 

SOLUTIONS, Ltd 

' where customer service mattets« 



Products Sold: 

• Server racl(S and cabinets (Including 
sound proof, air conditioned, and 
large cable bundle racks) 
Wallmount racks and cabinets 
Desktop/tabletop portable racks 
Shockmount shipping cases 
Computer classroom training tables 
Bulk cable 



Rackmount Solutions' mission is to listen to the 
IT engineer's specific needs and deliver 
superb-quality, high-performance products 
through continuous product innovation and 
operational excellence. We pride ourselves in 
providing quality customer service, products 
that fit your IT requirements, and solid value for 
your money. Our IT sales staff is salaried, so 
you'll never be encouraged to purchase a 
product to meet a quota. Our ISO 9001 :2000 
certification is based on 99.6% on-time deliver- 
ies and 96% measured customer satisfaction 
rating. Compare that with your other vendors! 



(866) 207-6631 www.rackmountsolutions.net 



Powering Business Worldwide 

Products Sold: 

• UPSs 

• ePDUs 

• Basic 

• Metered 

• Monitored 

• Advanced Monitored 

• Switched 

• Managed 

• Automatic Transfer Switch 



Eaton's electrical business is a global leader in electrical 
control, power distribution, UPS, and industrial automa- 
tion products and services. Eaton has many global brands 
that provide customer-driven PowerChain Management™ 
solutions to sen/e the power system needs of the industri- 
al, institutional, government, utility, commercial, residen- 
tial, IT, and mission-critical OEM markets worldwide. 

For more than 40 years, Eaton has worked closely with 
customers to meet their requirements for innovative, end- 
to-end power protection and management solutions. 
That's why thousands of customers of all sizes around 
the world put their confidence in Eaton's comprehensive 
power solutions to protect their mission-critical systems. 



(877) 785-4994 www.epdu.com 



Products Sold: 

• Power control, distribution, management, 
and metering 

• Power transfer switches 

• Console management 

• Remote site management 



(800)523-2702 www.baytecli.net 



BayTech's mission is to excel as a leader in 
the development of state-of-the-art, cost- 
effective data communications technology. 
The Long Beach Industrial Park, Miss.,- 
based company was founded in 1976 and, 
since the 1990s, has developed unique prod- 
ucts for remote power management. The 
company uses printed circuit board instead 
of wires for a better, more resilient connec- 
tion between the data center equipment and 
the receptacle. BayTech provides an exten- 
sive Web site with brochure downloads, war- 
ranty information, and reseller support and 
also offers evaluation units for data centers. 



nerqo' 

TECHNICAL WORKSPACE^^^ SOLUTIONS 



Products Sold: 

Cabinets and enclosures 
Server racks 
Computer carts 

Cable and power management systems 
KVM switches 

Technical and personal workstations 



At Hergo, we understand your technology 
requirements and the best way to incorpo- 
rate that technology into your workspace. 
The Hergo product line combines a variety 
of interchangeable parts, most of which are 
standard components. 

The open racking systems' modular design 
makes it easier to add new equipment or 
reconfigure existing setups. All Hergo racks 
are made of heavy-duty steel and are pow- 
der coated, offering superior quality and 
durability, as well as better ultraviolet ray 
and corrosion resistance. 



(888)222-7270 www.hergo.com GSA Contract Number: GS-29F-0133G 



PflSIMPLEX 

' isolation SYSTEMS 

Products Sold: 

• Cleanrooms 

• Enclosures 

• Strip doors 

• Curtains 



Since 1979, Simplex Isolation Systems has been setting 
new design standards in modular expandable cleanroom 
components, isolation curtains, hardware, and new prod- 
uct development. When it comes to meeting your needs 
for a clean, safe, energy-efficient environment, look to 
Simplex for endless construction possibilities. 

Fontana, Calif., -based Simplex's unique strip doors and 
mounting systems are designed for quick installation. 
Simplex parts and materials perform with optimum effi- 
ciency, last longer, and save you money. And at whatever 
level you use Simplex products, you are always backed by 
industry expertise, product knowledge, and the best war- 
ranties in the cleanroom and process isolation market. 



(877) 746-7540 www.simplexisolationsystems.com 



Ik 



TM Information Support ConcGpts,^ 

Leading Infamiahon Technology Products Since 19 Bi 



Products Sold: 

Server rack cabinets 

Rackmount keyboard 
monitors 

Rackmount power 
PDU, UPS 

Portable cases 

LAN furniture 

KVM switches 

Cables 

Computer furniture 
Custom requests 



Information Support Concepts markets products for network- 
ing, telecom, corporate training rooms, and school computer 
classrooms. Information Support Concepts, which was found- 
ed in 1987, believes in taking a hands-on approach with cus- 
tomers, providing for a better overall buying experience. 

As part of its commitment to customer service. Information 
Support Concepts has a "Customer Bill of Rights" that defines 
its pledge to the customer, including the right to quality prod- 
ucts; online ordering 24/7; a prominently displayed 800 num- 
ber and email contact on each catalog page; quick connec- 
tion to a knowledgeable salesperson or customer service rep- 
resentative; access to product managers to talk about custom 
or difficult applications; fair pricing; and timely shipping. 



(800)458-6255 www.iscdfw.com 
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Products Sold: 

A full line of environmental 
products, Including: 

• Climate monitors 

• Sensors 

• Cameras 



IT Watchdogs got its start when founder Gerry Cullen devel- 
oped a single product, called Weather Goose, in a one-bed- 
room apartment in Houston. Today, the company has seven 
different climate monitors and more than 70 different product 
numbers. Any company that has a server room, data cen- 
ter, or closets with expensive telecom or computer gear 
has a need for IT Watchdogs products. 

At IT Watchdogs, we believe in providing customers with 
low-cost climate monitors that have the same or better fea- 
tures than competitors'. Plus, we offer fast, professional 
response to customers, with support handled by the same 
programmers and engineers that develop and maintain our 
products, not a call center on the other side of the world. 



(512) 257-1462 www.itwatchdogs.com 



designed and 
manufactured by ^ 

upsiCe^ 

technologies" 

Products Sold: 

A line of products designed 
to solve heat-density 
problems In data centers, 
Including: 

• Blanking panels 

• Raised floor grommets 
to seal cable openings 

• Temperature strips 



Founded in 2001 , Upsite Technologies has established itself 
as a leader in the rapidly growing marketplace for high-avail- 
ability data center solutions, specifically concentrating on hot 
spots and energy-efficiency issues. Upsite has successfully 
developed a suite of groundbreaking products designed to 
increase the reliability and availability of data centers, while 
significantly reducing energy costs. Upsite manufactures 
products and sen/ices dedicated to the diagnosis and cure of 
heat-density problems in data centers. Upsite founder 
Kenneth G. Brill recognized a need for products and solutions 
reaching far beyond the scope of standard engineering and 
consulting offerings. He utilized his visionary understanding of 
the technology to create these products and solutions, which 
provide data centers with unprecedented, substantial benefits. 



(505) 982-7800 www.upsite.com 



CYBER@SWITCHING® 

Products Sold: 

Intelligent power 
management 

Value-added power 
management 

Metered power distribution 

Three-phase power 
distribution 

Energy management and control 
Switches 
Patch Panels 



Cyber Switching began pioneering power distrib- 
ution technologies in 1 994. Our PDUs are used 
to power cycle and manage power to blade 
servers, routers, switches, SANs, and other data 
center equipment. Our intelligent PDUs can 
monitor current individually by outlet and also 
provide virtual circuit breaker protection on an 
individual outlet basis. No other PDU on the 
market offers these unique features. We also 
offer basic PDUs with total current monitoring. 
Our products are installed in data centers, IT 
labs, wiring closets, and remote offices around 
the world. Cyber Switching employs a team that 
is dedicated to turning ideas into solutions. 



(888) 311-6277 www.cyberswitcliing.com 




NETIVO RKS 

Products Sold: 

• Spam and spyware protection 

• Email archiving 

• Data backup and disaster recovery 

• Content filtering 

and application blocking 

• Firewalls 

• Link and load balancing 

• SSL VPN 



Campbell, Calif., -based Barracuda Networks strives 
for exceptional customer service, top-notch prod- 
ucts, and engaging partner programs. Companies 
and organizations rely on Barracuda products 
because they're easy to deploy and use, don't 
require IT expertise, and come with automatic 
updates. In addition. Barracuda does not charge 
per-user, per-port, or per-server licensing fees, 
making its products among the most affordable. As 
a customer, you'll be backed by Barracuda Central, 
an advanced 24/7 security operations center that 
works to continuously monitor and block threats. 
Plus, you'll have access to specially trained 
Barracuda support technicians 24/7. 



(888) 268-4772 www.barracudanetworl(s.com 



^BLACK BOH 

network services 

Products Sold: 

Cabinets and racks 
Cables 
Datacom 

Digital signage and multimedia 
Industrial 

Infrastructure hardware 
KVM 

Networking 



Black Box is the world's largest independent 
provider of voice communications, data infrastruc- 
ture, and product solutions. Shop at Black Box for 
118,000+ networking products, a best-price guar- 
antee, and FREE, live, 24/7 Tech Support. 

Communications sen/ices include VoIP, unified 
communications, mobility, contact centers, tradi- 
tional telephony, and more. Black Box offers an 
unmatched portfolio from leading manufacturers, 
including Nortel, Cisco, Siemens, and many more. 
Black Box also offers wired/wireless data net- 
work sen/ices for new installations, upgrades, 
and moves/adds/changes. 



(877) 877-2269 www.blacl(box.com 



Fcq: 



Products Sold: 

Disaster recovery and 
virtuallzatlon products, 
Including: 

• Storage 

• Server 

• Desktop 



Fain/vay Consulting Group, founded in 2002, was created to 
help enterprises navigate the types of service deployment, 
technology purchasing, and staff training that virtualization 
demands. Although Fairway Consulting Group's principle 
focus Is VMware, the overall solutions are robust enough to 
incorporate any virtualization technology. Fain/vay offers 
advice on different kinds of virtualization, including storage, 
server, and desktop, as well as disaster recovery, and special- 
izes in the design and integration of virtualization systems. As 
a channel partner with several leading virtualization product 
manufacturers. Fairway Consulting helps small to midsized 
enterprises focus on issues of sustainability, explosive data 
growth, increased performance demands, end-of-life hard- 
ware, and disaster recovery. 



(866) 761-9990 www.fairwayconsulting.com 




Products 
Purchased: 

SuperDLTII/LT02,3,4/ 
AIT1,2, 3,4/AME2/ 
9940/ 3590 /MLR, SLR/ 
TR5,7/VXA/V23 



RecycleYourMedia.com is concerned about the statistics involv- 
ing the destruction of our environment caused by e-waste. We 
realize there needs to be a solution that is ecologically sensible, 
technologically reliable, and economically viable. That's why 
we've innovated and perfected a way to ensure companies that 
there is a solution to these ongoing issues. The answer is to sell 
us your new, used, or even obsolete media. Your sensitive data 
is secure and destroyed with manufacturer-approved processes 
and equipment, and you will also be supplied a Confidentiality 
Agreement upon request. Our data cartridge recycling program 
is easier than ever: Every RecycleYourMedia.com master ship- 
ment includes a prepaid product-shipping label. When conscien- 
tious customers return data cartridges, we pay the postage. 



(877) 798-2737 www.recycleyourmedia.com 



♦ 



dtSearcK 

www.cltsearch.com 



Products Sold: 

Text retrieval products, Including: 

• Desktop With Spider 

• Network With Spider 

• Publish For CD/DVDs 

• Web With Spider 

• Engine For Win & .NET 

• Engine For Linux 



Maryland-based dtSearch started research and 
development in text retrieval in 1988, and the com- 
pany released the first application in 1991 . In addi- 
tion to its ability to quickly search a large amount of 
text, dtSearch offers built-in proprietary file format 
support and converters. The company is known for 
speedy adoption of new programming standards, 
new operating systems, and new file types. Plus, It 
has a flexible licensing model that doesn't involve 
per-document and other arbitrary limits. Typical 
corporate use of the dtSearch product line includes 
general information retrieval, Internet and intranet 
site searching, access to technical documentation, 
and email archiving and email filtering. 



(800) 483-4637 www.dtsearch.com 
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Products & Services: 

Equipment disposal services, along 
with a complete line of used and 
refurbished equipment, including: 

Communications and networking 
Laptops 
IVIonitors 
Point of sale 
Servers 
Storage 

Telephone and PBX 



For more than 13 years, DMD Systems Recovery 
has been offering new and refurbished computer 
equipment and services. We are able to provide 
exceptional value and quality to our customers 
because of our experience in procuring high- 
quality equipment and our technical support expe- 
rience in a rapidly changing technical environment. 

DIVID also provides services for organizations wish- 
ing to find a cost-effective and environmentally safe 
solution for disposing of computer and communica- 
tions equipment. Our dedicated staff can handle all 
aspects of your equipment disposal, from logistics to 
reporting, allowing you to get back to your business. 



(877) 777-0651 www.dmdsyslems.com 



c — i-A 1 I ft on 



Products Sold: 

Products Sold: 
Servers 
Storage 

Workstations and PCs 
Racks and server clusters 
Parts and accessories 



Stallard Technologies specializes in buying and selling 
quality preowned and refurbished Dell, Compaq, IBIVI and 
HP sen/ers and workstations. At Stallard Technologies, 
we are your personal shoppers. We work aggressively to 
find the best available values on business networking 
hardware, so you can accomplish your networking goals 
effectively, efficiently, and under budget. We deal strictly 
with reliable vendors and top-quality products and will 
make sure you are getting what you expect — no surpris- 
es. At Stallard Technologies, we have our own staff of 
trained and qualified technicians that manage complete 
diagnostic checks on all our products. When products 
pass, they get the Stallard Technologies seal of Approval 
and Warranty. 



(877) 851-2260 www.stikc.com 



MAGNE^r 



data backup solutions 

Products Sold: 

A complete line of tape and data 
backup products, including: 

Sun-STK 

HP 

IBM 

Dell 

Overland 
Quantum 
Fujitsu 



Magnext was founded in 2005 as a tape library repair 
and upgrade company to help businesses reduce IT 
expenditures when they experienced a hardware failure 
or required additional tape storage capacity. Magnext 
has grown and now also offers new and refurbished high- 
quality, high-value data backup products. Magnext differ- 
entiates itself from other vendors by stocking hundreds of 
spare parts, hard-to-find parts, and complete library units 
(tape and disk-based) from the leading manufacturers. 
Magnext's experienced and knowledgeable staff has 
maintained a focus on providing exceptional customer 
sen/ice through prompt replies to all inquires, fast turn- 
around on all repairs, high quality assurance with rigor- 
ous testing standards, and a liberal warranty policy. 



(888) 669-8273 www.magnext.com 




Products Sold: 

We buy, sell, and service: 

• Point-of-sale equipment 

• Barcode equipment 

• Laser printers 

• Wired and wireless 
networking equipment 



In 1987, Pegasus Computer Marketing started providing 
mainframe products to the end-user market. What began as 
a sales-only organization soon adapted to offer in-house 
repair and refurbishment. During the past 10 years, 
Pegasus has focused primarily on the point-of-sale and bar- 
code industries, buying, selling, and providing service con- 
tracts for anywhere from a few scanners to hundreds. 

Pegasus recently added a third technical repair center, so it 
has separate repair stations for multiple types of equipment. 
Pegasus believes in providing quality repairs, timely service, 
and excellent customer service. Its employees put 1 1 0% into 
all their work. And, Pegasus stands behind each and every 
job, so you never have to worry about service after the sale. 



(800) 856-2111 www.pegasuscomputer.net 
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Computer Connection 

Products Sold: 

Networking and security hardware from: 
Sun Microsystems • Cisco 
HP • Cyberoam 

Aruba Networks 
Barracuda Networks 
F5 Networks 
Coyote Point 
Extreme Networks 



(800) 566-4786 www.ccny.com 



Founded in 1988, CCNY (Computer Connection 
of Central New York) is a system integrator and 
reseller of IT networking and security hardware. 
We have the knowledge and product base to 
increase the security posture and enhance the 
efficiency and capacity of your network. We are 
able to design, configure, and implement custom 
solutions to fit your network architecture using 
the latest hardware-based technologies. 

CCNY maintains a large inventory of systems 
and components, tested and ready for same-day 
shipment. In addition, we provide one of the 
longest warranty periods in the industry. 




Products Sold: 

For Resellers Only 
Laptops 

Computer systems, peripherals, 
and accessories 

Networking products 

Hard drives • RAM/memory 

Motherboards • Monitors 



Evertek is one of the world's largest wholesale distribu- 
tors of excess computers, peripherals, consumer elec- 
tronics, and computer accessories. Founded in 1990, 
Evertek specializes in selling quality excess, discount, 
clearance, and close-out computer and electronics 
equipment at aggressively discounted prices. Evertek 
services more than 200 countries worldwide and attribut- 
es its steady growth to working closely with its wholesale 
customers, offering same-day shipping, full warranties, 
technical support, and more! Additionally, Evertek focus- 
es on building long-term relationships with its vendors, 
which include nearly all of the top-named manufacturers 
worldwide. Become an Evertek wholesale customer 
today at www.evertek.com/signup! 



(760) 639-4500 www.evertek.com 




Information 
Technology 
Trading 



Products Sold: 

• AS400, Advanced System/36, 
R/S6000, ES/9000, and PC systems 
(including lease and rental) 

• CPUs, memory, disks, tapes, 
displays, and controllers 

• Services, including system design 
and installation, maintenance, and 
buyback of existing hardware 



At Information Technology Trading, our goal is to 
help your company acquire the right hardware or 
software solution. We specialize in purchasing and 
reselling data-processing equipment and have 
more than 21 years combined experience in the 
computer industry. Our product offerings consist of 
AS/400, Advanced System/36, R/S6000, ES/9000, 
and PC systems. We provide system upgrades, as 
well as DASD, communication, and memory. In- 
cluded in our product offerings are internal/external 
tape subsystems, printers, and display stations. 
We also offer sen/ices such as midrange and 
mainframe sales/consultation and server integra- 
tion. Plus, we're an outlet for off-lease portfolios. 



(405) 715-3686 www.iteclitrading.com 



□MS 

Data Media Source 

Products Sold: 

A complete line of 
data media, including: 

• DLT 

• SuperDLT 

• LTD 

• AIT 

• QIC 



The Data Media Source is your best source for discounts and 
deals on all formats of data media products, including DLT, 
SuperDLT, LTO, 3480, 3490e, 3590, 3570, TK50, 4mm-DDS, 
8mm, AIT, QIC, 9-track, and more. We have a huge inventory of 
all brands, categories, and capacities at prices below wholesale. 

We buy up excess inventories, closeouts, and returns and offer 
our resellers pricing below the direct manufacturers on most 
items, making every order you place with us more profitable for 
you. If we have it — and we probably do — we will save you 
money and boost your income. Our 20+ years in the business of 
selling only data media gives us the experience and resources 
to make every order you place with us more profitable for you. 
We exist to help you sell more volume at higher profit margins. 



(800) 252-9268 www.datamediasource.com 
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Pace 



It 



Butler^ 



Products Sold: 

We buy used cell phones, 
Including: 

• Motorola 

• Nokia 

• Samsung 

• BlackBerry 



With global cell phone use skyrocketing, enterprises worldwide 
have a need to reduce the number of those old phones ending 
up in landfills. The toxic and persistent materials in cell phones, 
including lead, arsenic, and beryllium, have a negative and 
long-lasting impact on our environment, groundwater, and 
even local workers. 

PaceButler has one simple purpose: We buy used cell phones. 
And the Edmond, Okla., -based company makes cell phone 
recycling easy. PaceButler contributes to the local and world- 
wide community by providing top-quality products and ser- 
vice. It is dedicated to customer satisfaction through con- 
stant improvement of systems and procedures and an 
atmosphere that's positive, successful, and healthy. 



(888) 248-5360 www.pacebutler.com 



C<OMPUMEX 

SrSTEMS CORPOKATiON 

Products Sold: 

A complete line of new and certified 
refurbished servers, networking, storage, 
and telecommunications hardware and 
services from: 

• DEC • Nortel 

• Compaq • Sun Microsystems 

• HP • Extreme 



Since 1987, Compurex Systems has been a 
leading provider of new and used computer 
hardware. From systems and storage, network 
applications and peripherals, to service and 
repair, Compurex Systems has sought to be a 
one-stop source of technology. Compurex 
Systems has maintained its position on the 
forefront through competitive pricing, rapid 
delivery, quality product, and attention to detail 
and customer service. At Compurex Systems, 
we look to make long-lasting relationships with 
our customers and suppliers, and we are driven 
by the concept of dependability. Our customers 
return because they know they can trust us. 



(800) 426-5499 www.compurex.com 



Save 
Yourself 
Time 



When you post a free Want-To-Buy 
or For-Sale Listing at Processor.com, 
you save more than time, Hundreds 
of the nation's leading computer 
dealers will see your posting and 
let you know if they have the 
equipment you are lool<ing for, 




R 
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1 hired employees to 
run my business. 

NOT to sell my old 
computer equipment. 


When it comes to !T equipment 
disposal we are serious. Let us 
worry about Data Destruction, 
EPA regulations, Transportation, 
Down time and Insurance. Why 
tie up your resources or take 
chances with your data 
or environmental issues? 
Call DM D today. 


We Purchase: We Offer: 

Computers/Laptops Asset Tracking/Reporting 

Networking Equipment Deinstallation/Packing/Transport 

Power/Environmental DOD Level Data/Mechanical Destruction 

Telecom/Network EPA Recycling/Reuse 

Complete Data Centers Ongoing Support Plans 

Printers Technology Refresh/Install Programs 

Find out why some of the top U.S. companies and Government 
Agencies call DMD Systems Recovery. 


WAffW DMO Systems Recovery, Inc. ^ 

A Slightly Different Company™ WR'R 
invent P h o ne : (602) 307 -0 1 80 Fax:(602) 307-0181 TJ^rf 

Internet: www.dmdsystems.com 

Providing QUALITY GOODS and SERVICES for Industry. MemberofAFCOM, Better Business Bureau, Chamber of Commerce. HP Authorized. 
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Powering Business Worldwide 



Eaton ePDU makes selecting Enclosure 
Power Distribution Units easy 

Uninterruptibility from Eaton® isn't a new offering. 
It's an iron-clad promise, backed by a $13B global 
organization and a century-long heritage with power 
protection, distribution and management expertise. 

Eaton's expanded ePDU® portfolio of power distribution 
units offers the broadest range on the market. Making 
the right decisions from the start can make a difference 
in the dependability and efficiency of your infrastructure. 

Eaton and ePOU are trademarks of Eaton Corporatian. ©2006 Eaton Corporation- All rights reserved. 



Use our new product configuration wizard to search 
over 1,000 products for the perfect solution. Tailor your 
ePDU to include a wide range of voltages using various 
combinations of NEMA and lEC outlets and plugs. 

Visit the product wizard to meet your power distribution 
challenges and power through. 

www.epdu.com/prsnws 

(877) 785-4994 



How Do You Measure the 
Energy Efficiency of YourData Center? 



> Sentry POPS 

Measure and monitor power information per 
outlet, device, application, or cabinet using WebJ 
based CDU Interface 

> Sentry Power Manager 

Secure software solution which allows: 

> Monitor, manage & control multiple CDU's 

> Alarm management, reports & trending 
of power info 

> ODBC Compliant Database for integration into 
your Building Management or other systems 

> l(W & kW-h IT power billing and monitoring 
information per outlet, device, application, 
cabinet or DC location 



anager (SPM) 

and Sentrv POPS"(Per Outlet Power SensinalCD 



Solutions for the Data Center Equipment Cabinet 




Server Technology 

tf 1.800.835.1515 www.servertech.com 
tel 1 .800.284.2000 sales@servertech.com 



